DEPARTMENT OF THE NAVY
HEADQUARTERS UNITED STATES MARINE CORPS
WASHINGTON, DC 20380-0001

MCO 1510. 37C
C 461
13 Dec 95
MARI NE CORPS ORDER 1510. 37C
From Commandant of the Marine Corps
To: Di stribution List
Subj: 1 NDI VI DUAL TRAI NI NG STANDARDS (I TS) SYSTEM FOR THE DATA

SYSTEMS OCCUPATI ONAL FI ELD ( OCCFLD) 40

Ref:  (a) MCO 1510. 34A
(b) MCO 1553. 1B
(¢) MCO 1553. 2
(d) MCO 1553. 3

Encl: (1) Conponents of an ITS
(2) 1 TS Managenent
(3) Index of Tasks by Training Location, Level of
Trai ni ng, Sustainment, and Grade to Standard
(4) Comon I TS Listing
(5) Training Support
(6) Individual Training Standards for OccFld 40

1. Purpose. To publish the ITS System for GCccFl d 40.

2. Background

a. The references establish the systemused to publish al
trai ning standards, provide policy, and assign responsibilities
for applying the Systens Approach to Training (SAT).

b. I1TS s provide a common base of training for all Marines
who have the sane MOS. They provide the basis for the SAT of al
i ndividual training. |ITS s are to be used by institutional and

unit commanders to determ ne proficiency of individual Marines,
to establish training plans and courses of instruction, and to
mai ntain a progressive and systematic nmethod to nonitor training
i npacts on Individual Career Devel opnent Pl ans.

c. |TS s are derived from M ssion Perfornmance Standards
whi ch cone from conmbat requirenents of the Fleet Marine Forces.
Changes to doctrine, force structure, and the introduction of new
weapons and equi pnent will require revision of this Order on a
regul ar basis.

3. Information

a. |TS s are to be used by institutional and unit conmanders
to desi gn, devel op, conduct, and eval uate their individua
training of Marines. Institutional commanders will derive

Term nal Learning Objectives (TLO and Enabling Learning
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bj ectives (ELO fromthe tasks and performance steps set forth
herein. Task lists reported on Course Descriptive Data (CDD)
submi ssions will consist of task titles contained in this Order.
Unit commanders will use the tasks contained in this Oder as the
basis of individual training in their | ong range, short range,
and near termtraining plans.

b. The ITS systemfor OccFld 40 contains the follow ng:

(1) Enclosure (1) contains the conmponents of an ITS.

(2) Enclosure (2) sets forth the ITS managenent, as it
relates to use and nmi nt enance.

(3) Enclosure (3) is an index of tasks by training
| ocation, level of training, sustainnent, and grade to standard.

(4) Enclosure (4) is a listing of tasks conmon to two or
nore MOS's in CccFld 40

(5) Enclosure (5) lists training support in four
cat egori es:

(a) Appendix A, Training Devices, Sinulators, and
Trai ni ng Al ds.

(b) Appendi x B, Training Equi pnent.

(c) Appendix C, Ammunition, Explosives, and
Pyr ot echni cs.

(d) Appendix D, Training Materials.
(6) Enclosure (6) lists ITS s for each MOS in QccFl d 40
4. Action

a. Commandi ng CGeneral, Marine Corps Conbat Devel opnent
Command ( MCCDC)

(1) Ensure that all units and institutions are using this
Order to train personnel to the standards required of their grade
and MOS.

(2) Ensure that the Marine Corps Institute (MZ) and the
Trai ni ng and Audi ovi sual Support Centers (TAVSC) provide
st andardi zed job aids and other training support requirenents to
facilitate training in units.
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(3) Review, revise, and nanage the upkeep of this O der
in coordination with Force Commanders, MOS/ CccFld sponsors and
Wi th subject matter experts.

(4) Ensure coordination occurs with the Conmmander, Marine
Corps Systens Command ( MARCORSYSCOM) in order to identify and
val i date training and education support requirenments for the
devel opnment and acqui sition of training support systens.

b. _Commanding Generals of the Marine Forces Atlantic/Pacific
and Supporting Establishnent Commands; and Commanders of Separate
Organi zations not Commanded by a General Oficer

(1) Use this Order to inplenment the SAT process for DATA
SYSTEMS trai ni ng

(2) Establish managed on-the-job training (MXT) prograns
to train Marines using the tasks to formthe basis of initial
sustai nment, or refresher training proficiencies in units both
for DATA SYSTEMS and conmand training plans.

5. Subm ssion of Recommendati ons and Requirenents.
Recommendati ons concerning the contents of this Order are
invited. Submt recommendations for change and recommended
training requirenments to the Conmandi ng General, MCCDC (C461) via
the appropriate chain of conmand.

6. Mbilization. Al ITS s in this Oder will remain in effect
during nobilization.

7. Reserve Applicability. This Oder is applicable to the
Mari ne Corps Reserve

LKL

B. B UTS JR.
By directio
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8145001 (1)
7000144 (1)
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COVPONENTS OF AN I TS

1. GCeneral. |1TS s contain six conponents; task, condition(s),
standard, perfornmance steps, reference(s), and adninistrative
instructions.

2. Al phanuneric System Each ITS is identified by the MOS
followed by a series of nunmbers which identify the Duty Area, and
Task.

a. The MOS is identified by four Arabic nunbers. The four
nunbers are the ones assigned to the MOS in the MCO P1200.7 (MOS
Manual ). For the DATA SYSTEMS OFFI CER MOS, the nuneric
desi gnators woul d be 4002. X. X.

b. Duty areas are identified by ascending Arabic nunerals
and are nunbered consecutively by MOS. The designator for the
first duty area under MOS 4002 woul d be 4002. 1. X.

c. Tasks within a duty area are nunbered consecutively. The
first task under the first duty area of MOS 4002 i s nunbered
4002.1.1. The second task under the third duty area of MOS 4002
i s nunbered 4002.3.2, and so forth.

3. | TS Conponents

a. Task. The task describes what a Marine has to do. It is
a clearly stated, performance oriented action requiring a | earned
skill. Know edge or enrichnment topics which are required for the

performance of a specific task are included in the adnministrative
instructions. This type of information may very well conprise a
separate class with its own TLO ELO, but is not a separate task.

b. Condition(s). The conditions set forth the real world or
wartime circunstances in which the tasks are to be perfornmed.
This el enent of an I TS underscores "realisn in training. Wen
resources or safety requirenments limt the conditions, this
shoul d be stated. It is inportant to understand that the
conditions set forth in this Order are the nmininum and may be
adj ust ed when applicabl e.

c. Standard. A standard is inviolate. It is not guidance,
but a very carefully worded statenment which sets the proficiency
| evel expected when the task is perforned. The standard shoul d
summari ze the perfornance steps.

d. Performance Steps. There nust be at |east two
performance steps for each task. Perfornance steps specify
actions required to fulfill the proficiency established by the
st andar d.

e. Reference(s). Reference(s) are doctrinal publications
whi ch provide the authority vested in the performnce steps and
references. References should be publications which are readily
avail abl e.

f. Adnministrative Instructions. Administrative instructions
provide the trainer/instructor with special circunmstances
relating to the ITS such as safety, real world linmtations, and
know edge or enrichnent topics which nmay be a prerequisite to
successful acconplishnment of the ITS.

ENCLOSURE (1)
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| TS MANAGEMENT

1. |TS Use

a. |TS s are the basis for all individual training in units
and formal schools. Since ITS s are witten for every MOS t hey
speci fy every proficiency Marines are required to achi eve as
individuals in support of their unit conbat m ssions.

b. |1TS s provide neasures of perfornmance that nust be used
by unit commanders to both diagnose individual deficiencies and
to evaluate training. Deficiencies should be recorded and
schedul ed on future training plans. [|ITS s which are nastered
shoul d be recorded in individual training records and schedul ed
for sustainment/refresher training in the future

c. Institution conmanders are responsible for providing
instruction based on ITS s. These selected ITS s appear as tasks
on item nunber 24 of the Course Descriptive Data. Using the SAT
process, institutional commanders formrul ate progranms of
instruction (PO) which fulfill the requirenents of the operating
f orces.

d. Unit and institution commanders nmust work in tandem so
that individuals continue to receive instruction until mandated
proficiencies are achieved. |Individual training cannot and
shoul d not cease upon graduation froma formal school. Schools
do not have the resources (people, tine, noney) to teach every
I TS required for MOS proficiency. Unit comranders must recognize
this and continue individual training. Wen Marines do achieve
proficiencies, unit comranders nust systematically record these
proficiencies and establish periodic sustainnment training
according to the frequency set forth in enclosure (3).

2. | TS Mai nt enance

a. |TS s exist because of the threat. Changes which occur
must be reflected in ITS s as a teameffort of the forma
school s, the operating forces, and staff agencies at
Headquarters, U.S. Marine Corps and at the Marine Corps Conbat
Devel opnent Comrmmand. Changes in the threat, new
weapons/ equi prrent and doctrine will require new or updated
training proficiencies.

b. |1TS s are validated when they are used by institution and
unit conmmanders. Changes can be initiated by units,
institutions, or higher headquarters. |In order to ensure quality
training, 1TS s nust be updated continuously. Input will be

systematically collected, staffed, and incorporated into I TS s at
| east annually.

c. |ITS users should be critical of the ITS s as a whole as
they support or fail to support a particular MOS.

d. Specific conponents of an ITS should al so be exam ned for
realismand pertinence.

e. | TS Managenent is dynam c. User nmaintenance is the key
to refining proficiencies which best serve unit m ssions.

ENCLOSURE ( 2)



MCO 1510. 37C
13 Dec 95
| NDEX OF TASKS BY TRAI NI NG LOCATI ON, LEVEL OF TRAI NI NG
SUSTAI NMVENT, AND GRADE TO STANDARD

1. This enclosure identifies where TS s are taught, Training
Location; the Level of Training regarding proficiency, "P" for
prelimnary, not to standard, and "S" for trained to standard,
and the | owest grade required to denonstrate proficiency in each
| TS.

2. The Training Location is either Formal School (FS) or MJIT.

3. Sustainnent training is always the responsibility of the unit
commander. The nunber in the MJJT col umm represents the nunber
of months between evaluation or retraining to maintain the
proficiency required by the standard.

TASK TASK FS MXT G ade
NUMBER SUST

MOS 4002, DATA SYSTEMS OFFI CER
4002.1.1 . . . . . . . . . . . . . . . . . ... S 12 2NDLT
MANAGE THE PLANNI NG, PROGRAMM NG,
AND BUDGETI NG SYSTEM ( PPBS) FOR

ADP

4002.1.2 . . . . . . . . . . . . . . . . . ... S 12 1STLT
MANAGE CONTRACTS

4002.1.3 . . . . . . . . . . . . . . . . . ... S 12 2NDLT
ORGANI ZE PERSONNEL FOR ADP
OPERATI ONS

4002.1.4 . . . . . . . . . . . . . . . . . ... S 12 2NDLT
ACCOUNT FOR ADP EQUI PMENT

4002.1.5 . . . . .. S 12 2NDLT

PREPARE ABBREVI ATED SYSTEMS
DECI S| ON PAPER ( ASDP)

4002.1.6 . . . . . . . . . . . . . . .. .... P SI6 2NDLT
PREPARE TELECOMVUNI CATI ONS
SERVI CE REQUEST (TSR

4002.1.7 . . . . . . ... ... s 12 2NDLT
DETERM NE CRI Tl CAL PATH FOR
DEVELOPMVENT SYSTEM

4002.1.8 . . . . . . . . . . . . . . . . . ... S 12 2NDLT
VWRI TE A FEASI BI LI TY STUDY

4002.2.1 . . . . . . . . . . . . . . . . . ... S 12 2NDLT
I NSTALL A ROUTER

4002.2.2 . . . . . . . . . . . . . . . .. ... S 12 2NDLT
CONFI GURE A HOST FOR TCP/ I P

4002.2.3 . . . . . . . . . . . . . . . .. ... S 12 2NDLT
USE LAN WAN NETWORK MANAGEMENT
TOCLS

ENCLOSURE ( 3)
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TASK TASK FS MXT G ade

NUMBER SUST

4002.2.4 . . . . . . . . . . . . . . . . . ... S 12 2NDLT
I NSTALL LAN WAN

4002.2.5 . . . . . . . . . . . . . . . .. ... S 12 2NDLT
MANAGE LAN WAN/ EUCE

4002.3.1 . . . . . . . . . . . . . . . . . ... P 912 2NDLT
MONI TOR SOFTWARE OPERATI ONAL
TESTS AND EVALUATI ONS

4002.3.2 . . . . . . . . . . . . . . . . . ... P 912 2NDLT
ESTABLI SH SOFTWARE DEVELOPNMENT
STANDARD

4002.3.3 . . . . . . . . . . . . . . . . . ... P 912 2NDLT
SUPERVI SE DEVELOPMENT OF USER
REQUI REMENTS

4002.4.1 . . . . . . . . . . . . . . ... ... P 96 2NDLT
I NSTALL UNI X OPERATI NG SYSTEM

4002.4.2 . . . . . . . . . . . . . . ... ... P 96 2NDLT
OPERATE A COVPUTER USI NG UNI X
OPERATI NG SYSTEM

4002.4.3 . . . . . . . . . . . . . . ... ... P 96 2NDLT
MANAGE USER ACCOUNTS

4002.4.4 . . . . . . . . . . . . . . ... ... P 96 2NDLT
MANACE FI LE SYSTEMS

4002.4.5 . . . . . . . . . . . . . . ... ... P 96 2NDLT
I NSTALL HARDWARE

4002.4.6 . . . . . . . . . . . . . . ... ... P 96 2NDLT
I NSTALL SOFTWARE

4002.4.7 . . . . . . . . . . . . . . ... ... P 96 2NDLT
CONDUCT SYSTEM BACKUP/ RECOVERY

4002.4.8 . . . . . . . . . . . . . . ... ... P 96 2NDLT
TUNE SYSTEM PERFORVANCE

4002.4.9 . . . . . . . . . . . . . . ... ... P 96 2NDLT
MANAGE MULTI PLE NETWORKS

4002.4.10 . . . . . . . . . . . . . . ... .. P 96 2NDLT
WRI TE SHELL SCRI PT FI LES

4002.4.12 . . . . . . . . . . . . . . ... .. P 96 2NDLT
MANAGE SYSTEM PROCESS

4002.4.12 . . . . . . . . . . . . . ... ... P 96 2NDLT
MANAGE NETWORK SERVI CES

4002.4.13 . . . . . . . . . . . . . ... ... P 96 2NDLT
MANAGE NETWORK SECURI TY

4002.5.1 . . . . . . . . . . . . . . . . . ... S 12 2NDLT
PREPARE A DATA COMMUNI CATI ONS
PLAN FOR AN ANNEX K

4002.5.2 . . . . . . . . . . . . . . . . . ... S 12 2NDLT
PLAN COVVUNI CATI ONS SUPPORT FOR A
COWAND POST

4002.5.3 . . . . . S 12 2NDLT

PLAN DATA COVWUNI CATI ONS FOR
JO NT/ COVBI NED OPERATI ONS

ENCLOSURE ( 3)
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TASK TASK FS MXT G ade

NUMBER SUST

4002.5.4 . . . . . . . . . . . . . . . . . ... S 12 2NDLT
VWRI TE A DATA COMVUNI CATI ONS SOP

4002.6.1 . . . . . . . . . . . . . . ... ... P 96 2NDLT
ESTABLI SH | NFORVATI ON SECURI TY
PROCEDURES

4002.6.2 . . . . . . . . . . . . . . . . . ... S 12 2NDLT
PLAN DATA COMMUNI CATI ON SECURI TY

4002.7.1 . . . . Coe S/12 2NDLT

PERFORM LI M TED TECHNI CAL
| NSPECTI ON (LTI)
4002.7.2 . . ..o S/12 2NDLT
USE M MVB/ SASSY REPORTS, REPORTS
AND REQUI REMENTS

4002. 7.3 . . . . L Lo e S/12 2NDLT
PREPARE AN EQUI PMENT REPAI R ORDER
(ERO)

4002. 7.4 . . . . L L oL e S/12 2NDLT
PREPARE EQUI PMENT FOR EMBARKATI ON

4002.7.5 . . . . S 6 2NDLT

PROTECT ELECTROSTATI C DI SCHARGE
(ESD) SENSI TI VE DEVI CES DURI NG
HANDLI NG, STORAGE, AND
TRANSPORTATI ON
4002.7.6 . . . . . . . . . . . . . . . . . ... P 912 2NDLT
| MPLEMENT ELECTROVAGNETI C
ENVI RONMVENTAL EFFECTS E( 3)
PROGRAM

MOS 4010, DATA SYSTEMS SOFTWARE OFFI CER
4010.2.1 . . . . . . . . . . . . . . . . . . .. S 12 WO
MANAGE THE PLANNI NG, PROGRAMM NG,
AND BUDGETI NG SYSTEM ( PPBS) FOR

ADP

4010.1.2 . . . . . . . . . . . . . . . . . . .. S 12 WO
MANAGE CONTRACTS

4010.1.3 . . . . . . . . . . . . . . . . . ... S 12 WO
CRGANI ZE PERSONNEL FOR ADP
OPERATI ONS

4010.1.4 . . . . . . . . . . . . . . . . . . .. S 12 WO
ACCOUNT FOR ADP EQUI PMENT

4010.1.5 . . . . .. . S 12 WO

PREPARE ABBREVI ATED SYSTEMS
DEC! S| ON PAPER ( ASDP)
4010.1.6 . . . . . . . . . . . . . ... .... P SI6 W
PREPARE TELECOVMUNI CATI ONS
SERVI CE REQUEST (TSR)
4010.2.1 .
I NSTALL A ROUTER

ENCLOSURE ( 3)
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TASK TASK FS MXT G ade

NUMBER SUST

4010.2.2 . . . . . . . . . . . . . . . . . ... S 12 WO
CONFI GURE A HOST FOR TCP/ I P

4010.2.3 . . . . . . . . . . . . . . . . . ... S 12 WO
USE LAN WAN NETWORK MANAGEMENT
TOCLS

4010.2.4 . . . . . . . . . . . . . . . . . ... S 12 WO
I NSTALL LAN WAN

4010.2.5 . . . . . . . . . . . . . .. .. ... P s6 WO
MANAGE LAN WAN/ EUCE

4010.3.1 . . . . . . . . . . . . . .. .. ... P s6 W
USE TSO TO DEVELOP OR NAI NTAI N
SYSTEM SOFTWARE

4010.3.2 . . . . . . . . . . . . . . . .. ... S S6 W
VWRI TE JCL PROCEDURE

4010.3.3 . . . . . . . . . . . . . .. .. ... P s6 W
CODE APPLI CATI ONS PROCEDURE

4010.3.4 . . . . . . . . . . . . . . ... ... P s6 W
DRAW A STRUCTURED FLOWCHART

4010.3.5. . . . . . . . . . . . . .. .. ... P s6 W
CODE APPLI CATI ON PROGRAM

4010.3.6 . . . . . . . . . . . . . .. .. ... P s6 W
EXECUTE EXI STI NG APPLI CATI ONS
PROGRAM

4010.3.7 . . . . . . . . . . . . . .. .. ... P s6 W
CODE JCL PRCOCEDURE USI NG SORT
UTILITY

4010.3.8 . . . . . . . . . . . . . .. .. ... P s6 W
CODE APPLI CATI ON PROGRAM USI NG
ARI THVETI C VERBS AND EDI Tl NG
TECHNI QUES

4010.3.9 . . . . . S/ 6 WO

ESTABLI SH PROCEDURES FOR ADP
PRODUCTI ON SCFTWARE SUPPORT
4010.3.10 . . . . . . . . . . . . . . . ... . P 912 VWO
AUDI T SOFTWARE CONFI GURATI ON
MANAGEMENT PROGRAM

4010.3.11 . . . . ..o S/'6 WO
ESTABLI SH SOFTWARE TRAI NI NG
PROGRAM

4010.3.12 . . . . .o S/'6 WO
MONI TOR SOFTWARE SECURI TY
PROCEDURES

4010.3.13 . . . . . . . . . . . ... .. ... P 912 VW
CORGANI ZE SOFTWARE DEVELOPMENT
TEAVS

4010.3.14 . . . . P S/I3 WO

MONI TOR PERFORMANCE OF NETWORK
SYSTEMS SOFTWARE

4010.3.15 . . . . . . . . . . . . .. .. ... P 912 VW
MAI NTAI N PROGRAMM NG LI BRARI ES

ENCLOSURE ( 3)
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TASK TASK FS MXT G ade

NUMBER SUST

4010. 3. 16 e e . ..o .. P oSsI12 WO
MANAGE ANNUAL SOFTWARE SUPPORT
REVI EW PROGRAM

4010.4.1 . S 6 WO
USE A H GH LEVEL PROGRAMM NG
LANGUAGE

4010.4. 2 . S 6 WO
ACCESS ADABAS DATA BASE FI LE

4010.4.3 . e . . . .. ... ... ... S 6 WO
DESI GN NATURAL RETRI EVAL PROGRAM

4010.4.4 . R <) WO
DESI GN NATURAL RETRI EVAL PROGRAM
USI NG NATURAL LOOP LOG C

4010.4.5 . S 6 WO
DESI GN AN | NTERACTI VE PROGRAM
UTI LI ZI NG THE NATURAL PROGRAMM NG
LANGUAGE

4010.4.6 . e . . . . . ... ... ... S 6 WO
DESI GN A NATURAL UPDATE PROGRAM

4010.4.7 . e . . . .. ... ... ... S 6 WO
DEFI NE COVPONENTS, CAPABI LI TI ES,
AND LI M TATI ONS OF NATURAL

4010.5.1 . S 3 WO
EXECUTE DATABASE SOFTWARE ON
FMF- EUCE

4010.5.2 . S 12 WO
PREPARE FMF- EUCE FOR USE

4010.5.3 . S 3 WO
EXECUTE A FI LE TRANSFER

4010.5.4 . R S T | WO
UTI LI ZE |1 BM 3270 TYPE TERM NAL
PACKAGE

4010.5.5 . e . . . . . ... ... ... S 6 WO
CONFI GURE DI SPLAY PROCESSOR AND
SUPPORTI NG PERI PHERALS

4010.5.6 . e . . . .. ... ... ... S 6 WO
PERFORM OPERATOR MAI NTENANCE ON
FMF- EUCE

4010.5.7 . e e . ..o PSI12 WO
UTI LI ZE WORD PROCESSI NG SOFTWARE

4010.5.8 . P S/12 WO
UTI LI ZE SPREADSHEET SOFTWARE
PACKAGE

4010.5.9 . R S T | WO
UTI LI ZE M CROCOVPUTER DATA BASE
SOFTWARE

4010.5. 10 S 12 WO
EXECUTE Ms-DOS UTI LI TI ES

4010.5. 11 S 6 WO

DI AGNCSE MALFUNCTI ONI NG COMPUTER

ENCLOSURE ( 3)
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TASK TASK FS MXT G ade

NUVBER SUST

4010.5.12 . . . . . . . . . . . . ... .... s&6 o)
DEVELOP COUNTERVMEASURES TO
M NI M ZE M CROCOMPUTER SECURI TY
THREATS

4010.5.13 . . . . . . . . . . . . ... .... s6 o)
UTI LI ZE | BM 3278 TYPE TERM NAL
EMULATI ON PACKAGE

4010.6.1 . . . . . . . . . . . . . ... .... s 12 W
DEVELOP A REQUI REMENTS STATEMENT

4010.6.2 . . . . . . . . . .. ... ... .... s 12 W
CREATE M SSI ON NEED STATEMENT
(MN\S)

4010.6.3 . . . . . . . . . . ... ... .... s 12 W
CONSTRUCT FUNCTI ONAL REQUI REMENTS
DEFI NI TI ON ( FRD)

4010.6.4 . . . . . . . . . . . . ... ..... s 12 W
WRI TE A FEASI BI LI TY STUDY

4010.6.5 . . . . . . . . . . ... ... .... P12 W
CONDUCT WALK THROUGH

4010.6.6 . . . . .S 12 WD

DETERM NE COSTS AND BENEFI TS
UTI LI ZI NG ECONOM C ANALYSI S

4010.6.7 . . . . . . . . . . . . .. ... ... P12 WO
DETERM NE CRI TI CAL PATH FOR
DEVELOPMENT SYSTEM

4010.6.8 . . . . . . . . . . . . . . . . . ... S 6 WO
SUPERVI SE DEVELOPMENT COF USER
REQUI REMENTS

4010.6.9 . . . . . . . . . . . . . . . . . ... S 12 WO
ESTABLI SH SOFTWARE DEVELOPNMENT
STANDARD OPERATI NG PROCEDURES

(SOP' S)

4010.6.10 . . . . . . . . . . . . . .. .... P S12 W
MONI TOR SOFTWARE OPERATI ONAL
TESTS AND EVALUATI ONS

4010.6.11 . . . . . . . . . . . . .. ..... s 12 W
CONDUCT CUSTOMER LI Al SON

4010.7.1 . . . . . . . . . . . . .. ...... s 12 W
CONSTRUCT CONTEXT DI AGRAM

4010.7.2 . . . . . . . . . . . . . ... .... s 12 W
CONSTRUCT DATA FLOW DI AGRAM ( DFD)

4010.7.3 . . . . . . . . . . . . . ....... s&6 o)
CONSTRUCT A DATA DI CTI ONARY

4010.7.4 . . . . . . . . . . . . . ....... s 12 W
DEVELOP AN |'S USI NG SDM

4010.8.1 . . . . . S/12 WD

PREPARE A DATA COMMUNI CATI ONS
PLAN FOR AN ANNEX K

ENCLOSURE ( 3)
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TASK TASK FS MXT G ade

NUMBER SUST

4010.8.2 . . . . . Lo S/12 WO
PLAN COVVUNI CATI ONS SUPPORT FOR A
COWAND POST

4010.8.3 . . . . ..o S/12 WO
PLAN DATA COVMUNI CATI ONS FOR
JO NT/ COVBI NED OPERATI ONS

4010.8.4 . . . . ..o S/12 WO
VWRI TE A DATA COMVUNI CATI ONS SOP

4010.9.1 . . . . Coe S/12 WO

PERFORM LI M TED TECHNI CAL
| NSPECTI ON (LTI)
4010.9.2 . . . .o S/12 WO
USE M MVB/ SASSY REPORTS, REPORTS
AND REQUI REMENTS
4010.9.3 . . . .o S/12 WD
PREPARE AN EQUI PVENT REPAI R ORDER
(ERO
4010.9.4 . . . ..o S/12 WD
PROVI DE TECHNI CAL ASSI STANCE
DURI NG THE | NSTALLATI ON OF
COVMUNI CATI ON- ELECTRONI C
EQUI PVENT
4010.9.5 . . . . .o S/ 12
PREPARE EQUI PVENT FOR EMBARKATI ON
4010.9.6 . . . .o S/ 12
PROTECT ELECTROSTATI C DI SCHARGE
(ESD) SENSI TI VE DEVI CES DURI NG
HANDLI NG, STORAGE AND
TRANSPORTATI ON
4010.9.7 . . . .o S/12 WD
| MPLEMENT ELECTROMAGNETI C
ENVI RONVENTAL EFFECTS E(3)

S

S

PROGRAM

4010.9.8 . . . . . Lo S/12 WO
CONDUCT SKI LL PROGRESSI ON
TRAI NI NG FOR MAI NTENANCE
PERSONNEL

4010.10.2 . . . . . . . . . . . . . . . . ... S 6 WO
ESTABLI SH ADP SECURI TY MEASURES

4010.10.2 . . . . . . . . . . . . . . . . ... S 6 WO
DEVELOP A RI SK ASSESSMVENT

4010.10.3 . . . . . . . . . . . . . . . . ... S 6 WO
DEVELOP CONTI NGENCY PLAN

4010.211.2 . . . . . . . . . . . . . . . . ... P 912 VWO
I NSTALL UNI X OPERATI NG SYSTEM

4010.11.2 . . . . . . . . . . . . . . . . ... P 912 VWO
OPERATE A COVPUTER USI NG UNI X
OPERATI NG SYSTEM

4010.11.3 . . . .. . . . P S12 W

MANAGE USER ACCOUNTS

ENCLOSURE ( 3)
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4010.11.4 . . . . . . . . . . . . . . . . ... P 912 VWO
MANACE FI LE SYSTEMS

4010.11.5 . . . . . . . . . . . . . . .. ... P 912 VW
I NSTALL HARDWARE

4010.11.6 . . . . . . . . . . . . . . . . ... P 912 VWO
I NSTALL SOFTWARE

4010.211.7 . . . . . . . . . . . . . . . . ... P 912 VWO
CONDUCT SYSTEM BACKUP/ RECOVERY

4010.211.8 . . . . . . . . . . . . . . . . ... P 912 VWO
TUNE SYSTEM PERFORVANCE

4010.21.9 . . . . . . . . . . . . . . . . ... P 912 VW
MANAGE MULTI PLE NETWORKS

4010.211.20 . . . . . . . . . . . . . . . . ... P 912 VWO
WRI TE SHELL SCRI PT FI LES

4010.211.12 . . . . . . . . . . . . . . . . ... P 912 VWO
MANAGE SYSTEM PROCESS

4010.11.12 . . . . . . . . . . . . . . . . ... P 912 VO
MANAGE NETWORK SERVI CES

4010.211.23 . . . . . . . . . . . . . . . . ... P 912 VWO
MANAGE NETWORK SECURI TY
MOS 4025, NETWORK CONTROL SPECI ALI ST

4025.1.1 . . . . L L oL S/ 6 LCPL
I NSTALL TELEPROCESSI NG PERI PHERAL
DEVI CES

4025.1.2 . . . . L L Lo S/ 6 LCPL
CORRECT TELEPROCESSI NG SYSTEM
FAI LURES

4025.1.3 . . . . L L Lo S/ 6 LCPL
OPERATE TELEPROCESSI NG CONSOLES

4025.1.4 . . . . L L L L S/ 6 LCPL
OPERATE DI AGNCSTI C MODEM NETWORKS

4025.1.5 . . . . L L oL S/ 6 LCPL
MAI NTAI N DI AGNOSTI C MODEM
NETWORKS

4025.1.6 . . . . ... S/ 6 LCPL
DESI GN DI AGNOSTI C MODEM NETWORKS

4025. 1.7 . . . . L L oL S/ 6 LCPL
MONI TOR NETWORK PERFORMANCE

4025.1.8 . . . . S/ 6 LCPL

PERFORM FI RST LEVEL CORRECTI VE
ACTI ONS | NVOLVI NG TELEPROCESSI NG
SOFTWARE

ENCLOSURE ( 3)
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TASK TASK FS MXT G ade
NUVBER SUST

MOS 4034, COVPUTER OPERATOR

4034.1.1 . . . . . . . . . . . . ........ s 24 PVT
OPERATE MASTER CONSOLE

4034.1.2 . . . . . . . . . . . . . ....... s 24 PVT
OPERATE COMPUTER CONSOLE

4034.1.3 . . . . . . . . . . . .. ....... s 24 PVT
OPERATE TAPE DRI VE

4034.1.4 . . . . . . . . . . . ... ...... s 24 PVT
OPERATE H GH SPEED LI NE PRI NTER

4034.1.5 . . . . . . . . . . . . . . ...... P SI3 PV
OPERATE LASER PRI NTER

4034.1.6 . . . . . . . . ... ... .. s 12 PVT
PERFORM | NI TI AL PROGRAM LOAD

4034.1.7 . . . . . . . . . . . . . . ...... s 24 PVT
OPERATE DI RECT ACCESS STORAGE
DEVI CE ( DASD)

4034.1.8 . . . . . . . . . . . . . . ...... P sle PV
PERFORM EMERGENCY SHUTDOWN
PROCEDURES

4034.1.9 . . . .o S/3  SGT
MANAGE ADP EQUI PVENT

4034.1.10 . . . ..o S/1  SGT
PREPARE SHI FT SCHEDULES

4034.2.1 . . .. S/1  PVT
PROCESS | NCOM NG TAPES

4034.2.2 . . ..o S/1  PVT
PREPARE TAPES FOR MAI LI NG

4034.2.3 . . . . . . . . . . . . . . ...... P sSI3 PV
I NI TI ALl ZE AND LABEL MAGNETI C
TAPE

4034.2.4 . . . . . . . . . . . . . . ...... P ST PV
CLEAN MAGNETI C REEL TAPE

4034.2.5 . . . . . . . . . . . . . . ...... P SI1 PV
CERTI FY MAGNETI C TAPE

4034.2.6 . . . . . . . . . . . . . . ... ... P SI1 PV
PREPARE SCRATCH TAPES

4034.2.7 . . . . . . . . . . ... ....... s PVT
MAI NTAI N ALTERNATE LI BRARY

4034.3.1 . . . . . . . . . . . . . . ...... P sSI3 PV
PRODUCE M CROFI CHE

4034.3.2 . . .. S/1  PVT
OPERATE DECOLLATOR

4034.3.3 . . . .o S/1  PVT
OPERATE BURSTER

4034.3.4 . . . . . . . . . . . . . . ...... P sSI1 PV
PROVI DE CUSTOVER SERVI CE

4034. 4.1 . . . ..o S/6  SSGT
CONDUCT  PREDEPLOYMENT
COORDI NATI ON

ENCLOSURE ( 3)



MCO 1510. 37C

13 Dec 95

TASK TASK FS MXT G ade
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4034. 4.2 . S/3  PVT
PERFORM EMERGENCY SHUTDOWN
PROCEDURES

4034.5.1 . S/1  PVT
OPERATE FI RE EXTI NGUI SHER SYSTEM

4034.5.2 . s/2  PVT
MANAGE UNI NTERRUPTI BLE POWER
SUPPLY (UPS)

4034.5.3 . S/1  PVT
MONI TOR TEMPERATURE AND HUM DI TY
GAUGES

4034.5. 4 . S/1  PVT
MONI TOR ENVI RONVENTAL CONTROL
UNI TS

4034.6.1 . S/6  PVT
PROVI DE ASSI STANCE FROM A HELP
DESK

4034.6.2 . S/6  SGT
MONI TOR OPERATI ONS OF A HELP DESK
MOS 4038, DATA CONTROL SPECI ALI ST

4038.1.1 . s/6 CPL
PROVI DE CUSTOVER SERVI CE

4038.1.2 . s/6 CPL
CONDUCT CUSTOMER LI Al SON

4038.1.3 . S/6  SGT
SUPERVI SE TAPE LI BRARY OPERATI ONS

4038.2.1 . R - S CPL
PERFORM PROCEDURE OPTI M ZATI ON

4038.2.2 . o S 12 CPL
| MPLEMENT NEW PROCEDURES

4038.2.3 . o S 12 CPL
MANI PULATE DATA SETS

4038.2. 4 . s . . . . . . . . . ...... P sl12 sscr
CONDUCT ANNUAL REVI EW OF COVPUTER
OPERATI ONS MANUAL (OM)

4038.2.5 . S/ 12
SUPERVI SE MAI NTENANCE OF
PRODUCTI ON LI BRARI ES

4038.3.1 . S/12 CPL
PRODUCE DAI LY SCHEDULE

4038.3.2 . P S\12 CPL
EXECUTE PRODUCTI ON JOBS

4038.3.3 . P S/12 CPL
RESPOND TO ABNORMAL JOB
TERM NATI ON ( ABEND)

4038.3. 4 . S/12  SSGT

ENCLOSURE ( 3)
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MOS 4063, PROGRAMMVER COBOL

4063.12.1 . . . . . . . . . . . . . . ... ... P 912 LCP
CODE COBOL SYNTAX TO DETAI LED
DESI GN SPECI FI CATI ONS ( DDS)

4063.1.2 . . . . . . . . . . . . . . . ... .. P 912 LCPL
CREATE PROGRAM DOCUMENTATI ON

4063.12.3 . . . . . . . . . . . . . . ... ... P 96 PVT
CONDUCT UNI T- LEVEL TESTI NG OF THE
PROGRAM

4063.2.1 . . . . . . . . . . . . . . ... ... P 96 PVT
MODI FY EXI STI NG PROGRAM

4063.3.1 . . . . . Lo S/ 6 CPL
CREATE DBMS ACCESS FROM COBCL

4063.3.2 . . . . L Lo s S/ 6 LCPL
CREATE A BATCH JOB I N ON-LINE
QUERY LANGUAGE

4063.3.3 . . . . . . . . . . . . . . . .. ... S 12 PVT
USE DATA DI CTI ONARY

4063.4.1 . . . . . P S/6 PVT

MANI PULATE DATA SETS TO SATI SFY
ALL UTILITY FUNCTI ONS

4063.4.2 . . . . . . . . . . . . . . ... ... P 96 PVT
MANI PULATE DATA TO SATI SFY ALL
REQUESTED UTI LI TY FUNCTI ONS

4063.4.3 . . . . . . . . . . . . . . ... ... P 96 PVT
ANALYZE SYSTEM PROVI DED
I NFORMATI ON TO DETERM NE SOURCE

ERROR

4063.5.1 . . . . . . . . . . . . . .. .. ... S 6 PFC
MANI PULATE LI BRARY MEMBERS

4063.5.2 . . . . . . . . . . . . . . ... ... S 96 SGT
MONI TOR USAGE OF LI BRARI ES

4063.6.1 . . . . . . . . . . . . . . ... ... P 96 SGT
I DENTI FY TASKS FOR UNI T TRAI NI NG

4063.6.2 . . . . ... P 6 SGT

CONDUCT MANAGED ON THE JOB
TRAI NI NG ( MOJIT)

4063.7.1 . . . . . . . . . . . . ... . ... . P 6 SSGT
ASSI GN PROGRAMM NG TASKS

4063.7.2 . . . . . . . . . . . . . .. ... .. P 6 SSGT
MONI TOR PROGRAMM NG TASKS

4063.8.1 . . . . . . . . . . . . . . . .. ... P 912 PVT
SETUP A M CROCOVPUTER SUI TE

4063.8.2 . . . . .. . P S/12 PVT

USE MARI NE CORPS STANDARD
SOFTWARE ( MAI NFRAVE)
4063.8.3 . . . . . . . . . .. .. ... ... .. P Sl12 PVT
USE MARI NE CORPS STANDARDS
SOFTWARE ( PC)

ENCLOSURE ( 3)
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TASK TASK FS MXT G ade
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MOS 4066, SMALL COMPUTER SYSTEMS SPECI ALI ST ( SCSS)

4066.1.1 . S/ 24 SGT
ORGANI ZE PERSONNEL FOR LAN EUCE
SYSTEM OPERATI ONS

4066. 1.2 . S/ 24 SGT
ORGANI ZE EQUI PMENT FOR LAN EUCE
SYSTEM OPERATI ONS

4066. 1.3 . S . . . ... .. ... .... P si6 scr
ESTABLI SH ADP/ DATA COVMUNI CATI ONS
SECURI TY MEASURES

4066. 1. 4 . S/12 GYSGT
SUPERVI SE OPERATI ON OF A NETWORK
OPERATI ONS/ | NFORMATI ON' CENTER

4066.2.1 . S . ... ....... s6 PVT
OPERATE M CROCOVPUTER\ EUCE SUI TE

4066.2. 2 . o S 6 PVT
CONFI GURE M CROCOVPUTER/ EUCE
SUl TE

4066.2. 3 . .. s 12 PVT
| NSTALL M CROCOMPUTER/ EUCE SUI TE
FOR OPERATI ONAL USE

4066. 2. 4 . e . ... ... ... .... s6 PVT
PREPARE M CROCOMPUTER/ EUCE SUI TE
FOR DEPLOYNMENT

4066.2.5 . e . ... .. ....... s6 PVT
TROUBLESHOOT M CROCOVPUTER/ EUCE
PROBLEMS

4066.2. 6 . s S 6 PVT
MAI NTAI N M CROCOMPUTER/ EUCE
EQUI PVENT

4066.2.7 . S .. ... ... ... .... s6 PVT
CONFI GURE MARI NE CORPS AUTHORI ZED
SOFTWARE

4066.2.8 . S .. ... ... .... s6 PVT
OPERATE MARI NE CORPS AUTHORI ZED
SOFTWARE

4066.2.9 . o S 6 PVT
TROUBLESHOOT MARI NE CORPS
AUTHORI ZED SOFTWARE PROBLEMS

4066. 2. 10 S/6  LCPL
MAI NTAI N MARI NE CORPS AUTHORI ZED
SOFTWARE

4066.3.1 . S/ 24 SSGT
WRI TE DATA COMMUNI CATI ONS
DOCUVENT

4066.3. 2 . S/ 24 MBGT

PERFORM DATA COVMUNI CATI ONS

ENCLOSURE ( 3)
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4066.3.3 . . . . . Lo S/ 24 SSGT
PLAN FOR DEPLOYED MAI NTENANCE
SUPPORT
4066.3.4 . . . . S/12 CPL

COORDI NATE POAER DI STRI BUTI ON AND
GROUNDI NG REQUI REMENTS
4066.3.5 . . . . . L L e S/ 12 SSGT
COORDI NATE COVMUNI CATI ONS
SECURI TY MATERI AL SYSTEM ( CIVb)
SUPPORT
4066.4.1 . . . . . L ..o S/ 12 SSGT
DI RECT | NSTALLATI ON, OPERATI ON
AND MAI NTENANCE OF DATA
COVMUNI CATI ON SYSTEMS

4066.4.2 . . . . . . . . . . . . .. ...... P sSl12 cpr
| NSTALL CRYPTOGRAPHI C EQUI PVENT

4066.4.3 . . . . . . . . . . . . .. ...... P sl12 cpr
OPERATE CRYPTOGRAPHI C EQUI PNENT

4066.4.4 . . . . . . . . . . . . . . ...... P sl12 LcPL
| NSTALL DATA TERM NAL EQUI PMENT
(DTE)

4066.4.5 . . . . . . . . . . . . . . ...... P sl12 LcPL
OPERATE DATA TERM NAL EQUI PNENT
(DTE)

4066.4.6 . . . . . . . . . . . . . . ...... P sl12 LcPL
| NSTALL DATA COMMUNI CATI ONS
EQUI PVMENT ( DCE)

4066. 4.7 . o P S/12 LCPL
OPERATE DATA COVMUNI CATI ONS
EQUI PVMENT ( DCE)

4066.4.8 . . . . .o S/12  SSGT
ENG NEER DTE TO DCE CONNECTI VI TY

4066.5.1 . . . .o S/12 CPL
| NSTALL UNI X OPERATI NG SYSTEM

4066.5.2 . . . . .S 12 PFC

OPERATE A COVPUTER USI NG UNI X
OPERATI NG SYSTEM

4066.5.3 . . . . . L Lo Lo S/12 CPL
MANAGE USER ACCOUNTS

4066.5.4 . . . . . L Lo Lo S/12 SGT
MANACE FI LE SYSTEMS

4066.5.5 . . . . . L oL S/12 SGT
I NSTALL HARDWARE

4066.5.6 . . . . . . . L oL S/12 SGT
I NSTALL SOFTWARE

4066.5.7 . . . . . L oL Lo S/12 SGT
WRI TE SHELL SCRI PT FI LES

4066.5.8 . . . . . S/12 SGT

CONDUCT SYSTEM BACKUP/ RECOVERY

ENCLOSURE ( 3)
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4066.5.9 . S/12 SGT
TUNE SYSTEM PERFORMANCE
4066. 5. 10 S/12  SSGT
MANAGE MULTI PLE NETWORKS
4066. 5. 11 S/12 SGT
MANAGE SYSTEM PROCESS
4066. 5. 12 S/12 SGT
MANAGE NETWORK SERVI CES
4066. 5. 13 S/12 SGT
MANAGE NETWORK SECURI TY
4066.6.1 . S/12 CPL
PERFORM LI M TED TECHNI CAL
| NSPECTI ON (LTI)
4066. 6.2 . S/12 SGT
USE M MVB/ SASSY REPORTS, REPORTS,
AND REQUI REMENTS
4066. 6. 3 . S/12 CPL
PREPARE AN EQUI PVENT REPAI R ORDER
(ERO
4066. 6. 4 . S/12 SGT
PROVI DE TECHNI CAL ASSI STANCE
DURI NG THE | NSTALLATI ON OF
COVMUNI CATI ON- ELECTRONI C
EQUI PVENT
4066.6.5 . S/12 PFC
PROTECT ELECTROSTATI C DI SCHARGE
(ESD) SENSI TI VE DEVI CES DURI NG
HANDLI NG, STORAGE, AND
TRANSPORTATI ON
4066. 6.6 . S/12 SGT
| MPLEMENT ELECTROMAGNETI C
ENVI RONVENTAL EFFECTS E(3)
PROGRAM
4066.6.7 . S/12 SGT
CONDUCT SKI LL PROGRESSI ON
TRAI NI NG FOR MAI NTENANCE
PERSONNEL
4066.7.1 . C S/12  SSGT
PLAN
EMBARKATI ON' REDEPLOYNMENT/ DI SPLACEMENT
OF DATA COMMUNI CATI ONS EQUI PNENT
AND PERSONNEL
4066.7.2 . S/12 SGT
DI RECT EMBARKATI ON OF DATA
COVMUNI CATI ONS EQUI PMENT AND
PERSONNEL
4066.8.1 . S/12 GYSGT

ENCLOSURE ( 3)
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NUMBER SUST
4066.8.2 . . . . .o S/ 12 SSGT

MANAGE DATA COMMUNI CATI ONS
TRAI NI NG PROGRAM
4066.8.3 . . . . . . .o S/12 SGT
CONDUCT DATA COVMUNI CATI ONS
TRAI NI NG PROGRAM

4066.9.1 . . . . . .. L Lo S/12  GYSGT
PLAN LOCAL AREA NETWORKS

4066.9.2 . . . . . L oL S/ 12 SSGT
DI RECT | NSTALLATI ON OF LOCAL AREA
NETWORKS

4066.9.3 . . . . . . . . . . . . . . . .. ... P S12 PFC
I NSTALL A LOCAL AREA NETWORK

4066.9.4 . . . . . . . . . . . . . . . .. ... P 912 scr
MAI NTAI N A LOCAL AREA NETWORK

4066.9.5 . . . . . . . . . . . . . . . . . ... S 12 PFC
MANAGE A LOCAL AREA NETWORK

4066.9.6 . . . . . ..o S/12  GYSGT
CONNECT LOCAL AND W DE AREA
NETWORKS

4066.9.7 . . . . S/12  GYSGT

MANAGE | P NETWORK
MOS 4067, PROGRAMMVER, ADA

4067.1.1 . . . . . . . . . . . . . ... .... P sSl12 sscT
ANALYZE CUSTOMER REQUEST

4067.1.2 . . . . . . . . . . . . . ... .... P sSl12 sscT
DESI GN A COVPUTER
PROGRAM AUTOVATED | NFORMATI ON
SYSTEM (Al S)

4067.1.3 . . . . . . . . . . . . . . . . . ... S 12 PVT
CONSTRUCT A COVPUTER PROGRAM Al S

4067.2.4 . . . . . . . . . . . . . . . .. ... P S12 PVT
TEST A COMPUTER PROGRAM Al S

4067.12.5 . . . . . . . . . . . . . . . .. ... P 912 cCPL
| MPLEMENT A COVPUTER PROGRAM Al S

4067.2.1 . . . . . . . . . . . . . . . .. ... P 912 ssGr
PERFORM PROJECT MANAGEMENT

4067.2.2 . . . . . . . . . . . . . . ... ... P 96 SSGT
ASSI GN PROGRAMM NG TASKS

4067.2.3 . . . . . . . . . . . . . . ... ... P 96 SSGT
MONI TOR PROGRAMM NG TASKS

4067.2.4 . . . . . . P S/12 SSGr

CONDUCT MANAGED ON THE JOB
TRAI NI NG (MOJT)

4067.3.1 . . . . . . . . . . . . . . ...... P Sl12 PVT
MODI FY EXI STI NG PROGRAM

ENCLOSURE ( 3)
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4067.4.1 . P S/12 SSGT
CREATE DBMS ACCESS

4067.4.2 . P S/12 SSGT
CREATE A BATCH JOB I N ON-LINE
QUERY LANGUAGE

4067.4.3 . P S/12 SSGT
USE DATA DI CTI ONARY

4067.5.1 . e e o oo . P oSI12 PVT
MANI PULATE DATA SETS TO SATI SFY
ALL UTILITY FUNCTI ONS

4067.6.1 . e e o oo oo . PoSI12 PVT
OPERATE M CROCOVPUTER SUI TE/ EUCE
MOS 4068, DATA NETWORK TECHNI CI AN

4068.1.1 . P S/24 GYSGT
DEVELOP DATA COVMUNI CATI ONS
SECURI TY MEASURES

4068.1.2 . S/ 24 SSGT
DESI GN CRYPTOGRAPHI C TOPOLOGY

4068.1.3 . e e . .. ... .. .. P Sl24 sSsGT
DEVELOP A NETWORK SECURI TY PLAN

4068.2.1 . S 24 SSGT
DESI GN A LOCAL AREA NETWORK

4068. 2. 2 . S 24 SSGT
DESI GN A W DE AREA NETWORK

4068. 2.3 . S/ 24 SSGT
DETERM NE PERSONNEL REQUI REMENTS

4068. 2.4 . S/ 24 SSGT
VRI TE DATA COVMUNI CATI ONS
DOCUMENT

4068. 2.5 . S/ 24 SSGT
ESTABLI SH EMBARKATI ON PROCEDURES

4068. 2.6 . S 24 SSGT
DEVELOP AN | P NETWORK
ARCHI TECTURE

4068. 2.7 . e e e e o s .. S 24 SSGT
DEVELOP A MULTI - PROTOCOL NETWORK
PLAN

4068. 2.8 . S/ 24 NMBSGT
PLAN FOR CLASSI FI EDY SENSI Tl VE
JO NT SERVI CE NETWORK
CONNECTIVI TY

4068. 3.1 . S 24 SGT
CONNECT A UNI X PLATFORM TO A
NETWORK

4068. 3. 2 . S 24 SGT

ENCLOSURE ( 3)

I NSTALL TERM NAL EMJLATI ON

SOFTWARE

16



MCO 1510. 37C

13 Dec 95
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4068.4.1 . . . . . . . . . . . . . . ...... P sSl24a sar
MANAGE A NETWORK

4068.5.1 . . . . . . . . . . . . . . ...... s 24 sGT
PERFORM ADVANCED TROUBLESHOOTI NG
TECHNI QUES

4068.5.2 . . . . . . . . . . . . . . ...... s 24 sGr
MANAGE BANYAN VI NES NETWORK

4068.5.3 . . . . . . . . . . . . . . ...... s 24 scr
CONFI GURE ROUTER HARDWARE

4068.5.4 . . . . . . . . . . . . . . ...... s 24 scr
CONFI GURE ROUTER SOFTWARE

4068.5.5 . . . . . . . . . . . . . . ...... s 24 sGT
MANAGE MULTI PLE ELECTRONI C MAI L
SYSTEMS

4068.5.6 . . . . . . . . . . . . . . ...... s 24 sGT
CONFI GURE DOVAI N NAME SERVI CE
( DNS)

4068.6.1 . . . . . . . . . . . . . ... .... P Sl24 MsGT
MANAGE THE PLANNI NG, PROGRAMM NG
AND BUDGETI NG SYSTEM ( PPBS) FOR
DATA COMMUNI CATI ON' EQUI PMVENT

4068.6.2 . . . . . . . . . . . . . . ...... P Sl24 GYSGT
MANAGE CONTRACTS

4068.6.3 . . . . . . . . . . . . . ... .... P Sl24 sscT
MANAGE M MVS/ SASSY REPORTS AND
REQUI REMENTS

MOS 4069, SYSTEMS PROGRAMVER

4069.1.1 . . . . . . . . . . . . ........ s&6 SGT
BUI LD | NPUT/ OUTPUT CONFI GURATI ON
DATA SET (I OCDS)

4069.1.2 . . . . . . . . . . . .. ....... s6 SGT
BUI LD WS OPERATI NG SYSTEM CODE

4069.1.3 . . . . . . . . . . . . . ....... s6 SGT
BU LD WS OPERATI NG SYSTEM
| NPUT/ OUTPUT CONFI GURATI ON
COVPONENT

4069.1.4 . . . . . . . . . . . .. ....... s6 SGT
CREATE JOB ENTRY SUBSYSTEM (JES2)
PARAVETERS

4069. 1.5 . . . . .o S/6  SGT
| NSTALL PROGRAM PRODUCTS

4069. 1.6 . . . .o S/6  SGT
| NSTALL PROPRI ETARY SOFTWARE
PRODUCTS

4069.1.7 . . . . .. S & SSGT

I NSTALL JOB ENTRY SUBSYSTEM
(JES2) EXIT ROUTI NES

ENCLOSURE ( 3)
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TASK TASK FS MXT G ade

NUVBER SUST

4069.1.8 . S .. ... ... .... s6 SSGT
| NSTALL MVS OPERATI NG SYSTEM EXI T
ROUTI NES

4069.2.1 . e .. ..., .... s6 SGT
MODI FY MVS OPERATI NG SYSTEM DATA
SETS

4069.2.2 . S . ... ... ..... s6 SGT
MODI FY JOB ENTRY SUBSYSTEM (JES2)
PARAVETERS

4069.2.3 . e . ... ... .... s6 SGT
MAI NTAI N DI RECT ACCESS STORAGE
DEVI CES ( DASD)

4069. 2. 4 . S/6  SGT
MODI FY PROGRAM PRODUCTS

4069.2.5 . S/6  SGT
MODI FY PROPRI ETARY SOFTWARE
PRODUCTS

4069.2.6 . S/6  SSGT
MODI FY JOB ENTRY SUBSYSTEM (JES2)
EXI T ROUTI NES

4069.2.7 . S/6  SSGT
MODI FY MVS OPERATI NG SYSTEM EXI T
ROUTI NES

4069.2.8 . S/6  MGYSGT
SUPERVI SE PROGRAMM NG EFFORTS

4069.2.9 . S/6  MGYSGT
MONI TOR | MPLEMENTATI ON OF NEW
SYSTEMS

4069. 2. 10 S/6  MGYSGT
REVI EW OPERATI ON OF EXI STI NG
SYSTEMS

4069. 2. 11 .. . . . . . . . . . ...... P sSi6 sscr
MAI NTAI N VI RTUAL STORAGE SYSTEM

4069. 2. 12 S/6  SSGT
EVALUATE PERFORMANCE OF ADPE

4069. 2. 13 S . . . . .. ... ...... P si6 ovscr
DEVELOP OPERATI NG SYSTEM SOFTWARE
MAI NTENANCE | MPLEMENTATI ON
PROCEDURES

4069. 2. 14 S/6  GYSGT
SUPERVI SE CONFI GURATI ON
MANAGEMENT PROCEDURES

4069. 2. 15 S/6  SGT
APPLY ROSCOE COMVANDS

4069. 2. 16 S/6  SGT
MAI NTAI N LI BRARI ES

4069. 2. 17 S 6 SGT
WRI TE ALC PROGRAMS

4069. 2. 18 S 6 SGT

ENCLOSURE ( 3)
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TASK TASK FS MXT G ade

NUVBER SUST

4069.2.19 . . . ... S/6  SGT
CREATE GENERATI ONAL DATA GROUP
gese)

4069.2.20 . . . .o S/6  SGT
CREATE VI RTUAL STORAGE ACCESS
METHOD (VSAM) DATASET

4069. 2. 21 o S/6  SGT
UTI LI ZE TSO TO DEVELOP OR
MAI NTAI N SYSTEM SOFTWARE

4069.3.1 . . . . . . . . . . .. ........ s&6 SSGT
MONI TOR SYSTEM PERFORMANCE

4069.3.2 . . . . . . . . . .. . ........ s6 SSGT
ANALYZE SYSTEM PERFORMANCE

4069.3.3 . . . . . . . . . . . .. ....... s6 SSGT
DEVELOP TUNI NG RECOMVENDATI ONS

4069.3.4 . . . . . . . . . . .. ........ s6s SSGT
ADJUST MVS OPERATI NG SYSTEM
PARAVETERS

4069.3.5 . . . .o S/6  SSGT
ADJUST PROGRAM PRODUCT PARAMETERS

4069.3.6 . . . .o S/6  SSGT
ADJUST PROPRI ETARY SOFTWARE
PRODUCT PARANMETERS

4069.3.7 . . . . S/6  GYSGT
WRI TE CAPACI TY PLAN

4069.4.1 . . . . . . . . . ... ........ s&s SGT
ANALYZE APPLI CATI ON DUWP

4069. 4. 2 o S 6 SGT
ANALYZE SUPERVI SOR CALL DUMP

4069. 4. 3 o S 6 SGT
ANALYZE STAND- ALONE DUWP

MOS 4071, DATABASE MANAGEMENT SYSTEM (DBMS) SPECI ALI ST

4071.1.1 . . . . . . . . . . . .. ....... s&6 SSGT
ANALYZE CUSTOMER REQUEST

4071.1.2 . . . . . . . . . . . . .. ...... s&6 SSGT
DESI GN A RELATI ONAL DATABASE
MANAGEMENT SYSTEM ( RDBMVE)

4071.2.1 . . . . . . . . . . . .. ....... s6 SSGT
MODI FY RELATI ONAL DATABASE

4071.3.1 . . . . .. . ... P SI6 SSGT

CREATE DBMS ACCESS

ENCLOSURE ( 3)
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TASK TASK FS MXT G ade

NUVBER SUST

MOS 4075, COVPUTER SECURI TY SPECI ALI ST

4075. 1. P S/6 SSGT
SUPERVI SE SOFTWARE
| NSTALLATI OV MAI NTENANCE

4075. 1. P S/6 SSGT
MONI TOR SECURI TY SYSTEM

4075. 1. S/6  SSGT
TRAI N SECURI TY ADM NI STRATORS

4075. 1. S/6  GYSGT
EVALUATE PROPCSED SOFTWARE
PURCHASES

4075. 2. .. . . . . . . . . . ...... P sSI6 ssar
| MPLEMENT SENSI Tl VE | NFORMATI ON
HANDLI NG PROCEDURE

4075. 2. .. . . . . . . . . . ...... P sSI6 sscr
CONTROL ACCESS TO SENSI TI VE AREAS

4075. 2. P S/6 SSGT
MONI TOR PHYSI CAL SECURI TY
ENVI RONVENT

4075. 2. S/6  SSGT
| NSTRUCT PERSONNEL | N PHYSI CAL
SECURI TY REQUI REMENTS

4075. 2. S 6 SSGT
| MPLEMENT SECURI TY FOR THE
NETWORK

4075. 3. S 6 SSGT
PERFORM RI SK ANALYSI S

4075. 3. S/6  GYSGT
CREATE FACI LI TY SECURI TY PROFI LE
( FSP)

4075. 3. S 6 SSGT
CREATE CONTI NGENCY PLAN

4075. 3. S . . . . . . . . . ...... P sl12 sscr
| NSTRUCT PERSONNEL ON CONTI NGENCY
PLANS

4075. 3. S 6 SSGT
PERFORM ANNUAL ACCREDI TATI ON
REVI EW
MOS 4099, DATA PROCESSI NG CHI EF

4099. 1. S/6  MGYSGT
MONI TOR ALL PERSONNEL MATTERS

4099. 1. S/6  MGYSGT
ANALYZE PROBLEMS AND REFER ACTI ON

4099. 1. S/6  MGYSGT

ENCLOSURE ( 3)
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TASK TASK FS MXT G ade

NUMBER SUST

4099.1.4 . S/ 6 MGYSGT
SUPERVI SE MAI NTENANCE OF NAVY AND
MARI NE CORPS DI RECTI VE SYSTEMS

4099.1.5 . S/ 6 MGYSGT
MAI NTAI' N | NTERNAL CONTRCL OF
CORRESPONDENCE

4099.1.6 . S/ 6 MGYSGT
ORGANI ZE PERSONNEL FOR ADP
OPERATI ONS

4099.1.7 . S/ 6 MGYSGT
ANALYZE OPERATI ONAL RECORDS AND
REPORTS

4099.1.8 . S/ 6 MGYSGT
PROVI DE GUI DANCE | N SCHEDULI NG
PERSONNEL

4099.1.9 . S/ 6 MGYSGT
PERFORM ADM NI STRATI VE DUTI ES

4099.1. 10 S/ 6 MGYSGT
PERFCORM PERI CDI C | NSPECTI ON OF
THE DATA PROCESSI NG FACI LI TY

4099.1. 11 S/ 6 MGYSGT
PROVI DE ASSI STANCE | N PREPARATI ON
COF FEASI BI LI TY STUDI ES AND
APPLI CATI ON PLANS

4099.1. 12 S/ 6 MGYSGT
EXPLAI'N POLI CI ES OF CRGANI ZATI ON
TO SUBORDI NATES

4099.1. 13 S/ 6 MGYSGT

ENSURE ADHERENCE TO DATA

PROCESSI NG PROCEDURES AND SOP’ S

21
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COVWMON | TS LI STING
1. General. This enclosure provides a cross reference of ITS s
common to nore than one MOS within GCccFld 40. 1t is designed to

assist the trainer in consolidating training for conmon tasks.
Essential subjects ITS s are not listed since all Marines,
regardl ess of MOS or grade, nust be able to achieve the standard
for those tasks.

2. Format. The enclosure lists the Task Title for each conmon
task within the Qcefld. Common Task Nunbers foll ow each Task
Title.

TASK NUMBER EXAMPLE: 4002.1.1

0 4002 refers to the applicabl e DATA SYSTEMS OFFI CER

0 .l refers to the Duty Area within the MJS; in this case,
"MANAGE ADP RESOURCES".

o .1 refers to the Task; in this case, "DEVELOP | N Tl AL
BUDGET SUBM SSI ONS (FOR A MAJOR ADP | NSTALLATI ON) ".

TASK TITLE COVMON_TASK NUMBERS

ACCOUNT FOR ADP EQUI PMENT 4002.1. 4 4010.1. 4
ANALYZE CUSTOMVER REQUEST 4067.1.1 4071.1.1
ASSI GN PROGRAMM NG TASKS 4063.7.1 4067. 2. 2
CONDUCT CUSTOMER LI Al SON 4010. 6. 11 4038.1. 2
CONDUCT MANAGED ON THE JOB TRAI NI NG (MQJT) 4063. 6. 2 4067.2. 4

CONDUCT SKI LL PROGRESSI ON TRAI NI NG FOR MAI NTENANCE

PERSONNEL

4010.9. 8 4066. 6. 7

ENCLOSURE ( 4)
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TASK TITLE

COVMON_TASK NUMBERS

CONDUCT SYSTEM BACKUP/ RECOVERY

CONFI GURE A HOST FOR TCP/ I P

4002.4. 7

4002. 2. 2

CREATE A BATCH JOB | N ON-LI NE QUERY LANGUAGE 4063. 3. 2

CREATE DBMs ACCESS

4067.4. 1

DETERM NE CRI Tl CAL PATH FOR DEVELCOPMENT SYSTEM
4002.1.7

| MPLEMENT ELECTROVAGNETI C ENVI RONMVENTAL EFFECTS E( 3)

PROGRAM

| NSTALL A ROUTER

| NSTALL HARDWARE

| NSTALL LAN WAN

| NSTALL SOFTWARE

I NSTALL UNI X OPERATI NG SYSTEM
MANAGE CONTRACTS

MANACE FI LE SYSTEMS

MANAGE LAN WAN/ EUCE

MANAGE MULTI PLE NETWORKS

MANAGE NETWORK SECURI TY

ENCLOSURE ( 4)

4002.7.6

4002.

4002.

4002.

4002.

4002.

4002.

4002.

4002.

4002.

4002.

2.

.9

.13

4010.

4010.

4067.

4071.

4010.

4010.

4010.

4010.

4010.

4010.

4010.

4010.

4010.

4010.

4010.

11.7 4066.5.8

2.2

4.2

9.7 4066.6.6

2.1

11.5

2.4

11.6

11.1

1.2

11. 4

2.5

4066.

4066.

4066.

4068.

4066.

5.5

5.6

5.1

6.2

5.4

11.9 4066.5. 10

4010. 11. 13 4066.5. 13
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TASK TITLE COVVON_TASK NUVBERS
MANAGE NETWORK SERVI CES 4002. 4.12  4010.11.12 4066.5. 12
MANAGE SYSTEM PROCESS 4002.4.11  4010.11.11 4066.5. 11
MANAGE THE PLANNI NG, PROGRAMM NG, AND BUDGETI NG SYSTEM
(PPBS) FOR ADP

4002. 1.1 4010. 1.1
MANAGE USER ACCOUNTS 4002. 4. 3 4010.11.3 4066.5. 3
MANI PULATE DATA SETS TO SATI SFY ALL UTILITY FUNCTI ONS

4063. 4. 1 4067.5. 1
MODI FY EXI STI NG PROGRAM 4063. 2. 1 4067.3. 1
MONI TOR PROGRAMM NG TASKS 4063. 7. 2 4067.2. 3
MONI TOR SOFTWARE OPERATI ONAL TESTS AND EVALUATI ONS

4002. 3.1 4010. 6. 10
OPERATE A COMPUTER USI NG UNI X OPERATI NG SYSTEM

4002. 4. 2 4010.11.2 4066.5. 2
ORGANI ZE PERSONNEL FOR ADP OPERATI ONS 4002. 1. 3 4010.1.3  4099.1.6
PERFORM EMERGENCY SHUTDOWN PROCEDURES 4034.1. 8 4034. 4. 2
PERFORM LI M TED TECHNI CAL | NSPECTI ON (LTI)  4002.7.1 4010.9.1  4066.6.1

PLAN COVMUNI CATI ONS SUPPORT FOR A COVMAND PCOST
4002.5. 2 4010. 8. 2

PLAN DATA COVMUNI CATI ONS FOR JO NT/ COVBI NED OPERATI ONS
4002.5. 3 4010. 8. 3

PREPARE A DATA COMVUNI CATI ONS PLAN FOR AN ANNEX K
4002.5.1 4010.8.1

PREPARE ABBREVI ATED SYSTEMs DECI SI ON PAPER ( ASDP)
4002.1.5 4010.1.5

ENCLOSURE ( 4)
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TASK TITLE COVMON_TASK NUMBERS
PREPARE AN EQUI PMENT REPAI R ORDER ( ERO) 4002.7. 3 4010.9. 3 4066. 6. 3
PREPARE EQUI PMENT FOR EMBARKATI ON 4002.7.4 4010.9.5
PREPARE TELECOVMUNI CATI ONS SERVI CE REQUEST ( TSR)
4002.1.6 4010.1.6
PROTECT ELECTROSTATI C DI SCHARGE ( ESD) SENSI Tl VE DEVI CES
DURI NG HANDLI NG, STORAGE, AND TRANSPORTATI ON
4002.7.5 4066. 6. 5
PROVI DE CUSTOVER SERVI CE 4034.3. 4 4038.1.1
PROVI DE TECHNI CAL ASSI STANCE DURI NG THE | NSTALLATI ON OF
COVMUNI CATI ON- ELECTRONI C EQUI PMENT
4010.9. 4 4066. 6. 4
SUPERVI SE DEVELOPMENT OF USER REQUI REMENTS  4002. 3. 3 4010.6. 8
TUNE SYSTEM PERFORVANCE 4002.4. 8 4010.11.8 4066.5.9
USE DATA DI CTI ONARY 4063. 3. 3 4067.4. 3
USE LAN WAN NETWORK MANAGEMENT TOOLS 4002. 2. 3 4010. 2. 3
USE M MVB/ SASSY REPCRTS, REPORTS AND REQUI REMENTS
4002.7. 2 4010.9. 2
VWRI TE A DATA COMVMUNI CATI ONS SOP 4002.5. 4 4010.8. 4
WRI TE A FEASI BI LI TY STUDY 4002.1. 8 4010.6. 4
VRI TE DATA COVMUNI CATI ONS DOCUMENT 4066. 3. 1 4068. 2. 4
WRI TE SHELL SCRI PT FI LES 4002.4.10 4010.11.10 4066. 5. 7

ENCLOSURE ( 4)
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TRAI NI NG SUPPORT

1. This enclosure identifies training support in four categories
for each MOS or the OccFld as a whole. Sone of the support itens
are identified by tasks, groups of tasks, or for the entire task
list as follows:

Appendi x A:  Training Devices, Sinulators, and Training Aids

Appendi x B: Trai ni ng Equi pnent

Appendi x C.  Ammuni tion, Explosives, and Pyrotechnics

Appendi x D:. Training Materials
2. |If support identified in any appendi x does not apply, the

appendi x will be included stating: "DOES NOT APPLY TO TH S
MOS/ OCCFLD. "

ENCLOSURE ( 5)
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TRAI NI NG DEVI CES, SI MULATORS, AND TRAI NI NG Al DS

DOES NOT APPLY TO TH S MOS/ OCCFLD

Appendix A to
ENCLOSURE (5)
5-A-1
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TRAI NI NG EQUI PMENT

DOES NOT APPLY TO THI S MOS/ OCCFLD

Appendix B to
ENCLOSURE (5)
5-B-1
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AMMUNI T1 ON, EXPLOSI VES, AND PYROTECHNI CS

DOES NOT APPLY TO THI S MOS/ OCCFLD

Appendix Cto
ENCLOSURE (5)
5-C-1



MCO 1510. 37C
13 Dec 95
TRAI NI NG MATERI ALS

DOES NOT APPLY TO THI S MOS/ OCCFLD

Appendix D to
ENCLOSURE (5)



MCO 1510. 37C

13 Dec 95
| NDI VI DUAL TRAI NI NG STANDARDS FOR THE DATA SYSTEMS OCCUPATI ONAL
FI ELD (OCCFLD) 40
MOS 4002, DATA SYSTEMB OFFI CER

DUTY AREA 1 -  RESOURCE MANAGEMENT/ ADM NI STRATI ON
TASK 4002. 1.1 . . . o oo 6- A1
MANAGE THE PLANNI NG, PROGRAMM NG, AND
BUDGETI NG SYSTEM ( PPBS) FOR ADP
TASK 4002.1.2 . . . . . ..o 6- A2
MANAGE CONTRACTS
TASK 4002.1.3 . . . . . o 6- A3
ORGANI ZE PERSONNEL FOR ADP OPERATI ONS
TASK 4002.1.4 . . . . . . ..o 6- A-3
ACCOUNT FOR ADP EQUI PNVENT
TASK 4002.1.5 . . . . oo, 6- A4
PREPARE ABBREVI ATED SYSTEMS DECI SI ON
PAPER ( ASDP)
TASK 4002.1.6 . . . . oo 6-A-5
PREPARE TELECOVMUNI CATI ONS SERVI CE
REQUEST (TSR)
TASK 4002.1.7 . . . . . . . . . . . . . . . . . .... 6-A5
DETERM NE CRI Tl CAL PATH FOR DEVELOPMENT
SYSTEM
TASK 4002.1.8 . . . . . . ..o 6- A6
WRI TE A FEASI BI LI TY STUDY
DUTY AREA 2 - DATA COVMUNI CATI ONS SYSTEMS
TASK 4002.2.1 . . . . . . . .. 6-A-7
| NSTALL A ROUTER
TASK 4002.2.2 . . . . . .o 6-A-8
CONFI GURE A HOST FOR TCP/ | P
TASK 4002.2.3 . . . . .o, 6-A-8
USE LAN WAN NETWORK MANAGEMENT TOOLS
TASK 4002.2.4 . . . . . . . .. 6-A-9
| NSTALL LAN WAN
TASK 4002.2.5 . . . . . . . . . .. 6- A- 10
MANAGE LAN WAN EUCE
DUTY AREA 3 - SOFTWARE ENG NEERI NG
TASK 4002.3.1 . . . . . oo BA11
MONI TOR SOFTWARE OPERATI ONAL TESTS AND
EVALUATI ONS
TASK 4002.3.2 . . . . . .o B-A12
ESTABLI SH SOFTWARE DEVELOPMENT STANDARD
TASK 4002. 3. 6- A- 13

SUPERVI SE DEVELOPMENT OF USER
REQUI REMENTS

ENCLOSURE ( 6)



DUTY AREA 4

UNI X OPERATI NG SYSTEM

TASK 4002.

TASK

TASK

TASK

TASK

TASK

TASK

TASK

TASK

TASK

TASK

TASK

TASK

DUTY AREA 5

4002.

4002.

4002.

4002.

4002.

4002.

4002.

4002.

4002.

4002.

4002.

4002.

4.

4.

.11

I NSTALL UNI X OPERATI NG SYSTEM
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6-A-14

6-A-14

OPERATE A COVPUTER USI NG UNI X OPERATI NG

SYSTEM

MANAGE USER ACCOUNTS

MANAGE FI LE SYSTENS |

| NSTALL HARDWARE

| NSTALL SOFTWARE

CONDUCT SYSTEM BACKUP/ RECOVERY
TUNE SYSTEM PERFORVANCE

MANAGE MULTI PLE NETWORKS

.10 .

WRI TE SHELL SCRI PT FI LES

MANAGE SYSTEM PROCESS

.12 .

MANAGE NETWORK SERVI CES

.13 .

MANAGE NETWORK SECURI TY

DATA COVVUNI CATI ONS PLAN FOR ANNEX K

TASK 4002.

TASK 4002.

TASK 4002.

TASK 4002.

DUTY AREA 6

1

PREPARE A DATA COVMUNI CATI ONS PLAN FOR

AN ANNEX K

PLAN COVVUNI CATI ONS SUPPORT FOR A
COWAND POST

PLAN DATA COVWUNI CATI ONS FOR

JO NT/ COVBI NED OPERATI ONS

VWRI TE A DATA COMVUNI CATI ONS SOP

| NFORVATI ON SECURI TY

TASK 4002.

TASK 4002.

DUTY AREA 7

.1

.2

ESTABLI SH | NFORVATI ON SECURI TY
PROCEDURES
PLAN DATA COMMUNI CATI ON SECURI TY

SYSTEM RESTORATI ON

TASK 4002.

ENCLOSURE ( 6)

.1

PERFORM LI M TED TECHNI CAL | NSPECTI ON
(LTI)

6- A-15

6- A- 16

6- A-17

6- A-17

6- A-18

6- A-18

6- A-19

6- A-19

6- A- 20

6- A-20

6- A-21

6- A-22

6- A-22

6- A- 23

6- A-24

6- A-24

6- A- 25

6- A- 26



MCO 1510. 37C

13 Dec 95

TASK 4002.

TASK 4002.

TASK 4002.

TASK 4002.

TASK 4002.

7.

7.

7.

7.

7.

2

USE M MM/ SASSY REPCRTS, REPORTS AND
REQUI REMENTS

PREPARE AN EQUI PMENT REPAI R ORDER ( ERO)
PREPARE EQUI PMENT FOR EMBARKATI ON
PROTECT ELECTROSTATI C DI SCHARGE ( ESD)
SENSI Tl VE DEVI CES DURI NG HANDLI NG,
STORAGE, AND TRANSPORTATI ON

| MPLEMENT ELECTROVAGNETI C ENVI RONVENTAL

EFFECTS E(3) PROGRAM

6- A- 27

6- A- 27

6- A- 28

6- A-29

6- A- 30

ENCLOSURE ( 6)



MOS 4010, DATA SYSTEMS SOFTWARE OFFI CER

DUTY AREA 1 -  RESOURCE MANAGEMENT/ ADM NI STRATI ON
TASK 4010. 1.1 . . . « o o o
MANAGE THE PLANNI NG, PROGRAMM NG, AND
BUDGETI NG SYSTEM ( PPBS) FOR ADP
TASK 4010.1.2 . . . . . . .o
MANAGE CONTRACTS
TASK 4010.1.3 . . . . . o
ORGANI ZE PERSONNEL FOR ADP OPERATI ONS
TASK 4010.1.4 . . . . . . . ...
ACCOUNT FOR ADP EQUI PNVENT
TASK 4010.1.5 . . . o oo
PREPARE ABBREVI ATED SYSTEMS DECI SI ON
PAPER ( ASDP)
TASK 4010.1.6 . . . o oo
PREPARE TELECOVMUNI CATI ONS SERVI CE
REQUEST (TSR)
DUTY AREA 2 - DATA COVMUNI CATI ONS SYSTEMS
TASK 4010.2.1 . . . . . . . . .
| NSTALL A ROUTER
TASK 4010.2.2 . . . . . . oo
CONFI GURE A HOST FOR TCP/ | P
TASK 4010.2.3 . . . . . o,
USE LAN WAN NETWORK MANAGEMENT TOOLS
TASK 4010.2.4 . . . . . . . ..
| NSTALL LAN WAN
TASK 4010.2.5 . . . . . . . . . ..
MANAGE LAN WAN EUCE
DUTY AREA 3 - PROGRAMM NG RESOURCES
TASK 4010.3.1 . . . .« o o oo
USE TSO TO DEVELOP OR MAI NTAI N SYSTEM
SOFTWARE
TASK 4010.3.2 . . . . . . . . . ..
WRI TE JCL PROCEDURE
TASK 4010.3.3 . . . . . . o
CODE APPL| CATI ONS PROCEDURE
TASK 4010.3.4 . . . . . . oo
DRAW A STRUCTURED FLOWCHART
TASK 4010.3.5 . . . . . . . oo
CODE APPLI CATI ON PROGRAM
TASK 4010.3.6 . . . « o o
EXECUTE EXI STI NG APPLI CATI ONS PROGRAM
TASK 4010.3.7 . . o . o
CODE JCL PROCEDURE USI NG SORT UTI LI TY
TASK 4010. 3.

ENCLOSURE ( 6)

CODE APPLI CATI ON PROGRAM USI NG
ARI THVETI C VERBS AND EDI TI NG TECHNI QUES
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6-B-10

6-B-11

6-B-11

6-B-12

6-B-13

6-B-14

6-B-15

6-B- 16
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TASK

TASK

TASK

TASK

TASK

TASK

TASK

TASK

4010.

4010.

4010.

4010.

4010.

4010.

4010.

4010.

DUTY AREA 4

3.

9

ESTABLI SH PROCEDURES FOR ADP PRODUCTI ON

SOFTWARE SUPPORT

L1000 0
AUDI T SOFTWARE CONFI GURATI ON MANAGEMENT

PROGRAM

.11

ESTABLI SH SOFTWARE TRAI NI NG PROGRAM

.12

MONI TOR SOFTWARE SECURI TY PROCEDURES

.13

ORGANI ZE SOFTWARE DEVELOPMENT TEAMS

.14

MONI TOR PERFORMANCE COF NETWORK SYSTEMS
SOFTWARE

.15

MAI NTAI N PROGRAMM NG LI BRARI ES

.16

MANAGE ANNUAL SOFTWARE SUPPORT REVI EW
PROGRAM

SUPPORT OF DATA BASE MANAGEMENT SYSTEMS

TASK

TASK

TASK

TASK

TASK

TASK

TASK

4010.

4010.

4010.

4010.

4010.

4010.

4010.

DUTY AREA 5

USE A Hi GH LEVEL PROGRAMM NG LANGUAGE
ACCESS ADABAS DATA BASE FI LE

DESI GN NATURAL RETRI EVAL PROGRAM

DESI GN NATURAL RETRI EVAL PROGRAM US| NG
NATURAL LOOP LCGE C

DESI GN AN | NTERACTI VE PROGRAM UTI LI ZI NG

THE NATURAL PROGRAMM NG LANGUAGE
DESI GN A NATURAL UPDATE PROGRAM
DEFI NE COMPONENTS, CAPABI LI TIES, AND
LI M TATI ONS OF NATURAL

END USER COVMPUTI NG EQUI PNENT

TASK

TASK

TASK

TASK

TASK

4010.

4010.

4010.

4010.

4010.

EXECUTE DATABASE SOFTWARE ON FMF- EUCE
PREPARE FIVF- EUCE FOR USE

EXECUTE A FILE TRANSFER

UTI LI ZE | BM 3270 TYPE TERM NAL PACKAGE
CONFI GURE DI SPLAY PROCESSCR AND
SUPPORTI NG PERI PHERALS

6-B-17

6-B-17

6-B-18

6-B-19

6-B-19

6- B- 20

6-B-21

6-B-21

6-B-22

6- B- 23

6- B-24

6- B- 25

6- B- 26

6- B- 26

6- B- 27

6- B- 28

6- B- 29

6- B- 30

6- B- 30

6-B-31

ENCLOSURE ( 6)
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TASK 4010.5.6 . . . . . . . . . . . ... . . . .. .6-B32
PERFORM OPERATOR MAI NTENANCE ON FMF- EUCE
TASK 4010.5.7 . . . . oo 6- B- 32
UTI LI ZE WORD PROCESSI NG SOFTWARE
TASK 4010.5.8 . . . . . o 6- B- 33
UTI LI ZE SPREADSHEET SOFTWARE PACKAGE
TASK 4010.5.9 . . . . . . . . . . . . . . . . . ... .6-B34
UTI LI ZE M CROCOMPUTER DATA BASE SOFTWARE
TASK 4010.5.10 . . . . . . . . . . o .. 6- B- 34
EXECUTE MS- DOS UTI LI TI ES
TASK 4010.5.11 . . . . . o o o o 6- B- 35
DI AGNOSE MALFUNCTI ONI NG COVPUTER
TASK 4010.5.12 . . . . o o, 6- B- 36
DEVELOP COUNTERMEASURES TO M NI M ZE
M CROCOMPUTER SECURI TY THREATS
TASK 4010.5.13 . . . . . . . . . . . . . . . . . ... . 6-B37
UTI LI ZE | BM 3278 TYPE TERM NAL EMULATI ON
PACKAGE
DUTY AREA 6 - ADP SOFTWARE PROJECTS
TASK 4010.6.1 . . . . « o o oo 6- B- 38
DEVELOP A REQUI REMENTS STATEMENT
TASK 4010.6.2 . . . . . o 6- B- 39
CREATE M SSI ON NEED STATEMENT ( MNS)
TASK 4010.6.3 . . . . o 6- B- 39
CONSTRUCT FUNCTI ONAL REQUI REMENTS
DEFI NI TI ON ( FRD)
TASK 4010.6.4 . . . . . . ..o 6- B- 40
WRI TE A FEASI BI LI TY STUDY
TASK 4010.6.5 . . . . . . . . . .. 6-B- 41
CONDUCT WALK THROUGH
TASK 4010.6.6 . . . . . . . . . .. ... . .. . 6-B42
DETERM NE COSTS AND BENEFI TS UTI LI ZI NG
ECONOM C ANALYSI S
TASK 4010.6.7 . . . . . . . . ... ... .. . 6-B42
DETERM NE CRI Tl CAL PATH FOR DEVELOPMENT
SYSTEM
TASK 4010.6.8 . . . . . . . oo 6- B- 43
SUPERVI SE DEVELOPMENT OF USER
REQUI REMENTS
TASK 4010.6.9 . . . . . . . . . . . . . . . . . ... . 6-B44
ESTABLI SH SOFTWARE DEVELOPMENT STANDARD
OPERATI NG PROCEDURES ( SOP’ S)
TASK 4010.6.10 . . . . . . . . . . . . . . . . . .. .. 6-B44
MONI TOR SOFTWARE OPERATI ONAL TESTS AND
EVALUATI ONS
TASK 4010.6.11 . . . . . . . . . . . .. 6- B- 45
CONDUCT CUSTOMER LI Al SON
DUTY AREA 7 - SOFTWARE ENG NEERI NG PRI NCI PLES
TASK 4010.7.1 6- B- 46

ENCLOSURE ( 6)

CONSTRUCT CONTEXT DI AGRAM
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TASK
TASK

TASK

4010.

4010.

4010.

DUTY AREA 8

CONSTRUCT DATA FLOW DI AGRAM ( DFD)
CONSTRUCT A DATA DI CTI ONARY
DEVELOP AN | S USI NG SDM

DATA COVWUNI CATI ONS SYSTEMS

TASK

TASK

TASK

TASK

4010.

4010.

4010.

4010.

DUTY AREA 9

PREPARE A DATA COMMUNI CATI ONS PLAN
AN ANNEX K

PLAN COVVUNI CATI ONS SUPPORT FOR A
COWAND POST

PLAN DATA COVWUNI CATI ONS FOR

JO NT/ COVBI NED OPERATI ONS

VWRI TE A DATA COMVUNI CATI ONS SOP

SYSTEM RESTORATI ON

TASK

TASK

TASK

TASK

TASK

TASK

TASK

TASK

DUTY AREA 10 -

4010.

4010.

4010.

4010.

4010.

4010.

4010.

4010.

6- B-47
6- B-47

6- B- 48

.o 6- B-49
FOR
6- B-50

6- B-50

6-B-51

6- B-52

PERFCORM LI M TED TECHNI CAL | NSPECTI ON

(LTI)

6- B-52

USE M MM/ SASSY REPCRTS, REPORTS AND

REQUI REMENTS

6- B-53

PREPARE AN EQUI PMENT REPAI R ORDER ( ERO)

6- B-54

PROVI DE TECHNI CAL ASSI STANCE DURI NG THE
I NSTALLATI ON OF COVMUNI CATI ON- ELECTRONI C

EQUI PVENT

PREPARE EQUI PMENT FOR EMBARKATI ON

6- B-54

6- B-55

PROTECT ELECTROSTATI C DI SCHARGE ( ESD)

SENSI Tl VE DEVI CES DURI NG HANDLI NG,
STORAGE AND TRANSPORTATI ON

6- B- 56

| MPLEMENT ELECTROVAGNETI C ENVI RONVENTAL

EFFECTS E(3) PROGRAM
CONDUCT SKI LL PROGRESSI ON TRAI NI NG
MAI NTENANCE PERSONNEL

I NFORMATI ON SECURI TY

TASK 4010.10.1 .

ESTABLI SH ADP SECURI TY MEASURES

TASK 4010. 10. 2 .

DEVELOP A RI SK ASSESSMVENT

TASK 4010. 10. 3 .

DEVELOP CONTI NGENCY PLAN

.o 6- B-57
FOR

6- B-58
6- B-59

6- B- 60

ENCLOSURE ( 6)
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DUTY AREA 11 - UN X SYSTEM ADM NI STRATI ON

TASK 4010.12.2 . . . . . . . . . . . . . . . . . . . . . 6-B-61
I NSTALL UNI X OPERATI NG SYSTEM

TASK 4010.12.2 . . . . . . . . . . . . . . . . . . . . . 6-B-61
OPERATE A COVPUTER USI NG UNI X OPERATI NG
SYSTEM

TASK 4010.12.3 . . . . . . . . . . . . . . . . . . . . . b6-B-62
MANAGE USER ACCOUNTS

TASK 4010.12.4 . . . . . . . . . . . . . . . . . . . . . 6-B-63
MANACE FI LE SYSTEMS

TASK 4010.12.5 . . . . . . . . . . . . . . . . . . . . . b6-B-64
I NSTALL HARDWARE

TASK 4010.12.6 . . . . . . . . . . . . . . . . . . . . . b-B-64
I NSTALL SOFTWARE

TASK 4010.12.7 . . . . . . . . . . . . . . . . . . . . . b6-B-65
CONDUCT SYSTEM BACKUP/ RECOVERY

TASK 4010.12.8 . . . . . . . . . . . . . . . . . . . . . 6-B-65
TUNE SYSTEM PERFORVANCE

TASK 4010.12.9 . . . . . . . . . . . . . . . . . . . . . b6-B-66
MANAGE MULTI PLE NETWORKS

TASK 4010.12.10 . . . . . . . . . . . . . . . . . . . . b6-B-66
WRI TE SHELL SCRI PT FI LES

TASK 4010.12.1212 . . . . . . . . . . . . . . . . . . . . b6-B-67
MANAGE SYSTEM PROCESS

TASK 4010.12.12 . . . . . . . . . . . . . . . . . . . . b6-B-67
MANAGE NETWORK SERVI CES

TASK 4010. 11. 13 . . . . . . . . . b6-B-68

MANAGE NETWORK SECURI TY

ENCLOSURE ( 6)
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DUTY AREA 1

MOS 4025, NETWORK CONTROL SPECI ALI ST

TELEPROCESSI NG HARDWARE

TASK

TASK

TASK

TASK

TASK

TASK

TASK

TASK

4025.

4025.

4025.

4025.

4025.

4025.

4025.

4025.

I NSTALL TELEPROCESSI NG PERI PHERAL
DEVI CES

CORRECT TELEPROCESSI NG SYSTEM FAI LURES

CPERATE TELEPROCESSI NG CONSOLES
CPERATE DI AGNOSTI C MCDEM NETVICRKS -
MAI NTAI N DI AGNOSTI C MODEM NETWORKS
DESI GN DI AGNOSTI C MCDEM NETVICRKS

MONI TOR NETWORK PERFORMANCE

PERFORM FI RST LEVEL CORRECTI VE ACTI ONS

I NVOLVI NG TELEPROCESSI NG SOFTWARE

6-C1

6-C 2

6-C 3

6-C3

6-C 4

6-C-5

6-C-6

6-C7

ENCLOSURE ( 6)



DUTY AREA 1

MOS 4034, COWPUTER OPERATCR

OPERATI NG SYSTEMS

TASK

TASK

TASK

TASK

TASK

TASK

TASK

TASK

TASK

TASK

4034.

4034.

4034.

4034.

4034.

4034.

4034.

4034.

4034.

4034.

DUTY AREA 2

OPERATE MASTER CONSOLE

OPERATE COMPUTER CONSOLE

OPERATE TAPE DRI VE

OPERATE HI GH SPEED LI NE PRI NTER
OPERATE LASER PRI NTER

PERFORM | NI T AL PROGRAM LOAD

OPERATE DI RECT ACCESS STORAGE DEVI CE

( DASD)

PERFORM EMERGENCY SHUTDOWN PROCEDURES

MANAGE ADP EQUI PMENT

.10 .

PREPARE SHI FT SCHEDULES

MANAG NG MAGNETI C MEDI A LI BRARY

TASK

TASK

TASK

TASK

TASK

TASK

TASK

4034.

4034.

4034.

4034.

4034.

4034.

4034.

DUTY AREA 3

PROCESS | NOOM NG TAPES

PREPARE TAPES FOR MAILING |

| NI TIALI ZE AND LABEL MAGNETI C TAPE
CLEAN MAGNETI C REEL TAPE

CERTI FY NAGNETI C TAPE

PREPARE SCRATCH TAPES

MAI NTAI N ALTERNATE LI BRARY

CONTROLLI NG | NPUT/ OQUTPUT

TASK

TASK

TASK

TASK

4034.

4034.

4034.

4034.

ENCLOSURE ( 6)

PRODUCE M CROFI CHE
CPERATE DECOLLATOR
CPERATE BURSTER

PROVI DE CUSTOMER SERVI CE
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6-D-1

6-D-1

6-D2

6-D-3

6-D-3

6-D-4

6-D-5

6-D-5

6-D-6

6-D-7

6-D-7

6-D-8

6-D-8

6-D-9

6-D- 10

6-D 11

6-D 11

6-D-12

6-D 13

6-D 13

6-D 14
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DUTY AREA 4 - DEPLOYABLE FORCE AUTOVATED SERVI CE CENTER ( DFASC)
TASK 4034.4.1 . . . . . o 6-D- 15
CONDUCT PREDEPLOYMENT COORDI NATI ON
TASK 4034.4.2 . . . . . . . . . . . . .. .......6-D16
PERFORM EMERGENCY SHUTDOWN PROCEDURES
DUTY AREA 5 - ENVI RONVENTAL CONTROL OPERATI ONS
TASK 4034.5.1 . . . . . oo 6-D- 17
OPERATE FI RE EXTI NGUI SHER SYSTEM
TASK 4034.5.2 . . . . .o, 6-D- 17
MANAGE UNI NTERRUPTI BLE POWER SUPPLY
(UPS)
TASK 4034.5.3 . . . . . . . . . . . . .. . ......6-D18
MONI TOR TEMPERATURE AND HUM DI TY GAUGES
TASK 4034.5.4 . . . . . .o 6-D- 18
MONI TOR ENVI RONVENTAL CONTROL UNI TS
DUTY AREA 6 -  HELP DESK OPERATI ONS
TASK 4034.6.1 . . . . . oo 6-D- 19
PROVI DE ASSI STANCE FROM A HELP DESK
TASK 4034. 6. 6- D- 19

MONI TOR OPERATI ONS OF A HELP DESK

ENCLOSURE ( 6)
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MOS 4038, DATA CONTRCL SPECI ALI ST

SUPERVI SE MAI NTENANCE OF PRODUCTI ON

RESPOND TO ABNORMAL JOB TERM NATI ON

DUTY AREA 1 -  SERVI NG THE CUSTOMER
TASK 4038.1.1 . . . . . « . oo
PROVI DE CUSTOVER SERVI CE
TASK 4038.1.2 . . . . . . ...
CONDUCT CUSTOMER LI Al SON
TASK 4038.1.3 . . . . . .o
SUPERVI SE TAPE LI BRARY OPERATI ONS
DUTY AREA 2 - PRODUCTI ON ANALYSI S
TASK 4038.2.1 . . . . . . oo
PERFORM PROCEDURE OPTI M ZATI ON
TASK 4038.2.2 . . . . . . ..o
| MPLEMENT NEW PROCEDURES
TASK 4038.2.3 . . . . . . . . . ..
MANI PULATE DATA SETS
TASK 4038.2.4 . . . . ..o,
CONDUCT ANNUAL REVI EW OF COVPUTER
OPERATI ONS MANUAL (OM)
TASK 4038. 2.
LI BRARI ES
DUTY AREA 3 - CONTROLLI NG PRODUCTI ON
TASK 4038.3.1 . . . . . . . . . . ..
PRODUCE DAI LY SCHEDULE
TASK 4038.3.2 . . . . . . ..o
EXECUTE PRODUCTI ON JOBS
TASK 4038. 3.
( ABEND)
TASK 4038. 3.

ENCLOSURE ( 6)
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6-E-1

6-E-2

6-E-2

6-E-3

6- E- 4

6-E-5

6-E-6

6-E-7

6-E-8

6-E-8

6-E-9

6-E-10
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MOS 4063, PROGRAMVER COBOL
DUTY AREA 1 -  PROGRAMM NG DEVELOPMENT PROJECTS
TASK 4063. 1.1 . . . o oo
CODE COBOL SYNTAX TO DETAI LED DESI GN
SPEC! FI CATI ONS ( DDS)
TASK 4063.1.2 . . . . . ..o
CREATE PROGRAM DOCUMVENTATI ON
TASK 4063.1.3 . . . . . o,
CONDUCT UNI T- LEVEL TESTI NG OF THE
PROGRAM
DUTY AREA 2 - PROGRAMM NG MAI NTENANCE PROJECTS
TASK 4063.2.1 . . . . . . oo
MODI FY EXI STI NG PROGRAM
DUTY AREA 3 - DATA BASE MANAGEMENT SYSTEM ( DBMVS)
TASK 4063.3.1 . . . . . . oo
CREATE DBMS ACCESS FROM COBOL
TASK 4063.3.2 . . . . .o,
CREATE A BATCH JOB I N ON- LI NE QUERY
LANGUAGE
TASK 4063.3.3 . . . . . . . . . ..
USE DATA DI CTI ONARY
DUTY AREA 4 - SYSTEM UTI LI TI ES
TASK 4063.4.1 . . . . . o
MANI PULATE DATA SETS TO SATI SFY ALL
UTI LI TY FUNCTI ONS
TASK 4063.4.2 . . . . .o
MANI PULATE DATA TO SATI SFY ALL REQUESTED
UTI LI TY FUNCTI ONS
TASK 4063.4.3 . . . . . oo
ANALYZE SYSTEM PROVI DED | NFORMATI ON TO
DETERM NE SOURCE ERROR
DUTY AREA 5 - MAI NTAI NI NG LI BRARI ES
TASK 4063.5.1 . . . . . . . . oo
MANI PULATE LI BRARY MEMBERS
TASK 4063.5.2 . . . . . ..o
MONI TOR USAGE OF LI BRARI ES
DUTY AREA 6 - TRAI NI NG
TASK 4063.6.1 . . . . . . oo
| DENTI FY TASKS FOR UNI T TRAI NI NG
TASK 4063. 6.

CONDUCT MANAGED ON THE JOB TRAI NI NG
(MXIT)

6-F-10

6-F-10

6-F-11

6-F-12

ENCLOSURE ( 6)
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DUTY AREA 7 - SUPERVI SI ON OF PROGRAMVERS
TASK 4063.7.1 . . . . . . . . . e e ... . . . . 6-F-13
ASSI GN PROGRAMM NG TASKS
TASK 4063.7.2 . . . . . . . . . . . . ... . . ... . 6-F13
MONI TOR PROGRAMM NG TASKS
DUTY AREA 8 - END USER COVPUTER EQUI PNVENT
TASK 4063.8.1 . . . . . . . . . . . e o . . . . .. . 6-F15
SETUP A M CROCOVPUTER SUI TE
TASK 4063.8.2 . . . . . . . . . . . . . . . . .....6-F15
USE MARI NE CORPS STANDARD SOFTWARE
( MAI NFRAVE)
TASK 4063. 8. 3 6- F- 16

USE MARI NE CORPS STANDARDS SOFTWARE ( PC)

ENCLOSURE ( 6)
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MOS 4066, SMALL COVPUTER SYSTEMS SPECI ALI ST ( SCSS)

DUTY AREA 1

RESOURCE MANAGEMENT AND ADM NI STRATI ON

TASK

TASK

TASK

TASK

4066.

4066.

4066.

4066.

DUTY AREA 2

ORGANI ZE PERSONNEL FOR LAN EUCE SYSTEM
OPERATI ONS

ORGANI ZE EQUI PMENT FOR LAN EUCE SYSTEM
OPERATI ONS

ESTABLI SH ADP/ DATA COVMUNI CATI ONS
SECURI TY MEASURES

SUPERVI SE OPERATI ON OF A NETWORK
OPERATI ONS/ | NFORVATI ON CENTER

M CROCOVPUTERS

TASK

TASK

TASK

TASK

TASK

TASK

TASK

TASK

TASK

TASK

4066.

4066.

4066.

4066.

4066.

4066.

4066.

4066.

4066.

4066.

DUTY AREA 3

OPERATE M CROCOVPUTER\ EUCE SUI TE
CONFI GURE M CROCOVPUTER/ EUCE SUI TE

I NSTALL M CROCOVPUTER/ EUCE SUI TE FOR
OPERATI ONAL USE

PREPARE M CROCOVPUTER/ EUCE SUI TE FOR
DEPLOYMENT

TROUBLESHOOT M CROCOVPUTER/ EUCE PROBLEMS

MAI NTAI N M CROCOMPUTER/ EUCE EQUI PMENT
CONFI GURE MARI NE CORPS AUTHCRI ZED
SOFTWARE

OPERATE MARI NE CORPS AUTHORI ZED SOFTWARE

TROUBLESHOOT MARI NE CORPS AUTHORI ZED
SOFTWARE PROBLEMS

.10 .

MAI NTAI N MARI NE CORPS AUTHORI ZED
SOFTWARE

DATA COVVUNI CATI ONS SUPPORT

TASK

TASK

4066.

4066.

.1

2

VRI TE DATA COVVUNI CATI ONS DOCUNMENT
PERFORM DATA COVMUNI CATI ONS SYSTEMS
PLANNI NG AND ENG NEERI NG

6-G 3

6-G 4

6-G 4

6-G 6

6-G 6

6-G7

6-G7

6-G 8

6-G 10

6-G 11

ENCLOSURE ( 6)
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TASK 4066.3.3 . . . . . . . . . . . . ... 6-G 11
PLAN FOR DEPLOYED MAI NTENANCE SUPPORT

TASK 4066.3.4 . . . . . . . . . . . . ... 6-G 12
COORDI NATE POAER DI STRI BUTI ON AND
GROUNDI NG REQUI REMENTS

TASK 4066.3.5 . . . . . . . . . . . . ... 6-G 13
COORDI NATE COVMUNI CATI ONS SECURI TY
MATERI AL SYSTEM ( CV5) SUPPORT

DUTY AREA 4 | NSTALLATI ON OF DATA COVMUNI CATI ON SYSTEMS

TASK 4066.4.1 . . . . . . . . . . . . . ... 6-G 14
DI RECT | NSTALLATI ON, OPERATI ON AND
MAI NTENANCE OF DATA COVMUNI CATI ON
SYSTEMS

TASK 4066.4.2 . . . . . . . . . . . . . ... 6-G 14
I NSTALL CRYPTOGRAPHI C EQUI PMENT

TASK 4066.4.3 . . . . . . . . . . . . . ... 6-G 15
OPERATE CRYPTOGRAPHI C EQUI PMENT

TASK 4066.4.4 . . . . . . . . . . . . .. 6-G 16
| NSTALL DATA TERM NAL EQUI PMENT ( DTE)

TASK 4066.4.5 . . . . . . . . . . . . .. 6-G 16
OPERATE DATA TERM NAL EQUI PMENT ( DTE)

TASK 4066.4.6 . . . . . . . . . . . . . ..o 6-G 17
I NSTALL DATA COVMUNI CATI ONS EQUI PMENT
( DCE)

TASK 4066.4.7 . . . . . . . . . . . . 6-G 17
OPERATE DATA COMMUNI CATI ONS EQUI PVENT
( DCE)

TASK 4066.4.8 . . . . . . . . . . . . . . ... 6-G 18
ENG NEER DTE TO DCE CONNECTI VI TY

DUTY AREA 5 UNI X OPERATI NG SYSTEMS

TASK 4066.5.1 . . . . . . . . . . . . . . .. 6-G 19
I NSTALL UNI X OPERATI NG SYSTEM

TASK 4066.5.2 . . . . . . . . . . . . . . . . . . .. .6-G19
OPERATE A COVPUTER USI NG UNI X OPERATI NG
SYSTEM

TASK 4066.5.3 . . . . . . . . . . . 6-G 20
MANAGE USER ACCOUNTS

TASK 4066.5.4 . . . . . . . . . . . 6-G 21
MANACE FI LE SYSTEMS

TASK 4066.5.5 . . . . . . . . . 6-G 21
I NSTALL HARDWARE

TASK 4066.5.6 . . . . . . . . . 6-G 22
I NSTALL SOFTWARE

TASK 4066.5.7 . . . . . . . . . . . . . 6-G 23
WRI TE SHELL SCRI PT FI LES

TASK 4066.5.8 . . . . . . . . . . . . . . .. 6-G 23
CONDUCT SYSTEM BACKUP/ RECOVERY

TASK 4066.5.9 . . . . . . . . . . . .. 6-G 24
TUNE SYSTEM PERFORVANCE

TASK 4066. 5. 10 . 6-G 24

ENCLOSURE ( 6)
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TASK 4066.5.11 . . . . . . . . . . . . ... ... .. .6-G25
MANAGE SYSTEM PROCESS
TASK 4066.5.12 . . . . . . . . . . . . ... ... ..6-G25
MANAGE NETWORK SERVI CES
TASK 4066.5.13 . . . . . . . . . . ... ... .6-G26
MANAGE NETWORK SECURI TY
DUTY AREA 6 SYSTEM RESTORATI ON
TASK 4066.6.1 . . . . . o o o i 6-G27
PERFORM LI M TED TECHNI CAL | NSPECTI ON
(LTI)
TASK 4066.6.2 . . . . . . o 6-G27
USE M MVB/ SASSY REPORTS, REPORTS, AND
REQUI REMENTS
TASK 4066.6.3 . . . . . . . . . . ... ... ..6-G28
PREPARE AN EQUI PVENT REPAI R ORDER ( ERO)
TASK 4066.6.4 . . . . . . . ... 6-G29
PROVI DE TECHNI CAL ASSI STANCE DURI NG THE
| NSTALLATI ON OF COVMUNI CATI ON- ELECTRONI C
EQUI PVENT
TASK 4066.6.5 . . . . . . . ... 6-G29
PROTECT ELECTROSTATI C DI SCHARGE ( ESD)
SENSI TI VE DEVI CES DURI NG HANDLI NG,
STORAGE, AND TRANSPORTATI ON
TASK 4066.6.6 . . . . . . . . . . . . ... ... ..6-G30
| MPLEMENT ELECTROMAGNETI C ENVI RONVENTAL
EFFECTS E(3) PROGRAM
TASK 4066.6.7 . . . . . . . ... ... 6-G31
CONDUCT SKI LL PROGRESSI ON TRAI NI NG FOR
MAI NTENANCE PERSONNEL
DUTY AREA 7 EMBARK/ TRANSPORT DATA COMMUNI CATI ONS ASSETS
TASK 4066.7.1 . . . . . v i e ... 6-G32
PLAN
EMBARKATI ON' REDEPLOYMENT/ DI SPLACEMENT OF
DATA COVMUNI CATI ONS EQUI PMENT AND
PERSONNEL
TASK 4066.7.2 . . . . . . . . . . . . . . . . .....6-G33
DI RECT EMBARKATI ON OF DATA
COVMUNI CATI ONS EQUI PMENT AND PERSONNEL
DUTY AREA 8 DATA COMMUNI CATI ONS PERSONNEL TRAI NI NG
TASK 4066.8.1 . . . . . . . o i i e ... .. . 6-G34
ESTABLI SH TRAI NI NG PLANS AND SCHEDULE
TASK 4066.8.2 . . . . . . . . . ... ... .6-G34
MANAGE DATA COVMUNI CATI ONS TRAI NI NG
PROGRAM
TASK 4066. 8. 3 . . 6-G35

CONDUCT DATA COVMUNI CATI ONS TRAI NI NG
PROGRAM

ENCLOSURE ( 6)
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DUTY AREA 9 - LOCAL AND W DE AREA NETWORKS

TASK 4066.9.1 . . . . . . . . . . . . . . . . . . .. .6-G36
PLAN LOCAL AREA NETWORKS

TASK 4066.9.2 . . . . . . . . . . . . . . . . . . .. . 6-G36
DI RECT | NSTALLATI ON OF LOCAL AREA
NETWORKS

TASK 4066.9.3 . . . . . . . . . . . . . . . . . ... .6-G37
I NSTALL A LOCAL AREA NETWORK

TASK 4066.9.4 . . . . . . . . . . . . . . . . . ... .6-G37
MAI NTAIN A LOCAL AREA NETWORK

TASK 4066.9.5 . . . . . . . . . . . . . . . . . . . . . 6-G38
MANAGE A LOCAL AREA NETWORK

TASK 4066.9.6 . . . . . . . . . . . . . . . . . . .. .6-G39
CONNECT LOCAL AND W DE AREA NETWORKS

TASK 4066. 9. 7 e . . . .. .. .. 6-G39

MANAGE | P NETWORK
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MOS 4067, PROGRAMMVER, ADA
DUTY AREA 1 - PROGRAMM NG
TASK 4067. 1. Ce e e
ANALYZE CUSTOVER REQUEST
TASK 4067. 1. C e e e
DESI GN A COVPUTER PROGRAM AUTOVATED
| NFORVATI ON SYSTEM (Al'S)
TASK 4067. 1. C e e e e
CONSTRUCT A COVPUTER PROGRAM Al S
TASK 4067. 1. Ce e e
TEST A COMPUTER PROGRAM Al S
TASK 4067. 1. C e e e e
| MPLEMENT A COVPUTER PROGRAM Al S
DUTY AREA 2 - MANAG NG PROGRAMMVERS
TASK 4067. 2. C e e e e
PERFORM PROJECT MANAGEMENT
TASK 4067. 2. Ce e e
ASSI GN PROGRAMM NG TASKS
TASK 4067. 2. C e e e e
MONI TOR PROGRAMM NG TASKS
TASK 4067. 2. C e e e
CONDUCT MANAGED ON THE JOB TRAI NI NG
(MAIT)
DUTY AREA 3 - PROGRAM NMAI NTENANCE
TASK 4067. 3. Ce e e
MODI FY EXI STI NG PROGRAM
DUTY AREA 4 - DATABASE MANAGEMENT SYSTEM ( DBMS)
TASK 4067. 4. e e e e
CREATE DBMS ACCESS
TASK 4067. 4. C e e e
CREATE A BATCH JOB | N ON-LI NE QUERY
LANGUAGE
TASK 4067. 4. Ce e e
USE DATA DI CTI ONARY
DUTY AREA 5 - SYSTEM UTI LI TI ES
TASK 4067. 5. C e e e
MANI PULATE DATA SETS TO SATI SFY ALL
UTI LI TY FUNCTI ONS
DUTY AREA 6 - END USER COVPUTER EQUI PMENT
TASK 4067. 6.

OPERATE M CROCOVPUTER SUI TE/ EUCE

6-H1

6-H1

6-H 2

6-H3

6- H 4

6-H5

6-H5

6-H6

6-H7

6-H 10

6-H 10

6-H 11

6-H 13

6- H 14
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MOS 4068, DATA NETWORK TECHNI CI AN

DEVELOP DATA COVMUNI CATI ONS SECURI TY
DESI GN CRYPTOGRAPHI C TOPOLOGY

DEVELOP A NETWORK SECURI TY PLAN

DETERM NE PERSONNEL REQUI REMENTS
VRI TE DATA COVVUNI CATI ONS DOCUNMENT
ESTABLI SH EMBARKATI ON PROCEDURES

DEVELOP AN | P NETWORK ARCHI TECTURE

DEVELOP A MULTI - PROTOCOL NETWORK PLAN

PLAN FOR CLASSI FI EDY SENSI TI VE JO NT

CONNECT A UNI X PLATFORM TO A NETWORK

I NSTALL TERM NAL EMJLATI ON SOFTWARE

PERFORM ADVANCED TROUBLESHOOTI NG

DUTY AREA 1 - NETWORK SECURI TY
TASK 4068. 1.
MEASURES
TASK 4068. 1.
TASK 4068. 1.
DUTY AREA 2 - NETWORK PLANNI NG
TASK 4068.2.1 . . . . . . . . . . . . . ..
DESI GN A LOCAL AREA NETWORK
TASK 4068.2.2 . . . . . . . . . . . . ..
DESI GN A W DE AREA NETWORK
TASK 4068. 2.
TASK 4068. 2.
TASK 4068. 2.
TASK 4068. 2.
TASK 4068. 2.
TASK 4068. 2.
SERVI CE NETWORK CONNECTI VI TY
DUTY AREA 3 - UNI X NETWORKI NG
TASK 4068. 3.
TASK 4068. 3.
DUTY AREA 4 - NETWORK MANAGEMENT
TASK 4068. 4.
MANAGE A NETWORK
DUTY AREA 5 - ADVANCED NETWORKI NG
TASK 4068. 5.
TECHNI QUES
TASK 4068.5.2 . . . . . . . . . . . . . ..
MANAGE BANYAN VI NES NETWORK
TASK 4068.5.3 . . . . . . . . . . . . ..
CONFI GURE ROUTER HARDWARE
TASK 4068. 5.

ENCLOSURE ( 6)
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6-1-1
6-1-1
6-1-2
6-1-3
6-1-4
6-1-4
6-1-5
6-1-6
6-1-7
6-1-7
6-1-8
6-1-9

6-1-10

6-1-10

6-1-11

6-1-12

6-1-12

6-1-13
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TASK 4068.5.5 . . . . . . . . . . . . . . . . . . . . . 6-1-13
MANAGE MULTI PLE ELECTRONI C NMAI L SYSTEMS
TASK 4068.5.6 . . . . . . . . . . . . . . . . . . . . . 6-1-14
CONFI GURE DOVAI N NAME SERVI CE ( DNS)
DUTY AREA 6 - RESOURCE MANAGENMENT

TASK 4068.6.1 . . . . . . . . . . . . . . . . . . . . . 6-1-15
MANAGE THE PLANNI NG, PROGRAMM NG AND
BUDCETI NG SYSTEM ( PPBS) FOR DATA
COVMUNI CATI ON EQUI PMENT

TASK 4068.6.2 . . . . . . . . . . . . . . . . . . . . . 6-1-16
MANAGE CONTRACTS

TASK 4068.6.3 . . . . . . . . . . . . . . . . . . . . . 6-1-16
MANAGE M MVS/ SASSY REPORTS AND
REQUI REMENTS

ENCLOSURE ( 6)
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DUTY AREA 1 - GENERATI ON AND | NSTALLATI ON OF SYSTEMS SOFTWARE

TASK 4069. 1.1 . . . . . o 6-J-1
BUI LD | NPUT/ OUTPUT CONFI GURATI ON DATA
SET (1 0CDS)

TASK 4069.1.2 . . . . . . .o 6-J-2
BUI LD WS OPERATI NG SYSTEM CODE

TASK 4069.1.3 . . . . . . . . . . . . . . . . ..... 633
BUI LD WS OPERATI NG SYSTEM | NPUT/ OUTPUT
CONFI GURATI ON' COVPONENT

TASK 4069.1.4 . . . . . . .o 6-J- 4
CREATE JOB ENTRY SUBSYSTEM ( JES2)
PARAVETERS

TASK 4069.1.5 . . . . . . . ..o 6-J- 4
| NSTALL PROGRAM PRODUCTS

TASK 4069.1.6 . . . . . . oo 6-J-5
| NSTALL PROPRI ETARY SOFTWARE PRODUCTS

TASK 4069.1.7 . . . . . . . . . . . . .. . .. .... 636
| NSTALL JOB ENTRY SUBSYSTEM (JES2) EXIT
ROUTI NES

TASK 4069.1.8 . . . . . ..o 6-J-7
| NSTALL MVS OPERATI NG SYSTEM EXI T
ROUTI NES

DUTY AREA 2 - SYSTEMS SOFTWARE

TASK 4069.2.1 . . . . . .o 6-J-8
MODI FY WS OPERATI NG SYSTEM DATA SETS

TASK 4069.2.2 . . . . . ..o 6-J-8
MODI FY JOB ENTRY SUBSYSTEM (JES2)
PARAVETERS

TASK 4069.2.3 . . . . . .o 6-J-9
MAI NTAI N DI RECT ACCESS STORAGE DEVI CES
( DASD)

TASK 4069.2.4 . . . . . . ... 6-J- 10
MODI FY PROGRAM PRODUCTS

TASK 4069.2.5 . . . . .o, 6-J-11
MODI FY PROPRI ETARY SOFTWARE PRODUCTS

TASK 4069.2.6 . . . . . . oo 6-3-11
MODI FY JOB ENTRY SUBSYSTEM (JES2) EXIT
ROUTI NES

TASK 4069.2.7 . . . . . oo 6-J-12
MODI FY MVS OPERATI NG SYSTEM EXI T
ROUTI NES

TASK 4069.2.8 . . . . . . ..o 6-J-13
SUPERVI SE PROGRAMM NG EFFORTS

TASK 4069.2.9 . . . . . . . . . .. ... .. ... .6-314
MONI TOR | MPLEMENTATI ON OF NEW SYSTEMS

TASK 4069. 2. 10 . 6-J- 15
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TASK 4069.2.11 . . . . . . . .o
MAI NTAI N VI RTUAL STORAGE SYSTEM
TASK 4069.2.12 . . . . . . . ..o
EVALUATE PERFORMANCE OF ADPE
TASK 4069.2.13 . . . . . . .o
DEVELOP OPERATI NG SYSTEM SOFTWARE
MAI NTENANCE | MPLEMENTATI ON  PROCEDURES
TASK 4069.2.14 . . . . . . .o
SUPERVI SE CONFI GURATI ON' MANAGEMENT
PROCEDURES
TASK 4069.2.15 . . . . . . . . . . ..
APPLY ROSCOE COMMVANDS
TASK 4069.2.16 . . . . . . . . . .
MAI NTAI N LI BRARI ES
TASK 4069.2.17 . . . . . . . . . .
WRI TE ALC PROGRAMS
TASK 4069.2.18 . . . . . . . ..o
MODI FY/ TROUBLESHOOT ALC PROGRAMS
TASK 4069.2.19 . . . . . . .o
CREATE GENERATI ONAL DATA GROUP (GDG)
TASK 4069.2.20 . . . . . . oo
CREATE VI RTUAL STORAGE ACCESS METHOD
(VSAM) DATASET
TASK 4069.2.21 . . . . . . oo
UTI LI ZE TSO TO DEVELOP OR MAI NTAI N
SYSTEM SOFTWARE
DUTY AREA 3 TUNI NG OF SYSTEMS SOFTWARE
TASK 4069.3.1 . . . . . . . . oo
MONI TOR SYSTEM PERFORMANCE
TASK 4069.3.2 . . . . . . ..o
ANALYZE SYSTEM PERFORMANCE
TASK 4069.3.3 . . . . . ..o
DEVELOP TUNI NG RECOMVENDATI ONS
TASK 4069.3.4 . . . . . .o
ADJUST MVS OPERATI NG SYSTEM PARAVETERS
TASK 4069.3.5 . . . . . oo
ADJUST PROGRAM PRODUCT PARAMETERS
TASK 4069.3.6 . . . . . o,
ADJUST PROPRI ETARY SOFTWARE PRODUCT
PARAVETERS
TASK 4069.3.7 . . . . . . . . . ..
WRI TE CAPACI TY PLAN
DUTY AREA 4 DI AGNOSI NG SYSTEMS SOFTWARE
TASK 4069.4.1 . . . . . . . ..o
ANALYZE APPLI CATI ON DUWP
TASK 4069.4.2 . . . . . ..o
ANALYZE SUPERVI SOR CALL DUMP
TASK 4069. 4. 3

ANALYZE STAND- ALONE DUWMP

6-J-15

6-J-16

6-J-16

6-J-17

6-J-18

6-J-19

6-J-19

6-J-21

6-J-22

6-J-23

6-J-23

6-J-24

6-J-25

6-J- 27

6-J-28

6-J-29

6-J-30

6-J-30

6-J-32

6-J-32

6-J-33
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MOS 4071, DATABASE MANAGEMENT SYSTEM (DBMS) SPECI ALI ST

DUTY AREA 1 -  CREATI ON OF RELATI ONAL DATABASES
TASK 4071.1.1 . . . . . oo BeK-1
ANALYZE CUSTOMER REQUEST
TASK 4071.1.2 . . . . . .o B-K1
DESI GN A RELATI ONAL DATABASE MANAGEMENT
SYSTEM ( RDBMB)
DUTY AREA 2 -  MAI NTENANCE OF RELATI ONAL DATABASES

TASK 4071.2.1 . . . . . . . . . . . . . . . . . . . . . b6-K3
MODI FY RELATI ONAL DATABASE
DUTY AREA 3 USE OF DATABASE MANAGEMENT SYSTEMS ( DBMS)

TASK 4071.3.1 . . . . . . . . . . . . . . . . . . ... 6-KA4
CREATE DBMS ACCESS
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MCS 4075, COVPUTER SECURI TY SPECI ALI ST
DUTY AREA 1 - SOFTWARE SECURI TY
TASK 4075. 1. e e e e 6-L-1
SUPERVI SE SOFTWARE
I NSTALLATI ON/ MAI NTENANCE
TASK 4075. 1. Ce e e 6-L-2
MONI TOR SECURI TY SYSTEM
TASK 4075. 1. C e e e e e 6-L-2
TRAI'N SECURI TY ADM NI STRATCRS
TASK 4075. 1. C e e e 6-L-3
EVALUATE PROPCSED SOFTWARE PURCHASES
DUTY AREA 2 - PHYSI CAL SECURI TY
TASK 4075. 2. e < 1
| MPLEMENT SENSI T1 VE | NFORVATI ON HANDLI NG
PROCEDURE
TASK 4075. 2. C e e e e 6-L-4
CONTROL ACCESS TO SENSI Tl VE AREAS
TASK 4075. 2. C e e e 6-L-5
MONI TOR PHYSI CAL SECURI TY ENVI RONVENT
TASK 4075. 2. e e . . . .. ... ... . . . . .. .. ©b-L-6
I NSTRUCT PERSONNEL | N PHYSI CAL SECURI TY
REQUI REMENTS
TASK 4075. 2. C e e e e 6-L-7
I MPLEMENT SECURI TY FOR THE NETWORK
DUTY AREA 3 - ACCREDI TATI ON AND CONTI NGENCY PLANNI NG
TASK 4075. 3. C e e e e 6-L-8
PERFORM RI SK ANALYSI S
TASK 4075. 3. C e e e 6-L-8
CREATE FACI LI TY SECURI TY PROFI LE (FSP)
TASK 4075. 3. C e e e 6-L-9
CREATE CONTI NGENCY PLAN
TASK 4075. 3. C e e e 6-L-10
I NSTRUCT PERSONNEL ON CONTI NGENCY PLANS
TASK 4075. 3. 6-L-10

PERFORM ANNUAL ACCREDI TATI ON REVI EW
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MOS 4099, DATA PROCESSI NG CHI EF
DUTY AREA 1 - DATA PROCESSI NG UNI T

TASK 4099.1.1 . . . . . . . . . . . . . . . . . . ... 6-M1
MONI TOR ALL PERSONNEL MATTERS

TASK 4099.1.2 . . . . . . . . . . . . . . . . . . ... 6-M1
ANALYZE PROBLEMS AND REFER ACTI ON

TASK 4099.1.3 . . . . . . . . . . . . . . . . . . ... b6-M2
MONI TOR PERSONNEL GAI NS/ LOSSES

TASK 4099.1.4 . . . . . . . . . . . . . . . . . . .. . b6-M3
SUPERVI SE MAI NTENANCE OF NAVY AND MARI NE
CORPS DI RECTI VE SYSTEMS

TASK 4099.1.5 . . . . . . . . . . . . . . . . . . . . . b6-M3
MAI NTAI N | NTERNAL CONTRCOL OF
CORRESPONDENCE

TASK 4099.1.6 . . . . . . . . . . . . . . . . . . ... 6-M4
ORGANI ZE PERSONNEL FOR ADP OPERATI ONS

TASK 4099.1.7 . . . . . . . . . . . . . . . . . . ... 6-M4
ANALYZE OPERATI ONAL RECCRDS AND REPORTS

TASK 4099.1.8 . . . . . . . . . . . . . . . . . . . . . b-M5
PROVI DE GUI DANCE | N SCHEDULI NG PERSONNEL

TASK 4099.1.9 . . . . . . . . . . . . . . . . . . .. . b-M6
PERFORM ADM NI STRATI VE DUTI ES

TASK 4099. 1. 10 . 6-M7

PERFCORM PERI CDI C | NSPECTI ON CF THE DATA
PROCESSI NG FACI LI TY
TASK 4099.1.11 . . . . . . . . . . . . . . . . . . ... b6-M7
PROVI DE ASSI STANCE | N PREPARATI ON OF
FEASI Bl LI TY STUDI ES AND APPLI CATI ON

PLANS

TASK 4099.1.12 . . . . . . . . . . . . . . . . . . . . . b6-M8
EXPLAI N PCLI CI ES OF ORGANI ZATION TO
SUBORDI NATES

TASK 4099.1. 13 . .. 6-M9

ENSURE ADHERENCE TO DATA PROCESSI NG
PROCEDURES AND SOP' S
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MOS 4002, DATA SYSTEMS OFFI CER

DUTY AREA 1 - RESOURCE NMANAGEMENT/ ADM NI STRATI ON

TASK: 4002.1.1 MANAGE THE PLANNI NG PROGRAMM NG, AND BUDGETI NG
SYSTEM ( PPBS) FOR ADP

CONDITION(S): G ven appropriate references, |ocal conptroller
gui dance, contracts, delivery orders, planning docunents, and
appropri ate budget forns.

STANDARD: A budget will be inplenmented that will enable an ADP
installation to neet its financial obligations.

PERFORMANCE STEPS:

1. Determ ne the sources of budget infornmation.
2. Establish installation goals and objectives.
3. Determine admnistrative assistance required.
4. Prepare the budget.

5. Conplete the budget.

6. Submit the budget.

7. Apply PPBS concepts to the financial managenent of the
ADP activity.

8. Procure ADP resources utilizing econom c anal ysis.

9. Evaluate proposed software purchases.

REFERENCE( S) :

1. MCO 7100.8, Field Budget Gui dance Manual
2. MCBul 7100 Series, Field Budget Guidance
3. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

4. MCO 5236.2, Autonated Data Processing Resource Del egation
Program

Appendix A to
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5. MCO 5231.1C, Life Cycle Managenent for Automated
I nformati on Systens Projects
6. Armed Forces Staff College PUB 1
7. |1 RM 5231 Series

8. | RM 5236 Series

ADM NI STRATI VE | NSTRUCTI ONS:  ((NONE)

TASK: 4002.1.2 MANAGE CONTRACTS

CONDITION(S): G ven contracting docunments, |ocal contracting
of fi cer docunents, requirenents for new contracts, |ists of ADP
resources, specific deadlines, and appropriate references.

STANDARD:  The contracts will be managed for hardware, software,
and services per the
ref erence.

PERFORMANCE STEPS:

1. Performresponsibilities of contracting officer’s
technical representative and project nanager.

2. Supervise identification and preparation of requirenents
for forwarding to Purchasing and Contracti ng.

3. Review special clauses.
4. Review principles of fund managenent on contracts.

5. Evaluate contract perfornance.

REFERENCE( S) :

1. | RM 5236-01, Contract Adm nistration

ADM NI STRATI VE | NSTRUCTI ONS:  ((NONE)

Appendix A to
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TASK: 4002.1.3 ORGANI ZE PERSONNEL FCR ADP OPERATI ONS

CONDITION(S): G ven a mssion, table of organization, nmanning
| evel chart, personnel and |ocal established procedures.

STANDARD:  The ADP personnel w |l be organized to support the
execution of ADP requirenents.

PERFORMANCE STEPS:

1. Determ ne the nunber of personnel available in the
organi zational structure to include staffing goals and
manni ng | evel s.

2. ldentify the mgjor functional areas within the ADP
or gani zati on.

3. Assign tasks to the proper functional areas within the
organi zational structure

REFERENCE( S)

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manua

2. Local established procedures

ADM NI STRATI VE | NSTRUCTI ONS:  ((NONE)

TASK: 4002.1.4 ACCOUNT FOR ADP EQUI PVENT

CONDITION(S): G ven responsible officer account |istings, ADP
equi prent, and appropriate references.

The ADP equi prment will be nmanaged with 100 percent
accountability.

PERFORMANCE STEPS

1. ldentify ADPE accounting procedures.
2. Inventory ADP equi pnent.
3. Turn-in ADP equi pnment for disposal
4. Report the receipt/acceptance of ADP equi prent.
5. Turn-in ADPE equi pnent for maintenance.
Appendix A to
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6. Review ADP equi pnent utilization.

REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

2. MCO 4400 Series

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4002.1.5 PREPARE ABBREVI ATED SYSTEMS DECI SI ON PAPER
( ASDP)

CONDITION(S): G ven a requirenment for ADP equi pnent purchase and
ref erences.

STANDARD:  An ASDP wi Il be prepared per the references.

PERFORMANCE STEPS:

1. ldentify all options/alternatives.

2. Conduct a cost conparison and econom c anal ysis on all
options/alternatives.

3. Determ ne mai ntenance costs.
4. Justify the equi pment purchase.
5. Submit ASDP to appropriate approval |evel.

6. Order the equipnent.

REFERENCE( S) :

1. MCO 5231.1C

2. Local SOP

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

Appendix A to
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TASK:  4002.1.6 PREPARE TELECOVMUNI CATI ONS SERVI CE REQUEST (TSR)

CONDI TION(S): Provided requirenment for tel econmuni cation support
and references.

STANDARD: An TSR will be prepared per the references.

PERFORMANCE STEPS:

1. Research references.

2. Determine information required.
3. Comnpile necessary information.
4. Prepare the TSR

5. Submit for approval.

REFERENCE( S) :

1. FMM 3-30
2.  NAVTELCOM NST 2880-1B

3. DCA Crculars

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4002.1.7 DETERM NE CRI Tl CAL PATH FOR DEVELOPMENT SYSTEM

CONDITION(S): G ven a project assignment as a Data Systens
Oficer and the reference.

STANDARD: The critical path for a devel oping systemw || be
determ ned using conpletion tinme and activity slack times per the
ref erence.

PERFORMANCE STEPS:

1. Calculate conpletion tine and activity slack time.

2. ldentify characteristics of a project type that can be
control |l ed usi ng network anal ysi s.

3. Inplenent steps of project network.
4. Establish objectives of critical path analysis.
Appendix A to
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5. Construct a project network.

REFERENCE( S) :

1. Managenent Science, L. Krajewski and H Thonpson, John
Wl ey and Sons, 1981 Edition

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4002.1.8 WRITE A FEASI BI LI TY STUDY

CONDITION(S): G ven an assignnment as a nenber of Infornation
Systens Devel opment Team and the reference

STANDARD: A feasibility study will be witten per the reference.

PERFORMANCE STEPS:

1. ldentify location of the feasibility study in LCM
process.

2. Determine technical, operational, and econom c
feasibility.

3. Wite a purpose statenent.
4. Wite each section of the feasibility study.

5. Construct the study.

REFERENCE( S) :

1. MCO P5231.1, Life Cycle Managenent for |Infornmation
Systens

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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DUTY AREA 2 - DATA COVMUNI CATI ONS SYSTEMS

TASK: 4002.2.1 |INSTALL A ROUTER

CONDITION(S): Gven a list of incom ng LAN WAN equi pnrent and
their installation planning guides, a list of incom ng software,
and the | ayout of the effected area.

STANDARD:  An inplenmentation plan to install a router on a
LAN WAN for a given geographical area will be prepared within the
time frane allotted.

PERFORMANCE STEPS:

1. Fromthe LAN WAN pl anni ng di agrans deternine the type of
router required to support the plan.

2. Fromthe LAN WAN pl anni ng di agrans determni ne the
configuration for the router.

3. Determ ne type and nunber of connections.

4. Determne types and nunbers of interface cards.
5. Install LAN WAN router.

6. Configure the addressing schene.

7. Test and inplenent the router.

8. Manage server to server WAN conmuni cati on.

9. Manage TCP/IP addresses for your activity.

10. Configure a network for Tel net access.

REFERENCE( S) :

1. Local SCP

2. Oiginal Vendor User Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4002.2.2 CONFl GURE A HOST FOR TCP/ I P

CONDITION(S): G ven a server and adnministrative authority over a
LAN WAN.

STANDARD: The administrative and installation procedures for
operating a LAN WAN server to server contmunications using TCP/IP
will be foll owed.

PERFORMANCE STEPS:

1. Install TCP\IP software.

2. Configure the addressing schene.

3. Test and inplenent the router.

4. Manage server to server WAN conmuni cati on.

5. Manage TCP/I P addresses for your activity.

REFERENCE( S) :

1. Local SOCP

2. Oiginal Vendor User Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4002.2.3 USE LAN WAN NETWORK MANAGEMENT TOOLS

CONDITION(S): G ven LAN WAN networ k nmanagenent software.

STANDARD: Networ k managenment will be perforned on the
oper ati onal LAN WAN.

PERFORMANCE STEPS:

1. Establish the LAN WAN rmanagenent responsibilities.

2. Optimze LAN WAN per formance.

REFERENCE( S) :

1. Local SOP
2. Oiginal Vendor User Manual
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ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4002.2.4 | NSTALL LAN WAN

CONDITION(S): Gven a list of incom ng LAN WAN equi pnrent and
their installation planning guides, a list of incom ng software,
and the | ayout of the effected area.

STANDARD:  An LANWAN for a given geographical area will be
installed within the tine frame all otted.

PERFORMANCE STEPS:

1. Determne the specific boundaries for the LAN WAN.
2. Receivelaccept the LAN WAN equi pnent .
3. Prepare inplenentation plan.

4. Install fiber optic cabling, tw sted pair, coaxial, or
10baseT cabl i ng.

5. Install data term nal equi prment (DTE)

6. Install data communi cation equi pnent (DCE).
7. Install data encryption equi prment (DEE).

8. Install LAN server(s).

9. Add a workstation to the LAN.

10. Install multinedia (voice, video) adapters.

11. Fromthe LAN WAN pl anni ng di agrans deternine the type of
bridge required to support the plan.

12. Fromthe LAN WAN pl anni ng di agrans determ ne the
configuration for the bridge.

13. Determ ne type and nunber of connections.
14. Determ ne types and nunbers of interface cards.
15. Install LAN WAN bri dge.
16. Configure the addressing schene.
17. Test and inplenent the bridge.
Appendix A to
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18. Install or configure an intelligent conmunications
adapter (1SC) to provide server interface.

19. Install or configure an intelligent contmunications
adapter (1SC) to provide PC dial-in/PC dial-out
capability.

20. Configure a 3270 option for a LAN.

21. Install/configure a gateway using SMIP or softsw tch.

REFERENCE( S) :

1. Local SCP

2. Oiginal Vendor User Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4002.2.5 MANACE LAN WAN EUCE

CONDITION(S): G ven a LAN WAN EUCE, equi prent and software, and
appropri ate references.

STANDARD: The admini strative procedures for controlling,
operating and nanagi ng a LAN WAN EUCE for a given geographi cal
area will be foll owed.

PERFORMANCE STEPS:

1. ldentify and correct problens on ethernet networks.
2. ldentify and correct problens on token ring networks.
3. Monitor performance of network systens software.
4. Access the LAN admi nistration software.
5. Admini ster network users.
6. Administer network services.
7. Admini ster network workstations.
8. Manage LAN resources.
9. Manage user profiles.
Appendix A to
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10. Correct data contmunication equi prrent (DCE) fail ures.
11. Anal yze LAN performance

12. Adjust LAN operating system paraneters for enhanced
per f or mance.

13. Correct data term nal equipnment (DTE) failures.

14. Correct LAN WAN EUCE probl ens.

15. Correct LAN admi nistration problens.

16. Correct LAN security problens.

17. Maintain a 3270 option for a LAN.

18. Use an SMNP agent to troubl eshoot a LAN WAN EUCE probl em

19. Maintain a gateway using SMIP or softsw tch.

REFERENCE( S) :

1. Local SOCP

2. Oiginal Vendor User Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 3 - SOFTWARE ENG NEERI NG

TASK: 4002.3.1 MONI TOR SOFTWARE OPERATI ONAL TESTS AND
EVALUATI ONS

CONDITION(S): G ven an assignnent as a Data Systens Software
O ficer and the appropriate references.

STANDARD: Software operational tests and evaluations will be
nmonitored to ensure conpliance with appropriate references.

PERFORMANCE STEPS:

1. Review software design specifications.
2. Evaluate inplenentation proposals.
Appendix A to
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3. Select best proposal.
4. Supervise inplenmentation.
5. Analyze results of testing.

6. Devel op enhancenent program

7. Establish inplenmentation guidelines and nil estones.

REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

2. U S. Marine Corps Information Resources Managenent
Publ i cati ons

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4002.3.2 ESTABLI SH SOFTWARE DEVELOPMENT STANDARD

CONDITION(S): G ven an assignnent as a Data Systens Software
O ficer and the appropriate references.

STANDARD:  Softwar e devel opment SOP's will be established per
appropri ate references.

PERFORMANCE STEPS:

1. Conduct detail ed software devel opnent revi ews.

2. Analyze strong points and deficiencies of programm ng.
3. Review devel opnent trends.

4. Docunent procedures for routine and unschedul ed

i nci dents.

REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

2. U S. Marine Corps Information Resources Managenent
Publ i cati ons

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4002. 3.3 SUPERVI SE DEVELOPMENT OF USER REQUI REMENTS

CONDITION(S): G ven an assignnent as a Data Systens Software
O ficer and the appropriate references.

STANDARD: User information systens requirenments will be
devel oped and supervised to ensure conpliance with appropriate
ref erences.

PERFORMANCE STEPS:

1. Attend software mai ntenance and devel opnment neeti ngs.
2. Evaluate proposals from custonmers and progranm ng

3. Analyze specific itens of additional information
required.

4. Present software mai ntenance and devel opnment proposal s.

5. ldentify significant software specifications.

REFERENCE( S)

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manua

2. U S. Marine Corps Infornmation Resources Managenent
Publ i cati ons

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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DUTY AREA 4 - UNI X OPERATI NG SYSTEM

TASK: 4002.4.1 |INSTALL UNI X OPERATI NG SYSTEM

CONDITION(S): G ven system nanual s, a workstation, and operating
system software rel ease nedi a.

STANDARD: Install and configure the UNI X operating system

PERFORMANCE STEPS:

1. Determ ne users system configuration requirenents.
2. Boot the systemusing UNl X rel ease nedi a.

3. Configure the kernel.

4. Initialize UNI X configuration files.

5. Configure the workstation for users.

6. Verify operating environnent log files.

REFERENCE( S) :

1. UN X Reference Manual
2. Hardware and Software Manual s

3. UNI X System and Network Adni nistration Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4002.4.2 OPERATE A COVWPUTER USI NG UNI X OPERATI NG SYSTEM

CONDITION(S): Gven a UNI X workstation with software.

STANDARD:. Commmands will be entered froma UN X shell.

PERFORMANCE STEPS:

1. Conduct system start-up/ shut down.
2. Log-in to the workstation.
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3. Change password.

4. Invoke on-line manual pages.

5. Edit a file using an editor.

6. Print a file.

7. I nvoke input/output redirection.

8. Change file perm ssions.

9. Use UNNIX file utilities.

10. Use UNI X communi cation utilities.

11. Use diagnostic utilities.

12. Log-out of the workstation.
REFERENCE( S) :

1. On-line Manual

2. UNI X Operating System Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:

4002. 4.3 MANAGE USER ACCOUNTS

CONDITION(S): Gven a wrkstation, software and the reference.

STANDARD: User accounts will be managed per the reference.

PERFORMANCE STEPS:

1.

Modi fy (add/ del ete users) the password file.
Verify sufficient disk space exists for user.
Create/renove a hone directory for user.

Change file perm ssions to enabl e/ disable user file
access.

Configure user environnent vari ables.
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REFERENCE( S) :

1. UN X Operating System Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4002.4.4 NMNMANACE FI LE SYSTEMS

CONDITION(S): Gven a network of UN X workstations.

STANDARD: The file systemw || be managed per operating system
manual .

PERFORMANCE STEPS:

1. Determne the type of UNI X operating system
2. Format data storage nedia.

3. Partition data storage nedi a.

4. Create file systens.

5. Modify file systens.

6. Munt/unnmount file systens.

7. Export file systens.

8. Delete file systens.

REFERENCE( S) :

1. On-line Manual
2. UNI X Operating System Manual

3. UNI X System and Network Adni nistration Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4002.4.5 | NSTALL HARDWARE

CONDITION(S): G ven a UNI X workstation, peripheral devices, and
devi ce specific software.

STANDARD:  Peripheral devices will be installed and configured
per the references.

PERFORMANCE STEPS:

1. Install peripheral hardware.

2. Modify systemenvironnment files.

REFERENCE( S) :

1. Local SCP

2. UNI X Operating System Software

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4002.4.6 | NSTALL SOFTWARE

CONDITION(S): Gven a UNI X workstation and software.

STANDARD: Software will be installed and configured per the
ref erences.

PERFORMANCE STEPS:

1. Install application software.

2. Configure presentation software for new application
sof t war e.

3. Configure systemresources for new application software.

REFERENCE( S) :

1. On-line Manual

2. UNI X Operating System Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4002.4.7 CONDUCT SYSTEM BACKUP/ RECOVERY

CONDITION(S): Gven a network of UNI X workstations with
peri pheral devices.

STANDARD: Systemfiles will be backed up and recovered per the
ref erences.

PERFORMANCE STEPS:

1. Backup file(s), directories, and file systens.

2. Restore file(s), directories, and file systens.

REFERENCE( S) :

1. On-line Manual

2. UNI X Operating System Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4002.4.8 TUNE SYSTEM PERFORVANCE

CONDITION(S): Gven a network of UNI X workstations with
peri pheral devices.

STANDARD: System performance will be optimn zed per the
ref erences.

PERFORMANCE STEPS:

1. Monitor system perfornance.

2. Reconfigure the kernel.

REFERENCE( S) :

1. On-line Manual

2. UNI X Operating System Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4002.4.9 MANAGE MULTI PLE NETWORKS

CONDITION(S): Gven a network of multiple UNI X servers.
STANDARD: The network will be managed per the references.

PERFORMANCE STEPS:

1. Configure gateways and routers between networks.
2. Configure routing tables on servers.

3. Monitor inter-network | oad.

REFERENCE( S) :

1. On-line Manual
2. UNI X Operating System Manual

3. UNI X System and Network Adni nistration Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4002.4.10 WRITE SHELL SCRI PT FI LES

CONDITION(S): Gven a UNI X workstation and software.

STANDARD: The shell script will be created and run per the
ref erences.

PERFORMANCE STEPS:

1. Create a sinple shell script.
2. Save a shell script.

3. Execute a shell script.

REFERENCE( S) :

1. On-line Manual
2. UNI X Operating System Manual
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ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4002.4.11 MANAGE SYSTEM PROCESS

CONDITION(S): Gven a UNI X workstation and software.

STANDARD: The system process will be nanaged per the references.

PERFORMANCE STEPS:

1. Define a system process.
2. Define the different types of processes.

3. Manage system processes.

REFERENCE( S) :

1. On-line Manual
2. UNI X Operating System Manual

3. UNI X System and Network Adninistrative Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4002.4.12 MANAGE NETWORK SERVI CES

CONDITION(S): Gven a network of multiple UNI X servers.

STANDARD: Network services will be nanaged per the references.

PERFORMANCE STEPS:

1. Define Network File System (NFS) terninol ogy.

2. Export file hierarchies with NFS.

3. Mount file hierarchies with MS.

4. Create NFS autonounter maps.

5. Mount file hierarchies with the NFS autonounter.

6. Define Network Information Service (NI'S) term nol ogy.
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7. Configure a NI'S donain.
8. Configure the UNIX to UNI X Copy Program (UUCP) .
9. Use UUCP to copy files to/froma renote host.
REFERENCE( S) :

1. On-line Manual
2. UNI X Operating System Manual

3. UNI X System and Network Adni nistration Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4002.4.13 MANAGE NETWORK SECURI TY

CONDITION(S): Gven a network of multiple UNI X workstations and
servers, security regulations, and classification of data.

STANDARD: The network will be secured agai nst known threats per
the references.

PERFORMANCE STEPS:

1. Analyze current network security procedures.
2. Recomend solutions to identified vulnerabilities.

3. Inplenent corrections to secure network.

REFERENCE( S) :

1. On-line Manual
2. UNI X Operating System Manual

3. UNI X System and Network Adni nistration Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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DUTY AREA 5 - DATA COVMUNI CATI ONS PLAN FOR ANNEX K

TASK: 4002.5.1 PREPARE A DATA COMMUNI CATI ONS PLAN FOR AN ANNEX
K

CONDITION(S): G ven an assignnent as a nmenber of a
general / speci al staff or | SMO.

STANDARD:  The conmmuni cations plan will be prepared for Annex K
(Conmruni cations) to an operation order for an anphi bi ous
oper ati on.

PERFORMANCE STEPS:

1. Contact the key staff and special staff officers for
gui dance.

2. Fornulate a comruni cati ons support concept for
oper ati ons.

3. Locate sources of required operational information.

4. Devel op data comuni cati ons support plan for depl oyed FM-
unit.

5. Prepare ADP support appendi x to an operations order.
6. Plan for deployed mai nt enance support.
7. Plan for STU- 111 data operations.

8. Plan for analog/digital switching interface.

REFERENCE( S) :

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4002.5.2 PLAN COVWUNI CATI ONS SUPPORT FOR A COWAND POST

CONDITION(S): Guven a list of requirements for comunications
support for a conmand post.
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STANDARD: A conmuni cati ons support plan will be prepared.

PERFORMANCE STEPS

1. Plan depl oynent of data comruni cati ons system
2. Plan redepl oynent of data conmunications system
3. Plan a LAN in a garrison environnent.

4. Plan a LAN in a tactical environment.

5. Plan a WAN in a garrison environnent.

6. Plan a WAN in a tactical environnent.

7. Plan a data comruni cations system

8. Plan a data comruni cations systemto support data
transfer.

9. Plan cabling requirenents for data comruni cati ons.

REFERENCE( S)

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4002.5.3 PLAN DATA COVMUNI CATI ONS FOR JO NT/ COVBI NED
OPERATI ONS

CONDITION(S): Gven a list of requirements for comunications
support for joint/conbined operations.

STANDARD: A conmuni cati ons support plan will be prepared.

PERFORMANCE STEPS

1. Plan inter-agency network comruni cations |ink

2. Analyze data transfer procedures utilized by other
conponents.

3. Establish liaison with joint/conbined forces data
comruni cati ons personnel
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REFERENCE( S) :

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4002.5.4 WRITE A DATA COVMUNI CATI ONS SOP

CONDITION(S): G ven a data comuni cations support plan.

STANDARD: A data commruni cations SOP will be devel oped.

PERFORMANCE STEPS:

1. Determ ne areas of concern in ADPE nmi ntenance, supply,
personnel managenent, and contuni cati on support.

2. Draft data conmuni cation center energency action plan

(EAP) .
REFERENCE( S) :
1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 6 - | NFORMATI ON SECURI TY

TASK: 4002.6.1 ESTABLI SH | NFORVATI ON SECURI TY PROCEDURES

CONDITION(S): G ven ADP hardware and software, key personnel,
and security regul ations.

STANDARD: Security procedures will be established to ensure
maxi mum protection and integrity of ADP resources.

PERFORMANCE STEPS:

1. Determ ne the goals of ADP security.
2. I nplenent access controls.
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3. Adm nister security.

4. Review risk assessnent and conti ngency plan annually.

5. Test contingency plan.

6. Develop termnal area security plan.

7. Install anti-virus software.

8. Develop a command information security SOP.
REFERENCE( S) :

1. OPNAVI NST 5239. 1A, DON ADP Security Procedures
2.  MCO P5510. 14, WMarine Corps ADP Security Manual
3. Computer Security Act of 1987

4. DOD Directive 5200. 28

5. | RM 5239 Series

6. Applicable Vendor Manual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4002.6.2 PLAN DATA COMMUNI CATI ON SECURI TY

CONDITION(S): G ven a LANWAN nanage the security according to
| NFOSEC gui del i nes.

STANDARD: The admini strative procedures for protecting the
transmi ssion, integrity, and classification of data flow ng
through a data comruni cation systemw |l be foll owed.

PERFORMANCE STEPS:

1. Prepare mcroconputer security procedures.
2. Use KG 84 for secure data communications.
3. Execute data communi cation security plan.

4. Correct LAN security problens.
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REFERENCE( S) :

1.

2.

3.

4.

OPNAVI NST 5239. 1A, DON ADP Security Procedures
MCO P5510. 14, Marine Corps ADP Security Mnual
Local SOCP

Original Vendor User Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 7 - SYSTEM RESTORATI ON

TASK:

4002.7.1 PERFORM LI M TED TECHNI CAL | NSPECTI ON (LTI)

CONDI TION(S): Provided suspect itens of equipnment and

ref erences.

STANDARD:  Equi pnent conditions will be inspected to determ ne
the extent and | evel of maintenance required to restore it to a
speci fied condition.

PERFORMANCE STEPS:

1. Determne requirenents of the LTI.
2. Develop an LTI checkli st.
3. Inspect the equipnent.
4. Conpl ete the checklist.
5. Report the results.
REFERENCE( S) :
1. MCO P4790.2B M MVS Field Procedures Manual
2. MCO 4400.82F M MVS Controlled Item Managenent Manual
3. UNIT T/E (CW
4. Appropriate Technical Publications
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ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4002.7.2 USE M MVS/ SASSY REPORTS, REPORTS AND
REQUI REMENTS

CONDITION(S): G ven M MVS/ SASSY reports and forns.

STANDARD: Use M MVBB/ SASSY forns and requirenents per the
ref erences.

PERFORMANCE STEPS:

1. Use ERO and ERO SL

2. Use DPR and LM2 reports

REFERENCE( S) :

1. Local SOCP
2. UM 4790. _

3. TM 4790. _

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4002.7.3 PREPARE AN EQUI PMENT REPAI R CRDER ( ERO)

CONDITION(S): G ven the appropriate references, equipnent
order (ERO form and equi prent record jacket.

STANDARD: The ERO must be filled out correctly per the
ref erences.

PERFORMANCE STEPS:

1. Fill out the required sections on the equi pment repair

order (ERO.

2. Enter required information in the equi pment record | og.

3. Induct the equipnent into the naintenance cycle.

4. After maintenance is conplete close the ERO
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5. File the EROin the equiprment record jacket.

REFERENCE( S) :

1. Local SCP
2. UM 4790. _

3. TM 4790. _

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4002.7.4 PREPARE EQU PMENT FOR EMBARKATI ON

CONDI TION(S): Provided equi pnent, personnel, a nission, and
ref erences.

STANDARD:  Equi pnent will be enbarked per the references.

PERFORMANCE STEPS

1. Inspect SL-3 conpl eteness of mmintenance/ mai nt enance
support equi prent.

2. Determne requirenents for enbarkation materials, boxes,
strappi ng, etc.

3. Inspect tactical marking of naintenance/ nmai ntenance
support equi prent.

4. Inspect packing and enbark |ists upon conpletion

5. Inspect weather/water proofing of naintenance/ nai ntenance
support equi prent.

6. Determne special lifting/handling requirenments for
mai nt enance/ mai nt enance support equi prent.

7. Determ ne special security requirenents for
mai nt enance/ mai nt enance support equi prent.

REFERENCE( S)

1. MCO P4750.3 Painting Canoufl age Pattern Painting,
Regi stration Marking and ldentification of Marine Corps
Tacti cal Equi pnent
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2. UNIT T/E (CWR)
3. Appropriate Unit SOP' S

4. Appropriate SL-3"S Major Conponents of End Itens

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4002.7.5 PROTECT ELECTROSTATI C DI SCHARGE (ESD) SENSI Tl VE
DEVI CES DURI NG HANDLI NG, STORAGE, AND TRANSPORTATI ON

CONDI TION(S): Provided ESD sensitive devices, ESD protection
materials, ESD | abels, and applicable technical nanuals and
ref erences.

STANDARD: Perform actions to protect ESD sensitive devices per
the references.

PERFORMANCE STEPS:

1. Review references.
2. ldentify materials requiring ESD protection.
3. Performactions necessary to protect ESD sensitive

mat eri al s.

REFERENCE( S) :

1. TM9999-15/1 ESD Awareness El ectrostatic Di scharge
2. TM9999-15/2 Electrostatic Discharge (ESD) Managemnent

3. MCO 2410.2A Electromagnetic Environnental Effects (E3)
Control Program

4. TI-4400-15/1 Packagi ng, Handling, Storage and
Transportation of Electrostatic D scharge Sensitive Itens

5. TM 9406-15 Groundi ng Procedures

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK:  4002.7.6 | MPLEMENT ELECTROMAGNETI C ENVI RONMVENTAL EFFECTS
E(3) PROGRAM

CONDI TION(S): Provided mission, personnel, test equipnment, and
appropri ate references.

STANDARD: | npl enrent (E3) program per FMFM 3-36 Gui de To
El ectromagnetic Interference Control, Chapter 6.

PERFORMANCE STEPS:

1. Develop design and installation techniques that cover the
foll owi ng areas:

a. Indirect coupling
b. Shielding
c. Gounding
d. Bonding
e. Filtering
f. Corrosion control
2. Devel op mai nt enance standards.
3. ldentify and report E3 problens to the unit E3

coor di nat or.

REFERENCE( S) :

1. TM 9406-15 G oundi ng Procedures
2. FMFM 3-36 @Quide To Electromagnetic Interference Control

3. Tl 5820-25/22

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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MOS 4010, DATA SYSTEMS SOFTWARE OFFI CER

DUTY AREA 1 - RESOURCE NANAGEMENT/ ADM NI STRATI ON

TASK: 4010.1.1 MANAGE THE PLANNI NG PROGRAMM NG, AND BUDGETI NG
SYSTEM ( PPBS) FOR ADP

CONDITION(S): G ven appropriate references, |ocal conptroller
gui dance, contracts, delivery orders, planning docunents, and
appropri ate budget forns.

STANDARD: I npl enent a budget that will enable a ADP installation
toits nmeet its financial obligations.

PERFORMANCE STEPS:

1. Determ ne the sources of budget infornmation.
2. Establish installation goals and objectives.
3. Determine admnistrative assistance required.
4. Prepare the budget.

5. Conplete the budget.

6. Submit the budget.

7. Apply PPBS concepts to the financial managenent of the
ADP activity.

8. Procure ADP resources utilizing econom c anal ysis.

9. Evaluate proposed software purchases.

REFERENCE( S) :

1. MCO 7100.8, Field Budget Gui dance Manual
2. MCBul 7100 Series, Field Budget Guidance
3. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

4. MCO 5236.2, Autonated Data Processing Resource Del egation
Program
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5. MCO 5231.1C, Life Cycle Managenent for Automated
I nformati on Systens Projects

6. Armed Forces Staff College PUB 1
7. |1 RM 5231 Series

8. | RM 5236 Series

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.1.2 MANAGE CONTRACTS

CONDITION(S): G ven contracting docunments, |ocal contracting
of fi cer docunents, requirenents for new contracts, lists of ADP
resources, specific deadlines, and appropriate references.

STANDARD: The contracts will be managed for hardware, software,
and services per appropriate references.

PERFORMANCE STEPS:

1. Performresponsibilities of contracting officer’s
technical representative and project nanager.

2. Supervise identification and preparation of requirenents
for forwarding to Purchasing and Contracti ng.

3. Review special clauses.
4. Review principles of fund managenent on contracts.

5. Evaluate contract perfornance.

REFERENCE( S) :

1. | RM 5236-01, Contract Adm nistration

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4010.1.3 ORGANI ZE PERSONNEL FCR ADP OPERATI ONS

CONDITION(S): G ven a mssion, table of organization, nmanning
| evel chart, personnel, and |ocal established procedures.

STANDARD: The ADP personnel w |l be organized to support the
execution of ADP requirenents.

PERFORMANCE STEPS

1. Determ ne the nunber of personnel available in the
organi zational structure to include staffing goals and
manni ng | evel s.

2. ldentify the mgjor functional areas within the ADP
or gani zati on.

3. Assign tasks to the proper functional areas within the
organi zational structure

REFERENCE( S)

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manua

2. Local established procedures

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.1.4 ACCOUNT FOR ADP EQUI PVENT

CONDITION(S): G ven responsible officer account |istings, ADP
equi prent and appropriate references.

STANDARD: The ADP equi pnent will be managed with 100 percent
accountability.

PERFORMANCE STEPS

1. ldentify ADPE accounting procedures.
2. Inventory ADP equi pnent.
3. Turn-in ADP equi pnment for disposal
4. Report the receipt/acceptance of ADP equi prent.
5. Turn-in ADPE equi pnent for maintenance.
Appendix B to
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6. Review ADP equi pnent utilization.

REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

2. MCO 4400 Series

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4010.1.5 PREPARE ABBREVI ATED SYSTEMS DECI SI ON PAPER
( ASDP)

CONDITION(S): G ven a requirenment for ADP equi pnent purchase and
ref erences.

STANDARD:  Prepare an ASDP per the references.

PERFORMANCE STEPS:

1. ldentify all options/alternatives.

2. Conduct a cost conparison and econom c anal ysis on all
options/alternatives.

3. Determ ne mai ntenance costs.
4. Justify the equi pment purchase.
5. Submit ASDP to appropriate approval |evel.

6. Order the equipnent.

REFERENCE( S) :

1. MCO 5231.1C

2. Local SOP

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

Appendix B to
ENCLOSURE ( 6)
6- B-4



MCO 1510. 37C

13 Dec 95

TASK: 4010.1.6 PREPARE TELECOVMUNI CATI ONS SERVI CE REQUEST (TSR)

CONDI TION(S): Provided requirenment for tel econmuni cation support
and references.

STANDARD: An TSR will be prepared per the references.

PERFORMANCE STEPS:

1. Research references.

2. Determine information required.
3. Comnpile necessary information.
4. Prepare the TSR

5. Submit for approval.

REFERENCE( S) :

1. FMM 3-30
2.  NAVTELCOM NST 2880-1B

3. DCA Crculars

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 2 - DATA COVMUNI CATI ONS SYSTEMS

TASK: 4010.2.1 |INSTALL A ROUTER

CONDITION(S): Gven a list of incom ng LAN WAN equi pnrent and
their installation planning guides, a list of incom ng software,
and the | ayout of the effected area.

STANDARD:  An inplenmentation plan to install a router on a
LAN WAN for a given geographical area will be prepared within the
time frane allotted.

PERFORMANCE STEPS:

1. Fromthe LAN WAN pl anni ng di agrans deternine the type of
router required to support the plan.
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2. Fromthe LAN WAN pl anni ng di agrans determni ne the
configuration for the router.

3. Determ ne type and nunber of connections.

4. Determne types and nunbers of interface cards.

5. Install LAN WAN router.

6. Configure the addressing schene.

7. Test and inplenent the router.

8. Manage server to server WAN conmuni cati on.

9. Manage TCP/IP addresses for your activity.

10. Configure a network for Tel net access.

REFERENCE( S) :

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.2.2 CONFl GURE A HOST FOR TCP/ I P

CONDITION(S): G ven a server and adnministrative authority over a
LAN WAN.

STANDARD: The administrative and installation procedures for
operating a LAN WAN server to server contmunications using TCP/IP
will be foll owed.

PERFORMANCE STEPS:

1. Install TCP\IP software.

2. Configure the addressing schene.

3. Test and inplenent the router.

4. Manage server to server WAN conmuni cati on.

5. Manage TCP/I P addresses for your activity.
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REFERENCE( S) :

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.2.3 USE LAN WAN NETWORK MANAGEMENT TOOLS

CONDITION(S): G ven LAN WAN networ k nmanagenent software.

STANDARD: Networ k managenment will be perforned on the
oper ati onal LAN WAN.

PERFORMANCE STEPS:

1. Establish the LAN WAN rmanagenent responsibilities.

2. Optimze LAN WAN per formance.

REFERENCE( S) :

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4010.2.4 | NSTALL LAN WAN

CONDITION(S): Gven a list of incom ng LAN WAN equi pnent and
their installation planning guides, a list of incom ng software,
and the | ayout of the effected area.

STANDARD: Install a LANNWAN for a given geographical area wll
be prepared within the tinme frame allotted.

PERFORMANCE STEPS:

1. Determne the specific boundaries for the LAN WAN.
2. Receivelaccept the LAN WAN equi pnent .
3. Prepare inplenentation plan.

4. Install fiber optic cabling, tw sted pair, coaxial, or
10baseT cabl i ng.
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5. Install data term nal equi prment (DTE)

6. Install data comuni cati on equi pnent (DCE)
7. Install data encryption equi pment (DEE)

8. Install LAN server(s).

9. Add a workstation to the LAN.

10. Install multinedia (voice, video) adapters.

11. Fromthe LAN WAN pl anni ng di agrans deternine the type of
bridge required to support the plan.

12. Fromthe LAN WAN pl anni ng di agrans determ ne the
configuration for the bridge.

13. Determ ne type and nunber of connections.

14. Determ ne types and nunbers of interface cards.
15. Install LAN WAN bri dge.

16. Configure the addressing schene.

17. Test and inplenment the bridge.

18. Install or configure an intelligent conmunications
adapter (1SC) to provide server interface.

19. Install or configure an intelligent conmunications
adapter (1SC) to provide PC dial-in/PC dial-out
capability.

20. Configure a 3270 option for a LAN.

21. Install/configure a gateway using SMIP or softsw tch.

REFERENCE( S)

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4010.2.5 MANACE LAN WAN EUCE

CONDITION(S): G ven a LANWAN nanage the mai ntenance of
equi prent and software

STANDARD:  The admini strative procedures for controlling,
operating and nanaging a LANNWAN for a given geographical will be
fol | owed.

PERFORMANCE STEPS

1. ldentify and correct problens on ethernet networks.
2. ldentify and correct problens on token ring networks.
3. Monitor performance of network systens software.

4. Access the LAN admi nistration software

5.  Administer network users.

6. Administer network services.

7. Administer network workstations.

8. Manage LAN resources

9. Manage user profiles.

10. Correct data contmunication equi prment (DCE) fail ures.
11. Anal yze LAN performance

12. Adjust LAN operating system paraneters for enhanced
per f or mance.

13. Correct data term nal equipnment (DTE) failures.

14. Correct LAN WAN probl ens.

15. Correct LAN adm nistration problens.

16. Correct LAN security problens.

17. Maintain a 3270 option for a LAN.

18. Use an SMNP agent to troubl eshoot a LAN WAN probl em

19. Maintain a gateway using SMIP or softswitch
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REFERENCE( S) :

1. Local SCP

2. Oiginal Vendor User Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 3 - PROGRAMM NG RESOURCES

TASK: 4010.3.1 USE TSO TO DEVELOP OR MAI NTAI N SYSTEM SOFTWARE

CONDITION(S): Gven a termnal, proper accessor |ID and access,
software, and the reference.

STANDARD:. TSO will be used to | ocate, access, and execute JCL
and/or clists per the reference.

PERFORMANCE STEPS:

1. Perform ALLOCATE.

2. PerformEDT.

3. Perform SAVE.

4. Perform SUBM T.

5. Perform COPY.

6. Perform | NPUT.

7. Perform UPDATE.

8. Perform MOVE.

9. Perform DELETE.

REFERENCE( S) :

1. CA-TSO Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4010.3.2 WRITE JCL PROCEDURE

CONDITION(S): G ven an operating system a system specification,
a termnal, and appropriate references.

STANDARD: A JCL procedure will be witten utilizing | EBGENER per
appropri ate references.

PERFORMANCE STEPS:

1. Draw a descriptive systemflowchart.
2. Code a syntactically correct JCL in-stream procedure.
3. Execute JCL in-stream procedure.

4. Sol ve | EBGENER probl enms presented in the system
speci fication.

5. Execute program | EBGENER st at enents.

6. Execut e | EBGENER control statenents.

REFERENCE( S) :

1. OSs/VvS2 WS JCL (GC28-0692)
2. |BM OS/VS Message Library: VS2 System Codes (GC38-1008)
3. ADR/ ROSCCE Term nal User Quide (SR20-20-20)

4. |BM OS/VS COBCL Conpiler & Library Progranmer’s Cuide
(SC28-6483)

5. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

6. OS/VS WS Uilities (GC26-3902)

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010. 3.3 CODE APPLI CATI ONS PROCEDURE

CONDITION(S): G ven a system specification, an operating system
a termnal, and appropriate references.
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STANDARD: A syntactically correct applications procedure will be
coded that solves the problempresented in the system
speci fication contained per appropriate references, within 1
hour .

PERFORMANCE STEPS

1. Code a syntactically correct and conplete JCL job stream

2. Execute JCL procedure.

REFERENCE( S)

1. OSs/VvS2 WS JCL (GC28-0692)
2. |IBM OS/VS Message Library: VS2 System Codes (GC38-1008)

3. IBMOS/VS COBOL Conpiler & Library Programrer’s Qui de
(SC28-6483)

4. IBMIntroducing ... The Conputer (SH20-1724)
5. OS/VS WS Utilities (GC26-3902)
6. MCO P5233.1, Marine Corps ADP Managenent Standards Manua

7. CA-SORT, Reference Guide

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.3.4 DRAWA STRUCTURED FLOWCHART

CONDITION(S): G ven appropriate references, tenplates, and
paper .

STANDARD: A structured flowhart will be produced that logically
sol ves the problem presented in the program specification, within
2 hours, per appropriate references.

PERFORMANCE STEPS

1. Determ ne sequence |logic structure.

2. Determne decision logic structure.

3. Determine read logic structure.

4. Determne |oop-control logic structure.
Appendix B to
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5. Draw flowchart.

REFERENCE( S) :

1. IBMVS COBOL for OS/VS (GC26-3857)

2. |IBM Inmproved Progranmm ng Technol ogi es (GC20-1850)

3. IBM An Introduction to Structured Progranmmng in COBOL
(GC20-1776)

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010. 3.5 CODE APPLI CATI ON PROGRAM

CONDI TION(S): G ven program specifications, a COBOL conpiler, a
term nal, and appropriate references.

STANDARD: A structured COBCL programw || be desi gned and
written that logically solves the problempresented in the
program speci fication, within 14 hours, per appropriate
ref erences.

PERFORMANCE STEPS:

1. Flowchart the program
2. Code the programw th correct syntactical comands.
3. Execute the program

4. Explain the flow and process of the successful program

REFERENCE( S) :

1. IBMVS COBOL for OS/VS (GC26-3857)

2. 0S/VS2 WS JCL (GC28-0692)

3. |IBM OS/VS Message Library: VS2 System Codes (GC38-1008)
4. ADR/ ROSCCE Terninal User Cuide (SR20-20-20)

5. IBM OS/VS COBOL Conpiler & Library Programrer’s Qui de
(SC28-6483)

6. MCO P5233.1, Marine Corps ADP Managenent Standards Manual
Appendix B to
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7. 1BM Inproved Progranmm ng Technol ogi es (GC20-1850)

8. IBM An Introduction to Structured Progranmmng in COBOL
(GC20-1776)

9. ANSI/ML-STD 1815A-1983, Ada Programr ng Language
Ref erence Manual

ADM NI STRATI VE | NSTRUCTI ONS:

1. Al COBOL coding nust be syntactically correct per
appropri ate references.

TASK: 4010. 3.6 EXECUTE EXI STI NG APPLI CATI ONS PROGRAM

CONDITION(S): G ven a problem programrequest, a program
listing, a termnal, an operating system a standard conpil e-
I i nk-and-go catal og procedure, and appropriate references.

STANDARD: An existing applications programw || be executed
wi thout errors, within three runs, per appropriate references.
I nput/out put file nanmes nmust be identified within 1 hour.

PERFORMANCE STEPS:

1. ldentify the correct input/output file nanes.
2. Execute the catal oged procedure.

3. Provide JCL overrides.

REFERENCE( S) :

1. IBMVS COBOL for OS/VS (GC26-3857)

2. 0S/VS2 WS JCL (GC28-0692)

3. |IBM OS/VS Message Library: VS2 System Codes (GC38-1008)
4. ADR/ ROSCCE Terninal User Cuide (SR20-20-20)

5. IBM OS/VS COBOL Conpiler & Library Programrer’s Qui de
(SC28-6483)

6. OS/VS WS Utilities (GC26-3902)
7. MCO P5233.1, Marine Corps ADP Managenent Standards Manual
Appendix B to
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8. ANSI/M L-STD 1815A-1983, Ada Programr ng Language
Ref erence Manual

ADM NI STRATI VE | NSTRUCTI ONS:

1. Al JCL coding nust be syntactically correct as per
appropri ate references.

TASK: 4010.3.7 CODE JCL PROCEDURE USI NG SORT UTILITY

CONDITION(S): G ven an operating system a system specification,
a termnal, and appropriate references.

STANDARD: A JCL in-stream procedure using sort utility will be
coded to solve the machi ne-sort problem presented in the system
specification as per appropriate references, within 2 hours.

PERFORMANCE STEPS:

1. Code in-stream procedure.
2. Execute in-stream procedure.
3. Execute Program SORT statenent.

4. Inmplement Sort CONTROL statenents.

REFERENCE( S) :

1. Os/VvS2 WS JCL (GC28-0692)
2. |BM OS/VS Message Library: VS2 System Codes (GC38-1008)
3. ADR/ ROSCCE Term nal User Quide (SR20-20-20)

4. |BM OS/VS COBCL Conpiler & Library Progranmer’s CQuide
(SC28- 6483)

5. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

6. CA-SORT, Reference Gui de (Rel ease 6.3)

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4010. 3.8 CODE APPLI CATI ON PROGRAM USI NG ARI THVETI C VERBS
AND EDI TI NG TECHNI QUES

CONDITION(S): Gven a COBCL conpiler, a termnal, a problem
speci fication, and appropriate references.

STANDARD: A structured application programw || be coded that
| ogically solves the problem presented in the program
specification within 21 hours, per appropriate references.

PERFORMANCE STEPS:

1. Flowchart the program
2. Code the programusing arithnetic statenents.
3. Edit the program

4. Execute the program

REFERENCE( S) :

1. IBMVS COBOL for OS/VS (GC26-3857)
2. 0OS/VS2 WS JCL (GC28-0692)
3. |IBMOS/VS Message Library: VS2 System Codes (GC38-1008)

4. |BM OS/VS COBCL Conpiler & Library Progranmer’s Cuide
(SC28-6483)

5. MCO P5233.1, Marine Corps ADP Managenent Standards Manual
6. |IBM Inproved Progranmr ng Technol ogi es (GC20-1850)

7. 1BM An Introduction to Structured Progranmmng in COBOL
(GC20-1776)

8. ANSI/M L-STD 1815A- 1983, Ada Programr ng Language
Ref erence Manual

ADM NI STRATI VE | NSTRUCTI ONS:

1. Al COBOL coding nust be syntactically correct.
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TASK: 4010.3.9 ESTABLI SH PROCEDURES FOR ADP PRODUCTI ON SOFTWARE
SUPPORT

CONDITION(S): G ven an assignnent as a data systens software
of ficer and appropriate references.

STANDARD:  ADP production software support procedures will be
establ i shed per appropriate references.

PERFORMANCE STEPS:

1. Ensure establishment of production quality assurance
program

2. Review performance of production software

3. Publish SOP"s and recall rosters in support of production
sof tware

4. Ensure required changes are nade.
5. Initiate immrediate and | ong term support actions.

6. Develop inplenentation plans.

REFERENCE( S)

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manua

2. U S Marine Corps Information Resources Managenent
Publ i cati ons

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.3.10 AUDI T SOFTWARE CONFI GURATI ON MANAGEMENT PROGRAM

CONDITION(S): G ven an assignnent as a data systens software
of ficer and appropriate references.

STANDARD: The software configuration nmanagenent programwi || be
audited to ensure conpliance with appropriate references.

PERFORMANCE STEPS

1. Determ ne ADP software requirenments
2. Analyze needs of users.
Appendix B to
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3. Miintain controlled distribution of software products.
4. Establish accurate configuration sunmari es.

5. Ensure conpliance with current configuration.

REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

2. U S Marine Corps Information Resources Managenent
Publ i cati ons

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.3.11 ESTABLI SH SOFTWARE TRAI NI NG PROGRAM

CONDITION(S): G ven an assignnent as a data systens software
of ficer and appropriate references.

STANDARD: A software training programwi |l be established per
appropri ate references.

PERFORMANCE STEPS:

1. Evaluate qualifications of programmers.

2. Determine training requirenents.

3. Evaluate training sources.

4. Conduct training cost anal yses.

5. Schedul e personnel for training.

6. Develop local training program QJT.

7. Request quotas to Conputer Sciences School .
8. Publish program SOP.

9. Update as necessary.

REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual
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2. U S Marine Corps Information Resources Managenent
Publ i cati ons

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.3.12 MONI TOR SOFTWARE SECURI TY PROCEDURES

CONDITION(S): G ven as assignnent as a data systens software
of ficer and appropriate references.

STANDARD: Software security procedures will be nonitored to
ensure conpliance with appropriate references.

PERFORMANCE STEPS

1. Monitor software security program
2. Establish security SOP' s.

3. Audit application of security controls, codes and
passwor ds.

4. Determne security vulnerabilities.
5. Inplenent data i nput review and edit procedures.
6. Review physical security procedures.

7. Analyze unauthorized accesses or access attenpts.

REFERENCE( S)

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manua

2. U S Marine Corps Information Resources Managenent
Publ i cati ons

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010. 3. 13 ORGAN ZE SOFTWARE DEVELOPMENT TEAMS

CONDITION(S): G ven an assignnent as a data systens software
of ficer and appropriate references.
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STANDARD:  Softwar e devel opnent teans will be organi zed per
appropri ate references.

PERFORMANCE STEPS:

1. Analyze abilities of programmers.

2. Evaluate workl oad and schedul es.

3. Establish software devel opnent priorities.

4. Sel ect personnel for specific responsibilities.

5. Revi ew progress.

REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

2. U S Marine Corps Information Resources Managenent
Publ i cati ons

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.3.14 MONI TOR PERFORVMANCE OF NETWORK SYSTEMS SOFTWARE

CONDITION(S): G ven an assignnent as a data systens software
of ficer and appropriate references.

STANDARD: Network systens software performance will be nonitored
to ensure conpliance with appropriate references.

PERFORMANCE STEPS:

1. Analyze efficiency of the network.
2. Validate change and upgrade requirenents.
3. Ensure preparation of SOP s.

4. Evaluate results of diagnostic software.

REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual
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2. U S Marine Corps Information Resources Managenent
Publ i cati ons

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.3.15 MNAI NTAI N PROGRAMM NG LI BRARI ES

CONDITION(S): G ven an assignnent as a data systens software
of ficer and appropriate references.

STANDARD:  Programming libraries will be maintained in conpliance
wi th appropriate references.

PERFORMANCE STEPS

1. Determ ne production library requirenents.

2. Determine test library requirenents.

3. Establish library standards.

4. Analyze software integration proposals.

5. Establish programm ng standards for use of |ibraries.
6. Supervise library configuration nanagenent.

7. Audit contents and use of |ibraries.

REFERENCE( S)

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manua

2. U S Marine Corps Information Resources Managenent
Publ i cati ons

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.3.16 MANAGE ANNUAL SOFTWARE SUPPORT REVI EW PROGRAM

CONDITION(S): G ven an assignnent as a data systens software
of ficer and appropriate references.
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STANDARD:  An annual software support review programw || be
establ i shed and nanaged per appropriate references.

PERFORMANCE STEPS:

1. Conpile software support inventories.

2. Monitor preparation of support sumaries.

3. Conduct review of current and proposed prograns.
4. Coordinate neetings with program sponsors/users

5. Monitor nodification and deletion of selected prograns.

REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manua

2. U S Marine Corps Information Resources Managenent
Publ i cati ons

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 4 - SUPPORT OF DATA BASE NMANAGEMENT SYSTEMS

TASK: 4010.4.1 USE A H GH LEVEL PROGRAMM NG LANGUAGE

CONDITION(S): G ven an assignment as a nenber of a DBA Team and
appropri ate references.

STANDARD:  Hi gh-Level progranm ng | anguage will be used by
retrieving, nodifying, and saving a Natural programat 100
percent proficiency per appropriate references.

PERFORMANCE STEPS

1. Review conponents of Natural |anguage architecture.
2. Log on to the Natural progranmng facility.
3. Use Natural node for creating a program

4., List a DDMon the term nal screen
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5. List the nanes of the prograns saved on a Natura
applications library.

6. Retrieve a programfroma Natural applications l|ibrary.

7. Modify the program

8. Use the COWILE CHECK conmand to check the syntax of a
Nat ural program

9. Use the Natural HELP command to access the program

10. Revi ew the conponents of the Natural |anguage security
system

11. Save the program

REFERENCE( S)

1. Natural 2 Reference Manual (NAT-210-022)
2. Natural 2 Programrer’s CQuide (NAT-210-020)

3. Natural Release Notes (lnstallation Tape)

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.4.2 ACCESS ADABAS DATA BASE FI LE

CONDITION(S): G ven an assignment as a nenber of a DBA Team and
appropri ate references.

STANDARD: An ADABAS data base file will be accessed by
constructing a syntactically correct Natural Program and
denonstrating use of the programat 100 percent proficiency per
appropri ate references.

PERFORMANCE STEPS

1. Code the Natural programto access and retrieve data
usi ng the FIND statenent.

2. Code the Natural |anguage to display selected data
retrieved froma ADABAS data base file using the DI SPLAY
st at ement .

3. Enter commands to print a report using BATCHCSS.
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4. Code a Natural programto extract using the H STOGRAM
st at ement .

5. Code a Natural programto sequentially access and
retrieve data using the READ statenent.

6. Code a Natural programto select records using the WHERE
cl ause.

7. ldentify the various utilities used to maintain ADABAS.
8. Describe the various ADAREP reports used in support of

ADABAS.

REFERENCE( S)

1. Natural 2 Reference Manual (NAT-210-022)
2. Natural 2 Programrer’s CQuide (NAT-210-020)

3. Natural Release Notes (lnstallation Tape)

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.4.3 DESI GN NATURAL RETRI EVAL PROGRAM

CONDITION(S): Gven a Natural conpiler, a termnal, a list of
speci fications, and appropriate references.

STANDARD: A Natural retrieval programw |l be designed and
executed per the Natural |anguage syntax within 1 hour

PERFORMANCE STEPS

1. Code a Natural program using the FORMAT statenment to set
the output line size.

2. Code a Natural programusing the WRITE TI TLE statenent.

3. Code a Natural programusing the DI SPLAY statenment to
custom ze the output report.

4. Code and execute a Natural program using the NEWPAGE
statement to control report paging.

5. Code and execute a Natural programusing the WRI TE
TRAI LER statenment to produce end-of - page det ai
i nformati on.
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6. Use the attribute definition parameters to custom ze the
out put report.

7. Use the Natural Standard System Functions in the output
report.

REFERENCE( S) :

1. Natural 2 Reference Manual (NAT-210-022)
2. Natural 2 Programrer’s CGuide (NAT-210-020)

3. Natural Release Notes (lnstallation Tape)

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.4.4 DESI GN NATURAL RETRI EVAL PROGRAM US| NG NATURAL
LOOP LCGE C

CONDITION(S): Gven a Natural conpiler, a termnal, a list of
speci fications, and appropriate references.

STANDARD: A Natural programw ||l be designed and executed with
100 percent accuracy using decision |logic outlined per
appropri ate references.

PERFORMANCE STEPS

1. Code and execute using |IF statenent.
2. Code and execute using DO ... DCEND cl ause.
3. Code and execute using RESET statenent.

4. Code and execute using CLOSE LOOP st atenent.

REFERENCE( S)

1. Natural 2 Reference Manual (NAT-210-022)
2. Natural 2 Programrer’s CGuide (NAT-210-020)

3. Natural Release Notes (lnstallation Tape)

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4010.4.5 DESIGN AN | NTERACTI VE PROGRAM UTI LI ZI NG THE
NATURAL PROGRAMM NG LANGUAGE

CONDITION(S): Gven a Natural conpiler, a termnal, a list of
speci fications, and appropriate references.

STANDARD:  An interactive Natural programw || be designed and
executed with 100 percent accuracy to generate custom i nput
screens per appropriate references.

PERFORMANCE STEPS:

1. Code and execute using the MAP statenent.
2. Code and execute using the MAP utility.

3. Code and execute using the REINPUT statenent.

REFERENCE( S) :

1. Natural 2 Reference Manual (NAT-210-022)
2. Natural 2 Programrer’s CQuide (NAT-210-020)

3. Natural Release Notes (lnstallation Tape)

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.4.6 DESIGN A NATURAL UPDATE PROGRAM

CONDITION(S): Gven a Natural conpiler, a termnal, a list of
speci fications, and appropriate references.

STANDARD: A Natural update programw || be desi gned and executed
per appropriate references.

PERFORMANCE STEPS:

1. Code and execute a Natural program using the END
TRANSACTI ON st at enent .

2. Code and execute a Natural program using the UPDATE
st at erment .
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3. Code and execute a Natural program using the STORE
st at ement .

4. Code and execute a Natural program using the DELETE
st at ement .

5. Code and execute a Natural program using the FETCH
st at ement .

6. Code and execute a Natural program using the STOP
st at ement .

REFERENCE( S) :

1. Natural 2 Reference Manual (NAT-210-022)

2. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

3. Natural 2 Programrer’s CGuide (NAT-210-020)

4. Natural Release Notes (Installation Tape)

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: TASK:  4010. 4.7 DEFI NE COMPONENTS, CAPABILITIES, AND
LI M TATI ONS OF NATURAL

CONDITION(S): G ven an assignnent as a nenber of DBA Team and

appropri ate references.

STANDARD: The conponents, capabilities and limtations of

Nat ur al

wi |l be defined per appropriate references to personnel

requiring training.

PERFORMANCE STEPS:

1.

Identify conponents of the Natural system

Expl ain the structure of the Natural environnent.
Expl ain the Natural Buffer Pool.

Descri be a Natural Batch Mdul e.

Descri be a Natural Paraneter Mdule.

Expl ain Natural adm nistration using utilities such as
SYSDA, | NPL, SYSDDM SYSTAT, AND SYSMAI N.
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7. Explain the Data Dictionary.

REFERENCE( S) :

1. Natural 2 Reference Manual (NAT-210-022)
2. Natural 2 Programrer’s CGuide (NAT-210-020)

3. Natural Release Notes (lnstallation Tape)

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 5 - END USER COVPUTI NG EQUI PMENT

TASK: 4010.5.1 EXECUTE DATABASE SOFTWARE ON FMF- EUCE

CONDITION(S): Gven a suite of operational FM-EUCE, user system
di skettes, and problem specifications.

STANDARD:. The DATABASE software will be executed on FM-- EUCE.

PERFORMANCE STEPS:

1. Load the DATABASE program

2. Initialize the DATABASE data base.

3. Update the file description.

4. Add records to the DATABASE data base.

5. Update existing records on the DATABASE dat a base.

6. Delete existing records fromthe DATABASE data base.
7. Sort the DATABASE data base into a specified sequence.
8. Select certain records fromthe DATABASE data base.

9. Update the print description.

10. Print a report containing the selected records.
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REFERENCE( S)

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.5.2 PREPARE FM--EUCE FOR USE

CONDITION(S): G ven a suite of operational computer equiprment in
their packing cases, the site of installation, and an adequate
power supply.

STANDARD: FMF-EUCE will be prepared for use in the FMF

PERFORMANCE STEPS

1. Unpack conponents.

2. Label and identify each operational conputer equi prment

component .
3. Install signal cables.
4. Install power cables.
5. ldentify power requirenents for each conponent.

6. Apply power to each conponent.

7. Check the follow ng operational conputer equipnent
conponents for proper operation

a. Display/Processor Unit
b. Keyboard Unit
c. Matrix Printer
d. Magnetic Tape Unit
e. Paper Tape Unit
f. CD ROMunit
g. Laser Printer
8. Renopve power from each conponent.
9. Repack each conponent, if necessary.
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REFERENCE( S) :

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.5.3 EXECUTE A FI LE TRANSFER

CONDITION(S): G ven a suite of mniconmputers and m croconputers,
al |l cables, software, nodens, and the reference.

STANDARD: A file transfer will be executed per the reference.

PERFORMANCE STEPS:

1. Review functions of the file transfer.
2. Reviewlimtations of the file transfer.
3. Text edit the file.

4. Perform asynchronous comuni cati on.

5. Execute the file transfer.

REFERENCE( S) :

1. MeEF Comm Asynchronous Comruni cati ons Aut omated Support
System Term nal Operat or Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.5.4 UTILIZE |1 BM 3270 TYPE TERM NAL PACKAGE

CONDITION(S): G ven a m croconputer/ m niconputer, term nal
emul ation board, term nal enulation software, a nbpdem and a
comruni cati ons |ine.

STANDARD: An | BM 3270 type term nal enul ati on package will be
utilized.

PERFORMANCE STEPS:

1. Determ ne purpose for inplenenting 3270 emul ati on.
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2. Determne hardware requirenents for inplenenting 3270
enul ati on.

3. Uilize the IBM 3270 type term nal enul ati on package.

REFERENCE( S)

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.5.5 CONFI GURE DI SPLAY PROCESSOR AND SUPPORTI NG
PERI PHERALS

CONDITION(S): Gven a suite of operational FM-EUCE conputer
equi pmrent, an initial programload (IPL) diskette, a NON-I1PL
di skette, cut paper forms, and margi n- punched paper forns.

STANDARD: The di splay processor will be configured by | oading
the diskettes into the Display/Processor Unit (DPU and by

| oadi ng cut-paper forns and margi n- punched paper fornms into the
Matrix Printer.

PERFORMANCE STEPS

1. Load the diskettes into the processor
2. Load paper into the printer
3. Set the switches on DPU

4. Configure display on termnal screen of DPU by adjusting
knobs.

5. Unload diskettes fromthe DPU, as required.

REFERENCE( S)

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4010.5.6 PERFORM OPERATOR MAI NTENANCE ON FMF- EUCE

CONDITION(S): G ven a suite of operational FM-EUCE conputer
equi prent .

STANDARD:  QOperator maintenance will be perforned on the
oper ati onal conputer equipnent.

PERFORMANCE STEPS

1. Assign responsibility for perform ng mai ntenance.
2. Establish the operator maintenance responsibilities.

3. Performcleaning procedure on the DPU and Dust Separator
Air Filters.

4. Ensure the proper handling of diskettes.

5. Ensure use of proper short-term diskette-storage
t echni ques.

6. Ensure use of proper long-term diskette-storage
t echni ques.

7. Replace printer ribbon cartridge.

8. Record nmi ntenance perforned.

REFERENCE( S)

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.5.7 UTI LI ZE WORD PROCESSI NG SOFTWARE

CONDITION(S): G ven a microconputer, word processing software, a
set of specifications, and the reference.

STANDARD: A word processing software package will be | oaded and
utilized per the specific software’s comand syntax requirenents
per the reference.

PERFORMANCE STEPS

1. Load the software into the m croconputer
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2. Create a docunent.

3. Format/reformat the docunment.
4. Edit the docunent.

5. Spell check the docunent.

6. Print the docunent.

REFERENCE( S) :

1. Applicable Wrd Processing Software Docunentation

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.5.8 UTI LI ZE SPREADSHEET SOFTWARE PACKAGE

CONDITION(S): G ven a microconputer, spreadsheet software, a
list of specifications, and the reference.

STANDARD: A spreadsheet software package will be | oaded and
utilized per the specific software’s comand syntax requirenents,
within 3 1/2 hours, per the reference.

PERFORMANCE STEPS

1. Load the software into the m croconputer

2. Create a spreadsheet.

3. Performdata entry.

4. Devise cell relationships and nmat henati cal expressions.
5. Performrecal cul ations.

6. Print and graph the spreadsheet.

REFERENCE( S)

1. Applicabl e Spreadsheet Software Docunentation

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4010.5.9 UTILIZE M CROCOMPUTER DATA BASE SOFTWARE

CONDITION(S): G ven a microconputer, data base software, a |ist
of specifications, and the reference.

STANDARD: A data base software package will be | oaded and
utilized per the specific software’s comand syntax requirenents
per the reference.

PERFORMANCE STEPS:

1. Load the software into the m croconputer.
2. Name the data base.
3. Create records.

4. Mdify the data base.

REFERENCE( S) :

1. Applicable Mcroconputer Data Base Software Docunentation

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.5.10 EXECUTE Ms-DOS UTI LI TI ES

CONDITION(S): Gven a microconputer with printer, a system
di skette with M5-DOS utilities, an M5-DOS manual, a list of
speci fications, and the reference.

STANDARD: Ms-DCS utilities will be executed to produce a
solution to the problem specifications per the reference.

PERFORMANCE STEPS:

1. Review the purpose and functions of a microconputer
operating system

2. Start up and boot the m croconputer.
3. Use the FORMAT utility to prepare a diskette for use.
4. Use the DI RECTORY command.
5. Use the DI SKCOPY utility.
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6. Use the COPY conmand.

7. Use the RENAME conmand.

8. Use the DELETE conmand.

9. Use EDLINto wite and to execute a command file that

i ncludes the CLEAR, COPY, RENAME, and DI RECTORY conmmands.

10. Use the TREE command.

11. Use the ATTRI B command.

12. Use the CHKDSK conmand.

REFERENCE( S)

1. Heath: Mcrosoft M- DOS Manua

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.5.11 DI AGNOSE MALFUNCTI ONI NG COVPUTER

CONDITION(S): G ven diagnostic software, a mal functi oning
m croconput er, and appropriate references.

STANDARD: The mal functioning conputer will be checked to
determine if the mal function is due to hardware or software
probl enrs per appropriate references.

PERFORMANCE STEPS

1. Run the diagnostic software to detect the unknown error
2. Troubl eshoot a mal functioning due to a faulty keyboard.
3. Troubl eshoot a mal functioning due to a faulty nonitor

4. Troubl eshoot a mal functioning due to a faulty printer

QO

5. Troubl eshoot a mal functioning due to faulty di sk drive.

6. Troubl eshoot a mal functioning due to

QO

faulty diskette.

7. Troubl eshoot a mal functioning due to a programthat wll
not | oad.
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8. Troubl eshoot a mal functioning due to a programthat wll
not perform a save.

9. Troubl eshoot a mal functioning due to a programthat halts
whi | e executi ng.

REFERENCE( S) :

1. Heath: Mcrosoft M- DOS Manua

2. Heath: Mcrosoft Z-200 Di sk Based Di agnostics

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.5.12 DEVELOP COUNTERMEASURES TO M NI M ZE
M CROCOMPUTER SECURI TY THREATS

CONDITION(S): Gven a microconputer site, vulnerability
assessnent, and a |ist of specifications.

STANDARD: Counterneasures wi Il be devel oped which can be
i npl enented to reduce m croconputer security threats.

PERFORMANCE STEPS

1. Determ ne ways in which the mcroconputer represents a
threat.

2. Determne the security limtations of a m croconputer
3. Deternmine types of threats applicable.

4. Establish primary goal

5. Assign responsibility for the security of information
6. Ensure hardware and software inventory control

7. Determ ne types of physical access control that can be
used to inprove physical access security.

8. Control access to executabl e software.

9. Ensure that current versions of key data files are backed
up.

10. Revi ew net hods of providing TEMPEST (conprom sing
emanati ons security).
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11. Ensure the accreditation process is conpleted before a
systemis authorized for use in classified processing.

12. Inplenent a counterneasure for managenent control of
di skettes containing classified nmateri al

13. Properly destroy classified material contained on
di skettes, as necessary.

14. Setup periodic security evaluations.

15. Publish security plan.

REFERENCE( S)

1

None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:

4010.5.13 UTILIZE I BM 3278 TYPE TERM NAL EMULATI ON
PACKAGE

CONDITION(S): G ven a m croconputer/mniconputer, termna

emul ati on board, terminal enulation software, a nodem
comruni cations line, and appropriate references.

STANDARD: An | BM 3278-type term nal enul ati on package will be
utilized per appropriate references.

PERFORMANCE STEPS

1. Install the interface board.
2. Install the term nal enulation software
3. Enter the term nal enulation session
4. Exit the termnal enulation session
REFERENCE( S)
1. CXI User's Cuide, Third Edition, CXI, Inc., Palo Alto,
CA., 1986
2. CXI File Transfer, Second Edition, CXI Inc., 1986
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ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 6 - ADP SOFTWARE PROJECTS

TASK: 4010.6.1 DEVELOP A REQUI REMENTS STATEMENT

CONDITION(S): G ven an assignnment as a nenber of an IS
devel opment team and appropriate references.

STANDARD: A requirenents statement will be devel oped per
appropri ate references.

PERFORMANCE STEPS:

1. Determine the IS requirenent.

2. Review conponents of an IS.

3. Review functions of an IS

4. Define requirenents of an IS,

5. Describe user of an IS

6. Categorize user of an IS.

7. Determne requirenents for a new information system
8. Detect a user |S requirenent.

9. Validate or correct the IS requirenent.

REFERENCE( S) :
1. MCO P5231.1, Life Cycle Managenent for |Infornmation
Systens
2. | RM5231-20, Information Resources Managenent

Requi renent s St at enment

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK:  4010.6.2 CREATE M SSI ON NEED STATEMENT ( MNS)

CONDITION(S): G ven an assignment as a nenber of an IS
devel opnment team and the reference.

STANDARD: A MNS will be created per the reference.

PERFORMANCE STEPS:

1. Review the purpose of a MS.
2. Determ ne approval factors.
3. Devel op each section of a M\S.

4., Create the M\S.

REFERENCE( S) :

1. MCO P5231.1, Life Cycle Managenent for |Infornmation
Systens

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.6.3 CONSTRUCT FUNCTI ONAL REQUI REMENTS DEFI NI TI ON
( FRD)

CONDITION(S): G ven an assignnment as a nenber of an IS
devel oprment team and appropriate references.

STANDARD: A FRD will be constructed per appropriate references.

PERFORMANCE STEPS:

1. Review the purpose of the FRD.
2. Design the FRD.

3. Review what a |leveled set of an FRD graphically
represents.

4. Record current physical system

5. Differentiate between a | ogical nodel and a physi cal
nodel .

6. Construct the FRD.
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REFERENCE( S) :

1. MCO P5231.1, Life Cycle Managenent for |Infornmation
Systens

2. |1 RM5231-04, Functional Requirenments Definition

3. The Practice of Structured Analysis, by Robert Keller
Yourdon Press, New York, NY, 1983

4. Managing the SystemLife Cycle, By Edward Yourdon
publ i shed by Yourdon Press, New York, 1982

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.6.4 WRITE A FEASI BI LI TY STUDY

CONDITION(S): G ven an assignnent as a nmenber of an | S
devel opnment team and the reference

STANDARD: A feasibility study will be witten per the reference.

PERFORMANCE STEPS

1. ldentify location of the feasibility study in LCM
process.

2. Determine technical, operational, and econom c
feasibility.

3. Wite a purpose statenent.
4. Wite each section of the feasibility study.

5. Construct the study.

REFERENCE( S)

1. MCO P5231.1, Life Cycle Managenent for |Infornmation
Systens

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK:

4010. 6.5 CONDUCT WALK THROUGH

CONDITION(S): G ven an assignment as a nenber of an IS
devel opment team and appropriate references.

STANDARD: A structured wal k through will be conducted using SDM
per appropriate references.

PERFORMANCE STEPS:

1. Determ ne the purpose of a structured wal k through.

2. ldentify nmenbers of the wal k through.

3. Determ ne scope of the wal k through.

4. Establish occasions for the wal k through.

5. Designate responsibilities of the wal k through nenbers.

6. Conduct the wal k through.

7. Note discrepancies.

8. Debrief appropriate authority.

9. Followup on corrective action.

REFERENCE( S) :

1. Inproved Progranm ng Technol ogies - an Overview, |BM
( GC20- 1850)

2. Team Progranming in the Small Techni cal Conpany, 1977
SI GCPR Conf erence Proceedi ngs, pages 132 through 143

3. Perspective by R B. Forest, |NFOSYSTEMS, Novenber 1977

4. The Formal Technical Review Process in Structural
Programm ng, Data Pro Research Corporation, February 1978

5. Structured Wal k through, Second Edition, Edward Yourdan

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4010.6.6 DETERM NE COSTS AND BENEFI TS UTI LI ZI NG ECONOM C
ANALYSI S

CONDITION(S): G ven an assignment as a nenber of an IS
devel opment team and appropriate references.

STANDARD: The costs and benefits will be determ ned using the
present val ue concept per appropriate references.

PERFORMANCE STEPS:

1. ldentify where the econom c anal ysis occurs.

2. Performsteps in econonic analysis.

3. Locate sources of assistance.

4. Extract cost, by type, fromthe analysis informtion.
5. Apply present value technique to the quantifiable cost.

6. Determ ne cost.

REFERENCE( S) :

1. Ofice, Assistant Secretary of Defense (ASD)
(Conptroller), Resource Managenent Mbnograph, Econom c
Anal ysis, May 1971

2. NAVDAC Pub 15/7000, Econom c Anal ysis Procedures for ADP,
by D. C. Zinmernman, March 1980 Edition

3. MCO P5231.1, Life Cycle Managenent for Information
Systens

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.6.7 DETERM NE CRI Tl CAL PATH FOR DEVELOPMENT SYSTEM

CONDITION(S): G ven an assignment as a nenber of an IS
devel opment team and the reference.

STANDARD: The critical path for a devel oping systemw || be
determ ned using conpletion tinme and activity slack times per the
ref erence.
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PERFORMANCE STEPS:

1. Calculate conpletion tine and activity slack time.

2. ldentify characteristics of a project type that can be
control |l ed using network anal ysi s.

3. Inplenent steps of project network
4. Establish objectives of critical path analysis.

5. Construct a project network.

REFERENCE( S)

1. Managenent Science, by L. Krajewski and H Thonpson, John
Wl ey and Sons, 1981 Edition, pages 264 through 278

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.6.8 SUPERVI SE DEVELOPMENT OF USER REQUI REMENTS

CONDITION(S): G ven an assignnent as a data systens software
of ficer and appropriate references.

STANDARD:  ADP user requirenments will be devel oped and supervi sed
to ensure conpliance with appropriate references.

PERFORMANCE STEPS

1. Attend software mai ntenance and devel opnment neeti ngs.

2. Evaluate proposals from custonmers and progranm ng
per sonnel

3. Analyze specific itens of additional information
required.

4. Present software mai ntenance and devel opnent proposal s.

5. ldentify significant software specifications.

REFERENCE( S)

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manua
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2. U S Marine Corps Information Resources Managenent
Publ i cati ons

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.6.9 ESTABLI SH SOFTWARE DEVELOPMENT STANDARD
OPERATI NG PROCEDURES ( SOP' S)

CONDITION(S): G ven an assignnent as a data systens software
of ficer and appropriate references.

STANDARD:  Software devel opment SOP's will be established per
appropri ate references.

PERFORMANCE STEPS:

1. Conduct detail ed software devel opnent revi ews.

2. Analyze strong points and deficiencies of programm ng
secti on.

3. Review devel opnent trends.
4. Docunent procedures for routine and unschedul ed

i nci dents.

REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manua

2. U S Marine Corps Information Resources Managenent
Publ i cati ons

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.6.10 MONI TOR SOFTWARE OPERATI ONAL TESTS AND
EVALUATI ONS

CONDITION(S): G ven an assignnent as a data systens software
of ficer and appropriate references.

STANDARD:  Software operational tests and evaluations will be
nmonitored to ensure conpliance with appropriate references.

Appendix B to
ENCLOSURE ( 6)
6- B-44

PERFORMANCE STEPS
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2. Evaluate inplenentation proposals.

3. Select best proposal.

4. Supervise inplenmentation

5. Analyze results of testing.

6. Devel op enhancenent program

7. Establish inplenmentation guidelines and nil estones.
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1. MCO P5233.1, Marine Corps ADP Managenent Standards Manua

2. U S Marine Corps Information Resources Managenent
Publ i cati ons

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.6.11 CONDUCT CUSTOMER LI Al SON

CONDITION(S): G ven an assignnent as a data systens software
of ficer and appropriate references.

STANDARD: Custoner liaison will be conducted to ensure the
quality of ADP software support provided is in conpliance with
SOP’ s and appropriate references.

PERFORMANCE STEPS

1. Determ ne ADP software support requirenents.
2. Review custoner support plans and SOP' s.

3. Analyze software nmi ntenance and devel opnent
capabilities.

4. Conduct on-site visits to custoner |ocations.
5. Provide advance notice to custonmers on changes to support

capabilities.
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6. Coordinate changes to support requirenents.
7. Develop alternate software support plans as required.

8. Maintain custoner recall and point of contact rosters.

REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

2. U S Marine Corps Information Resources Managenent
Publ i cati ons

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 7 - SOFTWARE ENG NEERI NG PRI NCl PLES

TASK: 4010.7.1 CONSTRUCT CONTEXT DI AGRAM

CONDITION(S): G ven an assignment as a nenber of an IS
devel opnment team and the reference.

STANDARD: A context diagramand event list will be constructed
utilizing design techni ques under SDM per the reference.

PERFORMANCE STEPS:

1. Review the elenments of a context diagram

2. Review the elenments of a structured chart.

3. Construct a context diagram

4. Correct the logical and technical errors.

5. Apply the elenents of structured design to context

di agram

REFERENCE( S) :

1. Structured Design, E. Yourdon and L. Constantine,
Your don, | ncorporated, 1979

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK:  4010.7.2 CONSTRUCT DATA FLOW DI AGRAM ( DFD)

CONDITION(S): G ven an assignnent as a nmenber of an | S
devel opnment team and the reference

STANDARD: A prelimnary data flow diagram and structure chart
wi |l be constructed utilizing design techni ques under SDM f or
Marine Corps Systens Devel opnment Met hodol ogy per the reference.

PERFORMANCE STEPS:

1. ldentify the elenments of the DFD
2. ldentify external events.

3. Develop the process description

4. Apply external event(s) to the DFD

5. Construct the DFD and structure chart.

REFERENCE( S)

1. Structured Design, E. Yourdon and L. Constantine,
Your don, | ncorporated, 1979

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.7.3 CONSTRUCT A DATA DI CTI ONARY

CONDITION(S): G ven an assignnent as a nmenber of an | S
devel opment team and appropriate references.

STANDARD: A data dictionary will be constructed nodeling the
information flow through a systemand to define the data fl ows,
stores, processes, and rel ationshi ps per appropriate references.

PERFORMANCE STEPS

1. Review standard synbols used in data dictionaries.
2. ldentify correct data dictionary entries.

3. ldentify correct elenents based on el enent
speci fications.
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4. Wite data dictionary entries.

REFERENCE( S) :

1. System Devel opnent Met hodol ogy, Vol une 111

2. Systens Devel opnment Wthout Pain, by Paul T. Ward,
publ i shed by Yourdon Press, New York, 1984

3. Essential Systens Analysis, by S. and Pal mer J.
McMenam n, published by Yourdon Press, New York, 1984

4., Structured Analysis and System Specification, by Tom
DeMar co, published by Yourdon Press, New York, 1979

5. Structured Design, E. Yourdon and L. Constanti ne,
Your don, | ncorporated, 1979

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.7.4 DEVELOP AN IS USI NG SDM

CONDITION(S): G ven an assignment as a nenber of an IS
devel opment team and appropriate references.

STANDARD: An IS will be devel oped using SDM per appropriate
ref erences.

PERFORMANCE STEPS:

1. Select nodeling tools.

2. Build the nodel.

3. Devel op processes.

4. Devel op data stores using nodeling.

5. Devel op program organi zati on usi ng nodel i ng.

6. | nplenent DATAMANAGER t o rmanage t he devel opnent of the

I S.

REFERENCE( S) :

1. Systens Devel opnent Wthout Pain, by Paul T. Ward,
publ i shed by Yourdon Press, New York, 1984
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2. Managing the System Life Cycle, by Edward Yourdon
publ i shed by Yourdon Press, New York, 1982

3. Software Engineering A Practitioner’s Approach, by Roger
S. Pressman, published by McGaw Hi Il, St. Louis, 1987

4. The Practical Guide to Structured Systens Design, by
Mei | er Page-Jones, published by Yourdon Press, New York
1980

5. Fundanental Concepts of Information Mdeling, by Mtt
Fl avin, published by Yourdon Press, New York, 1981

6. Systens Devel opnent Met hodol ogy, Volunes |1 and 11

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 8 - DATA COVMUNI CATI ONS SYSTEMS

TASK: 4010.8.1 PREPARE A DATA COMMUNI CATI ONS PLAN FOR AN ANNEX
K

CONDITION(S): G ven an assignnent as a nmenber of a
general / speci al staff or | SMO.

STANDARD: The communi cations plan will be prepared for Annex K
(Conmruni cations) to an operation order for an anphi bi ous
oper ati on.

PERFORMANCE STEPS

1. Contact the key staff and special staff officers for
gui dance

2. Fornul ate a comruni cati ons support concept for
oper ati ons.

3. Locate sources of required operational information

4. Devel op data comuni cati ons support plan for depl oyed FM-
unit.

5. Prepare ADP support appendix to an operations order
6. Plan for deployed mai ntenance support.
7. Plan for STU- 111 data operations.
Appendix B to
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8. Plan for analog/digital switching interface.

REFERENCE( S) :

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.8.2 PLAN COVWUNI CATI ONS SUPPORT FOR A COWAND POST

CONDITION(S): Guven a list of requirements for comunications
support for a conmand post.

STANDARD: A conmuni cati ons support plan will be prepared.

PERFORMANCE STEPS:

1. Plan depl oynent of data comruni cati ons system
2. Plan redepl oynent of data conmunications system
3. Plan a LAN in a garrison environnent.

4. Plan a LANin a tactical environment.

5. Plan a WAN in a garrison environnent.

6. Plan a WAN in a tactical environnent.

7. Plan a data comrunications system

8. Plan a data comruni cations systemto support data
transfer.

9. Plan cabling requirenents for data comruni cati ons.

REFERENCE( S)

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK:  4010.8.3 PLAN DATA COVMUNI CATI ONS FOR JA NT/ COVBI NED
OPERATI ONS

CONDITION(S): Gven a list of requirements for comunications
support for joint/conbined operations.

STANDARD: A conmuni cati ons support plan will be prepared.

PERFORMANCE STEPS:

1. Plan inter-agency network comruni cations |ink.

2. Analyze data transfer procedures utilized by other
conponents.

3. Establish liaison with joint/conbined forces data
comruni cati ons personnel .

REFERENCE( S) :

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.8.4 WRITE A DATA COVMUNI CATI ONS SOP

CONDITION(S): G ven a data comuni cati ons support plan.

STANDARD: A data conmmuni cations SOP will be devel oped.

PERFORMANCE STEPS:

1. Determ ne areas of concern in ADPE nmi ntenance, supply,
personnel managenent, and contmuni cati on support.

2. Draft data communi cation center energency action plan

(EAP) .
REFERENCE( S) :
1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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DUTY AREA 9 - SYSTEM RESTORATI ON

TASK:  4010.9.1 PERFORM LI M TED TECHNI CAL | NSPECTI ON (LTI)

CONDI TION(S): Provided suspect itens of equipnment and
ref erences.

STANDARD: | nspect equi pnent conditions to determ ne the extent
and | evel of maintenance required to restore it to a specified
condi tion.

PERFORMANCE STEPS:

1. Determne requirenents of the LTI.
2. Develop an LTI checkli st.

3. Inspect the equipnent.

4. Conpl ete the checklist.

5. Report the results.

REFERENCE( S) :

1. MCO P4790.2B, M MVS Field Procedures Manual
2.  MCO 4400. 82F, M MV5S Control |l ed Item Managenent Manua
3. UNT T/E (CWR)

4. Appropriate Technical Publications

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4010.9.2 USE M MU/ SASSY REPORTS, REPORTS AND
REQUI REMENTS

CONDITION(S): G ven M MVS/ SASSY reports and forns.

STANDARD: M MW/ SASSY forns and requirenments will be used per
ref erences.
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PERFORMANCE STEPS:

1. Use ERO and ERO SL

2. Use DPR and LM2 reports

REFERENCE( S) :

1. Local SCP
2. UM 4790. _

3. TM 4790. _

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4010.9.3 PREPARE AN EQUI PMENT REPAI R CRDER ( ERO)

CONDITION(S): G ven the appropriate references, equipnent repair
order (ERO form and equi pnent record jacket.

STANDARD: The ERO must be filled out correctly.

PERFORMANCE STEPS:

1. Fill out the required sections on the equi pment repair
order (ERO.

2. Enter required information in the equi pment record | og.
3. Induct the equipnent into the naintenance cycle.
4. After maintenance is conplete close the ERO

5. File the EROin the equiprment record jacket.

REFERENCE( S) :

1. Local SCP
2. UM 4790. _

3. TM 4790. _

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4010.9.4 PROVI DE TECHNI CAL ASSI STANCE DURI NG THE
| NSTALLATI ON OF COVVUNI CATI ON- ELECTRONI C EQUI PMENT

CONDITION(S): Provided an operational plan and appropriate
equi prent .

STANDARD:  Ensure commruni cati ons-el ectroni c equi pnent is
installed and functioning as specified per the applicable
equi prent T™M

PERFORMANCE STEPS:

1. Verify power source

2. Verify antenna installation

3. Verify renote capabilities.

4. Verify equi pnent operation

5. Verify equi pment operating procedures when required.
6. Provide guidance to correct any di screpanci es noted

during the performance of above steps.

REFERENCE( S)

1. Appropriate Technical Publications

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.9.5 PREPARE EQUI PMENT FOR EMBARKATI ON

CONDI TION(S): Provided equi pnment, personnel, a m ssion and
ref erences.

STANDARD:  Enbar k equi prent per the references.

PERFORMANCE STEPS

1. Inspect SL-3 conpl eteness of nmi ntenance/ mai nt enance
support equi prent.

2. Determne requirenents for enbarkation materials, boxes,
strappi ng, etc.
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3. Inspect tactical marking of naintenance/ nai ntenance
support equi prent.

4. Inspect packing and enbark |ists upon conpletion

5. Inspect weather/water proofing of naintenance/ nai ntenance
support equi prent.

6. Determne special lifting/handling requirenments for
mai nt enance/ mai nt enance support equi prent.

7. Determ ne special security requirenents for
mai nt enance/ mai nt enance support equi prent.

REFERENCE( S)

1. MCO P4750.3, Painting Canouflage Pattern Painting,
Regi stration Marking and ldentification of Marine Corps
Tacti cal Equi pnent

2. UNT T/E (CWR)

3. Appropriate Unit SOP' S

4. Appropriate SL-3'S Major Conponents of End Itens

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4010.9.6 PROTECT ELECTROSTATI C DI SCHARGE (ESD) SENSI Tl VE
DEVI CES DURI NG HANDLI NG, STORAGE AND TRANSPORTATI ON

CONDI TION(S): Provided ESD sensitive devices, ESD protection
materials, ESD | abels, and applicable technical nanuals and
ref erences.

STANDARD: Perform actions to protect ESD sensitive devices per
the references.

PERFORMANCE STEPS

1. Review references
2. ldentify materials requiring ESD protection

3. Performactions necessary to protect ESD sensitive
mat eri al s.
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REFERENCE( S) :

1. TM9999-15/1, ESD Awareness El ectro-Static Di scharge
2. TM9999-15/2, Electro-Static Discharge (ESD) Managemnent

3. MCO 2410.2A, Electromagnetic Environmental Effects (E3)
Control Program

4. TI-4400-15/1, Packaging, Handling, Storage and
Transportation of Electrostatic D scharge Sensitive Itens

5. TM 9406-15, G oundi ng Procedures

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4010.9.7 | MPLEMENT ELECTROMAGNETI C ENVI RONMVENTAL EFFECTS
E(3) PROGRAM

CONDI TION(S): Provided m ssion, personnel, test equiprent and
appropri ate references.

STANDARD: | npl enrent (E3) program per FMFM 3-36 Guide to
El ectromagnetic Interference Control, Chapter 6.

PERFORMANCE STEPS:

1. Develop design and installation techniques that cover the
foll owi ng areas:

a. Indirect coupling
b. Shielding
c. Gounding
d. Bonding
e. Filtering
f. Corrosion control
2. Devel op mai nt enance standards.

3. ldentify and report E3 problens to the unit E3
coor di nat or.
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REFERENCE( S) :

1. TM 9406-15, G ounding Procedures
2. FWMFM 3-36, Quide to Electromagnetic Interference Contro

3. Tl 5820-25/22

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.9.8 CONDUCT SKI LL PROGRESSI ON TRAI NI NG FOR
MAI NTENANCE PERSONNEL

CONDI TION(S): Provided commander’s gui dance, unit training SOP
unit training schedule, assigned training topic, personnel to
receive training, appropriate technical nanuals, a training site,
and references.

STANDARD:  Conduct operator, technical and supervisor training
for all nmintenance and equi pnent related MOS's within the unit
per the unit training plan.

PERFORMANCE STEPS

1. Review unit training plan.
2. Gather reference materials.
3. Study reference material s.
4. Develop training outline.
a. Determne tasks to be trained.
b. Deternine sequence of tasks.
c. Determne tine/space constraints.
d. Determne requirenents/availability of assistants.
e. Determ ne resources required.
5. Rehearse presentation
6. Prepare training site.
7. Evaluate Marines’ perfornmance to ensure | earning.
8. Record and report training conpleted.
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REFERENCE( S) :

1. FMFM 0-1, Unit Training Managenent GCuide

2. FWMFM 0- 1A, How to Conduct Training

3. FMFM 3-30, Conmuni cati ons

4. FM 24-20, Tactical Wre and Cabl e Techni ques

5. Appropriate Technical Publications

6. TM 9999-15/2, Electro-Static Discharge (ESD) Managenent
7. TM 9406-15, G ounding Procedures

8. FMFM 3-36, Quide to Electromagnetic Interference Contro

9. Unit Training Plan

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 10 - | NFORVATI ON SECURI TY

TASK: 4010.10.1 ESTABLISH ADP SECURI TY MEASURES

CONDITION(S): G ven ADP hardware and software,
Security Methods and procedures, and problematic
situations.

STANDARD: ADP security neasures will be established
per applicable directives.

PERFORMANCE STEPS

1. Determ ne the purpose of ADP Security Plan for
the activity.

2. Determne the goals of ADP security.

3. Produce docunentation during the activity
accreditation, as applicable.

4. Provide access control to ADP system
5. Develop an access matrix for the ADP system
Appendix B to
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6. Supervise mai ntenance of an uninterruptible
power supply.

7. Provide structured design to the ADP security
ar ea.

8. Miintain the administration of the ADP Security
Program

REFERENCE( S) :

1. OPNAVI NST 5239. 1A, DON ADP Security Procedures

2.  MCO P5510. 14, WMarine Corps ADP Security Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.10.2 DEVELOP A RI SK ASSESSMENT

CONDITION(S): Gven an item zed asset |ist,
specification of facilities, and problenatic
situations.

STANDARD: A risk assessnent will be devel oped which is
nost cost effective in terns of its return on
i nvest ment.

PERFORMANCE STEPS:

1. Determne significance of accreditation by the
desi gnated approving authority.

2. Determne the purpose of risk assessnent.
3. Reviewthe risk analysis process.

4. Determ ne categories of nonetary or operational
i npact .

5. Evaluate the asset, as applicable.
6. Evaluate the situation.

7. Prepare annual | oss expectancy input
docunent ati on.

8. Prepare additional counterneasures input
docunent at i on.
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9. Inplenent the counterneasures plan based on
budget and gui del i nes of higher authority.

REFERENCE( S) :

1. OPNAVI NST 5239. 1A, DON ADP Security Procedures

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010. 10.3 DEVELOP CONTI NGENCY PLAN

CONDITION(S): G ven mission support requirements and
probl ematic situation.

STANDARD: A contingency plan will be devel oped per
applicable directives.

PERFORMANCE STEPS

1. Determ ne purpose of contingency plan and its
phases.

2. Establish phases of contingency plan

3. Deternmine situations covered by a contingency
pl an.

4. Prioritizing the problematic situations.
5. Establish hot- and col d-site backups.

6. Reviewthe alternate-site concept.

7. Test/evaluate the contingency plan

8. Deternmine the need for inclusion of energency
destruction steps.

9. Publish plan.

REFERENCE( S)

1. OPNAVI NST 3850.4, Protection of DON Personne
and Resources

2.  OPNAVI NST 5239. 1A, DON ADP Security Procedures
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ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 11 - UNI X SYSTEM ADM NI STRATI ON

TASK: 4010.11.1 | NSTALL UNI X OPERATI NG SYSTEM

CONDITION(S): G ven system nanual s, a workstation, and operating
system software rel ease nedi a.

STANDARD: Install and configure the UNI X operating system

PERFORMANCE STEPS:

1. Determ ne users system configuration requirenents.
2. Boot the systemusing UNl X rel ease nedi a.

3. Configure the kernel.

4. Initialize UNI X configuration files.

5. Configure the workstation for users.

6. Verify operating environnent log files.

REFERENCE( S) :

1. UN X Reference Manual
2. Hardware and Software Manual s

3. UNI X System and Network Adni nistration Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.11.2 OPERATE A COVPUTER USI NG UNI X OPERATI NG SYSTEM

CONDITION(S): Gven a UNI X workstation with software.

STANDARD: The UNI X operating systemw || be operated so that
commands froma UNI X shell will be entered.
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PERFORMANCE STEPS:

1. Conduct system start-up/ shut down.
2. Log-in to the workstation.

3. Change password.

4. I nvoke on-line manual pages.

5. Edit a file using an editor.

6. Print a file.

7. I nvoke input/output redirection.

8. Change file perm ssions.

9. Use UNNX file utilities.

10. Use UNI X communi cation utilities.
11. Use diagnostic utilities.

12. Log-out of the workstation.

REFERENCE( S) :

1. On-line Manual

2. UNI X Operating System Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.11.3 MANAGE USER ACCOUNTS

CONDITION(S): Gven a workstation, software, and the reference.

STANDARD: User accounts will be managed per the reference.

PERFORMANCE STEPS:

1. Modify (add/delete users) the password file.

2. Verify sufficient disk space exists for user.

3. Create/renpve a hone directory for user.
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4. Change file perm ssions to enabl e/di sable user file access.
5. Configure user environnent variables.
REFERENCE( S) :

1. UN X Operating System Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.11.4 MANAGE FI LE SYSTEM5

CONDITION(S): Gven a network of UN X workstations.

STANDARD: The file systemw Il be managed according to the
operating system manual .

PERFORMANCE STEPS:

1. Determne the type of UNI X operating system
2. Format data storage nedia.

3. Partition data storage nedi a.

4. Create file systens.

5. Modify file systens.

6. Munt/unnmount file systens.

7. Export file systens.

8. Delete file systens.

REFERENCE( S) :

1. On-line Manual
2. UNI X Operating System Manual

3. UNI X System and Network Adni nistration Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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CONDITION(S): G ven a UNI X workstation
devi ce specific software

STANDARD:  Peri pheral devices wll

the references.

PERFORMANCE STEPS

MCO 1510. 37C
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peri pheral devices, and

be installed and configured per

1. Install peripheral hardware.

2. Modify systemenvironnment files.
REFERENCE( S)

1. Local SOP

2. UNI X Operating System Software

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4010.11.6 | NSTALL SOFTWARE
CONDITION(S): G ven a UNIl X workstation and software.
STANDARD: Software will be installed and configured per the

ref erences.

PERFORMANCE STEPS

1. Install application software.
2. Configure presentation software for
sof t war e.
3. Configure systemresources for
REFERENCE( S)
1. On-line Manual
2. UNI X Qperating System Manua

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

new application

new application software
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TASK: 4010.11.7 CONDUCT SYSTEM BACKUP/ RECOVERY

CONDITION(S): G ven a network of UNI X workstations wi th peripheral
devi ces.

STANDARD: Systemfiles will be backed up and recovered per the

ref erences.

PERFORMANCE STEPS:

1. Backup file(s), directories, and file systens.

2. Restore file(s), directories, and file systens.

REFERENCE( S) :

1. On-line Manual

2. UNI X Qperating System Manua

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.11.8 TUNE SYSTEM PERFORMANCE

CONDITION(S): G ven a network of UNI X workstations with periphera
devi ces.

STANDARD: System performance will be optinized per the references.

PERFORMANCE STEPS

1. Monitor system perfornance.

2. Reconfigure the kernel

REFERENCE( S)

1. On-line Manual

2. UNI X Qperating System Manua

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4010.11.9 MANAGE MULTI PLE NETWORKS

CONDITION(S): Gven a network of multiple UNI X servers.

STANDARD: The network will be managed per the references.

PERFORMANCE STEPS:

1. Configure gateways and routers between networks.
2. Configure routing tables on servers.

3. Monitor inter-network | oad.

REFERENCE( S) :

1. On-line Manual
2. UNI X Operating System Manual

3. UNI X System and Network Adni nistration Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.11.10 WRITE SHELL SCRI PT FI LES

CONDITION(S): Gven a UNI X workstation and software.

STANDARD: The shell script will be created and run per the
ref erences.

PERFORMANCE STEPS:

1. Create a sinple shell script.
2. Save a shell script.

3. Execute a shell script.

REFERENCE( S) :

1. On-line Manual

2. UNI X Operating System Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4010.11.11 MANAGE SYSTEM PROCESS

CONDITION(S): Gven a UNI X workstation and software.

STANDARD: The system process will be nanaged per the references.

PERFORMANCE STEPS:

1. Define a system process.
2. Define the different types of processes.

3. Manage system processes.

REFERENCE( S) :

1. On-line Manual
2. UNI X Operating System Manual

3. UNI X System and Network Adninistrative Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010.11.12 MANAGE NETWORK SERVI CES

CONDITION(S): Gven a network of multiple UNI X servers.

STANDARD: Network services will be nanaged per the references.

PERFORMANCE STEPS:

1. Define Network File System (NFS) terninol ogy.
2. Export file hierarchies with NFS.
3. Mount file hierarchies with MS.
4. Create NFS autonounter maps.
5. Mount file hierarchies with the NFS autonounter.
6. Define Network Information Service (NI'S) term nol ogy.
7. Configure a NI'S donain.
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8. Configure the UNIX to UNI X Copy Program (UUCP) .

9. Use UUCP to copy files to/froma renote host.

REFERENCE( S) :

1. On-line Manual
2. UNI X Operating System Manual

3. UNI X System and Network Adni nistration Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4010. 11. 13 MANAGE NETWORK SECURI TY

CONDITION(S): Gven a network of multiple UNI X workstations and
servers, security regulations, and classification of data.

STANDARD: The network will be secured agai nst known threats per
the references.

PERFORMANCE STEPS:

1. Analyze current network security procedures.
2. Recomend solutions to identified vulnerabilities.

3. Inplenent corrections to secure network.

REFERENCE( S) :

1. On-line Manual
2. UNI X Operating System Manual

3. UNI X System and Network Adni nistration Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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MOS 4025, NETWORK CONTROL SPECI ALI ST

DUTY AREA 1 - TELEPROCESS|I NG HARDWARE

TASK: 4025.1.1 |INSTALL TELEPROCESSI NG PERI PHERAL DEVI CES

CONDITION(S): Gven the following itenms: vendor’'s conmponent
description nmanuals, nodens, emnul ation cards, tel ephone wire,
COMTEN Front -End Processor (FEP), terminals, screwdrivers, wire
strippers, diagnostic equipnent, operators nanual, |ocal SOP, and
the reference.

STANDARD:  Peripheral devices will be installed within 30 m nutes
and tested so that applications are accessed per appropriate
ref erences.

PERFORMANCE STEPS

1. Ensure that an acceptable environnment exists; i.e.,
power, tenperature, hum dity, and space.

2. Ensure that when installing devices, it is coordinated
with software personnel to ensure that the device(s) are
i ncluded in the schedul ed COMIEN generati on.

3. Review the vendor supplied conmponent description manual s.

4. String cabl e/ phone lines.

5. Strap/configure the nodens.

6. Test the circuit to ensure that information can be
transm tted and/or received.

7. Strap or configure controller or terninal
8. Initiate the circuit to ensure that the systemis

operating efficiently.

REFERENCE( S)

1. MCO P5230.14, Marine Corps Data Network (MCDN) Managenent
and Control Manual
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ADM NI STRATI VE | NSTRUCTI ONS:

1. Performance Steps nust be perforned sequentially.

TASK: 4025.1.2 CORRECT TELEPROCESSI NG SYSTEM FAI LURES

CONDITION(S): Gven the following items: tel ephone

comruni cation, CRT (3270 Di splay Application User Manuals, vendor
suppl i ed conmponents description manual s), pencil and paper, data
l'ink anal yzer, proper tools, screwdriver, wire strippers, access
to COMIEN Front-End Processor (FEP), list of tel eprocessing
system failures, |local SOP, and appropriate references.

STANDARD: Wthin 30 minutes, the cause of tel eprocessing system
failures must be identified and the corrective action taken nust
be explained to the supervisor verbally or by witten
correspondence per appropriate references.

PERFORMANCE STEPS:

1. Locate the failure

2. Determne and explain if the failure is in the hardware,
software, or local area network, as applicable.

3. |If hardware failure, list action taken to correct the
failure.
4. |f failure is beyond mai ntenance capability, or it is

determned that the problemis a software mal function
refer the situation to another agency.

REFERENCE( S)

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manua

2. MCO P5230. 14, WMarine Corps Data Network (MCDN) Managenent
and Control Manual

ADM NI STRATI VE | NSTRUCTI ONS

1. Performance steps nust be perforned sequentially.
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TASK: 4025.1.3 OPERATE TELEPROCESSI NG CONSCLES

CONDITION(S): Gven the following itenms: software package
operators guides, access to all systens consoles, l|ist of
required results, local SOP, and the reference.

STANDARD: An appropriate tel eprocessing console will be operated
so that the desired results are obtained within 15 m nutes and
verified by the eval uator.

PERFORMANCE STEPS:

1. Determne what results are desired.
2. Select the software package to affect that action.
3. Research reference library for appropriate conmand.

4. Enter appropriate conmands and operati ons on appropriate
consol e or LAN Systens consol e/ master node device.

5. Interpret the results of the command with the aid of
ref erence.
REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

ADM NI STRATI VE | NSTRUCTI ONS:

1. Performance steps nust be perforned sequentially.

TASK: 4025.1.4 OPERATE DI AGNOCSTI C MODEM NETWORKS

CONDITION(S): Gven the following itenms: pencil and paper,
nodem document ati on, nodem storage for statistics, installation
requi renents, and the reference.

STANDARD: Di agnosti ¢ nodem networks will be operated so as to
neet installation requirenents and identify problens i mediately.

PERFORMANCE STEPS:

1. Research diagnostic nodem docunent ati on.
2. Conpile statistics.
Appendix Cto
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3. Recognize error condition

REFERENCE( S) :

1. RS 232 Interface Description

ADM NI STRATI VE | NSTRUCTI ONS

1. Performance steps nust be perforned sequentially.

TASK: 4025.1.5 MAINTAI N DI AGNCSTI C MODEM NETWORKS

CONDITION(S): Guven the following items: pencil and paper

di agnosti c nodem docunentation on the nbdem network
configuration addresses, vendors contact sheet, Problem Referra
Sheet, Problem Determ nation Guide, and the reference.

STANDARD:  Mai ntai n Di aghostic Modem Networks to fully isolate
problems within 15 m nutes and docunent during each step

PERFORMANCE STEPS

1. Research line, nodem and term nal diagnostic addresses.
2. Determ ne what diagnostics to perform

3. Performdiagnostics on nmaster nodem if necessary.

4. Performdiagnostics on line, if necessary.

5. Performdiagnostics on the slave or secondary nodem if
necessary.

6. Performdiagnostics on the ternminal, if necessary.
7. Analyze results of test.
8. Determine the problem area

9. Repair or bypass problemor refer to maintenance
activity.

10. Document probl em
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REFERENCE( S) :

1.

RS 232 Interface Description

ADM NI STRATI VE | NSTRUCTI ONS:

1.

Performance steps nust be perforned sequentially.

TASK:

4025.1.6 DESI GN DI AGNOSTI C MODEM NETWORKS

CONDITION(S): Gven the following items: telephone service

request or work order, current COMIEN and system generation
paper and pencil, statistical analysis package, user’s request,
network nonitoring system hardware docunentation, on-line
application, installation standards, and appropriate references.

STANDARD: Design a diagnostic nodem network that is conpatible
Wi th existing equipnent and is operationally functional to neet
the requirenments of the local installation

PERFORMANCE STEPS:

1. Receive approved on-line application request.
2. Conpile statistics.
3. Deternmine response tinme and throughput of the network.
4. Research docunentation on required hardware
5. Determine user circuits and | ocations.
6. Assign the termnal to a circuit.
7. Assign diagnostics nodem addresses.
8. Assign controller and term nal addresses.
9. Performevaluation test.
10. Document the design
11. Pl ace order for necessary equi pnent.
REFERENCE( S) :
1. MCO P5233.1, Marine Corps ADP Managenent Standards Manua
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2. MCO P5230.14, WMarine Corps Data Network (MCDN) Managenent
and Control Manual

ADM NI STRATI VE | NSTRUCTI ONS

1. Performance steps nust be perforned sequentially.

TASK: 4025.1.7 MONI TOR NETVWORK PERFORMANCE

CONDITION(S): Gven the following items: paper and pencil
termnal, statistical analysis package, |og book, network

nmoni tori ng equi prent, measurenent and nonitoring devices
docunent ati on, tel ephone, tel ephone directory, trouble reports
form COMIEN and system generation, OS Console, COMIEN Consol e,
access to on-line application, vehicle, local SOP, and the

ref erence.

STANDARD: Network performance will be nonitored to ensure
identification of poor perform ng segnents of the network and
report that performance to the tel eprocessing officer

PERFORMANCE STEPS

1. Research network configuration
2. Research neasurenent/nonitoring devices docunentation
3. Monitor the foll ow ng devices:

a. Hardware/ Software Statistics

b. Operator Console

c. Indicator Lights

d. User/Network Feedback

e. LAN perfornmance

4. Refer teleprocessing systemfailure to troubl eshooting
t eam

5. Docunent gathered statistics.

6. Use statistical analysis package.

7. Analyze network statistics.
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8. Docunent daily network performance.
9. Refer poor network performance to tel eprocessing officer.
REFERENCE( S) :

1. MCO P5230.14, Marine Corps Data Network (MCDN) Managenent
and Control Manual

ADM NI STRATI VE | NSTRUCTI ONS:

1. Performance steps nust be perforned sequentially.

TASK: 4025.1.8 PERFORM FI RST LEVEL CORRECTI VE ACTI ONS | NVOLVI NG
TELEPROCESSI NG SOFTWARE

CONDITION(S): Gven the following itenms: teleprocessing system
generation, paper and pencil, nonitoring devices, |ocal SOP,
access to pertinent applications, tel ephone, trouble report form
har dwar e test equi pnent, hardware/software trace instructions,
applications users manual, and the reference.

STANDARD: First level corrective actions involving

tel eprocessing software will be successfully performed so that
routine software problens are resolved within 15 m nutes and
maj or problens are referred to the probl em change coordi nator.

PERFORMANCE STEPS:

1. Recognize that a software problem exists.

2. Research docunentation of teleprocessing software
products of |ocal SOP.

3. Performinitial corrective action.
4. Docunent the problemwith a Troubl e Report Form
5. Refer all uncorrectable problens to problem change

coor di nat or.

REFERENCE( S) :

1. Errors and Codes Manual
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ADM NI STRATI VE | NSTRUCTI ONS:

1. Performance steps nust be perforned sequentially.
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MOS 4034, COWPUTER OPERATCR

DUTY AREA 1 - OPERATI NG SYSTEMS

TASK: 4034.1.1 OPERATE MASTER CONSOLE

CONDITION(S): Gven the following itens; nmaster console, main
frame, peripheral equipnent appropriate to programrun
operations manual, |ocal SOP, applicable vendor manual s, and
appropri ate references.

STANDARD: WS and JES2 conmmands will be entered with 90 percent
accuracy and to determne the correct operator response with 100
percent accuracy per appropriate references.

PERFORMANCE STEPS

1. Manipul ate the keyboard to provide input.
2. Respond to conputer system command.
3. Respond to computer system query.

4. Respond to conputer system nessage.

REFERENCE( S)

1. XA WS System Comands
2. JES2 Commands

3. Systens Messages and Codes Manua

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4034.1.2 OPERATE COVPUTER CONSOLE

CONDITION(S): Guven the following items: conputer console, main
frame, peripheral equipnent appropriate to programrun

operations manual, |ocal SOP, applicable vendor manual s, and
appropri ate references.
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STANDARD: JES2 commands will be entered to control and determ ne
the status of 1/0O devices with 90 percent accuracy.

PERFORMANCE STEPS:

1. Manipul ate the keyboard to provide input.
2. Respond to conmputer system comand.
3. Respond to computer system query.

4. Respond to conputer system nessage.

REFERENCE( S) :

1. MWS/ XA WS System Commands
2. JES2 Commands

3. Systens Messages and Codes Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4034.1.3 OPERATE TAPE DRI VE

CONDITION(S): Gven the following items: tape drive, |ocal SOP,
job or systemrequest, tape, and the reference.

STANDARD: The tape drive will be readied and operated within 10
m nutes of receipt of request 100 percent of the time and within
3 mnutes of receipt of request 75 percent of the tinme. Systens
mal f uncti ons nust be corrected.

PERFORMANCE STEPS:

1. Access tape from appropriate area.
2. Execute systemrequest for nounting tape.
3. Monitor tape drive.

4. Di snmount tape.

REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual
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ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4034.1.4 OPERATE H GH SPEED LI NE PRI NTER

CONDITION(S): Gven the following itens: high speed line
printer, continuous form paper system output request from
consol e, operator’s nanual, form book, |ocal SOP, and the
ref erence.

STANDARD: The printer will be operated so that alignnent, print
position, and lines per inch on standard forns are done on the
first try 95 percent of the tinme, on all special forns this nust
be done by the third try 80 percent of the tine. System

mal f uncti ons nust be corrected.

PERFORMANCE STEPS

1. Load paper.

2. Set printer control
3. Disnount out put.

4. Breakdown out put.

5. Distribute output.

REFERENCE( S)

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manua

ADM NI STRATI VE | NSTRUCTI ONS

1. Performance steps nust be perforned sequentially.

TASK: 4034.1.5 OPERATE LASER PRI NTER

CONDITION(S): Gven the following itens: |aser printer, paper
operator’s manual, |local SOP, and the reference.

STANDARD: The laser printer will be operated so that output
forms and quality of print are done on the first try 95 percent
of the time. System mal functions nmust be diagnosed.
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PERFORMANCE STEPS:

1. Load paper.

2. Set printer via printer console.
3. Monitor print.

4. Unl oad out put.

5. Distribute output.

REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

ADM NI STRATI VE | NSTRUCTI ONS:

1. Performance steps nust be perforned sequentially.

TASK: 4034.1.6 PERFORM I NI TI AL PROGRAM LOAD

CONDITION(S): Gven the following items: WS conpatible
mai nframe, a properly generated operating system |ocal SOP, and
the reference.

STANDARD:  An initial programload (IPL) will be properly
performed 98 percent of the tine. Al malfunctions nmust be
corrected.

PERFORMANCE STEPS:

1. The number of steps and the conplexity of actions
required varies greatly between sites. Therefore, no
steps will be specified at this tine.

REFERENCE( S) :

1. MWS/ XA System lInitialization and Tuni ng Guide

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4034.1.7 OPERATE DI RECT ACCESS STCRAGE DEVI CE ( DASD)

CONDITION(S): G ven a direct access storage device, a direct
access storage device controller, local SOP, and the reference.

STANDARD: I nitial machine load (I M) the direct access storage
device controller with 100 percent accuracy per appropriate
ref erences.

PERFORMANCE STEPS:

1. Vary path off-line using nmaster console.
2. Disable the controller.

3. Power off the controller.

4. Power on the controller.

5. Enable the controller.

REFERENCE( S) :

1. Introduction to Direct Access Storage Devices

ADM NI STRATI VE | NSTRUCTI ONS:

1. Performance steps nust be perforned sequentially.

TASK: 4034.1.8 PERFORM EMERGENCY SHUTDOWN PROCEDURES

CONDITION(S): Gven a situation requiring energency shutdown and
restart, and Local SOP.

STANDARD: Wthin the tinme-frames allotted, the mainfranme and
supporting peripherals will be properly shutdown and restarted.

PERFORMANCE STEPS:

1. Determ ne scenarios in which energency shutdowns shoul d
be perforned.

2. Power-down conputer in accordance with the situation.
3. If tinme allows, shutdown rmainfrane prior to power-down.
4. Utilize fire suppression systemif necessary.
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5. Power-up systemafter problemis resol ved.

REFERENCE( S) :

1. Vendor Supplied Materials

ADM NI STRATI VE | NSTRUCTI ONS:

TASK: 4034.1.9 MANAGE ADP EQUI PMENT

CONDI TION(S): G ven ADP nonencl ature, equipnent, and situations
that require the responsible officer to receive, replace and/or
inventory this equi pnent.

STANDARD: The installation and status of ADP equi pnent will be
managed per directive

PERFORMANCE STEPS

1. Review Marine Corps ADP equi pnent reporting system
2. Review governnent for reuse policy

3. Turn-in governnent ADP equi pnent for disposal, as
appl i cabl e.

4. Report the receipt, acceptance, excess, inventory, and
utilization, failure and/or replacenment of ADP equi prment
to CMC (CTAR).

5. Ensure use of ADPE accounting procedures in terms of
exi sting Marine Corps directives.

6. Explain the accounting procedures for ADPE in terns of
exi sting Marine Corps directives.

REFERENCE( S)

1. MCO P5211.2, The Privacy Act of 1974

ADM NI STRATI VE | NSTRUCTI ONS
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TASK: 4034.1.10 PREPARE SH FT SCHEDULES

CONDITION(S): G ven an assignment as an operations chief and the
appropri ate references.

STANDARD: The shift schedules will be prepared per appropriate
ref erences.

PERFORMANCE STEPS:

1. Review ADP processing requirenents
2. Analyze customer requirenents

3. Apply automated tools to bal ance workl oad over tine.

REFERENCE( S)

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manua

2. U S. Marine Corps Information Resources Managenent
Publ i cati ons

ADM NI STRATI VE | NSTRUCTI ONS

DUTY AREA 2 - MANAG NG MAGNETI C MEDI A LI BRARY

TASK: 4034.2.1 PROCESS | NCOM NG TAPES

CONDITION(S): Gven the following itens: tapes, tape |log, |oca
SOP, transmittal sheet, and the reference.

STANDARD: I ncomng tapes will be processed with 100 percent
accuracy.

PERFORMANCE STEPS

1. Unpack the tape.
2. Log tape into incom ng tape | og.
3. Store tape
4. ©Make appropriate notification of tape arrival
Appendix D to
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REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manua

ADM NI STRATI VE | NSTRUCTI ONS:

1. Performance steps nust be perforned sequentially.

TASK: 4034.2.2 PREPARE TAPES FOR MAI LI NG

CONDITION(S): Gven the following itens: tapes, tape |log, |oca
SOP, transmittal sheet, and the reference.

STANDARD: Tapes will be prepared for nailing with 100 percent
accuracy and the transnmittal nust be conpleted in duplicate with
no errors. The tape nust be packed securely with one copy of
transmttal.

PERFORMANCE STEPS:

1. Make appropriate entries in tape |og.

2. Conplete transmttal

3. Pack tape for miling.

4. Mil tape.

5. Conduct review as needed to identify m ssing/overdue tape

returns.

REFERENCE( S)

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manua

ADM NI STRATI VE | NSTRUCTI ONS

1. Performance steps nust be perforned sequentially.
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TASK: 4034.2.3 |INTIALIZE AND LABEL MAGNETI C TAPE

CONDITION(S): Gven the following itens: nmagnetic tape, tape
drive, computer systemw th appropriate program external | abel,
magi ¢ marker, |ocal SOP, and the reference.

STANDARD: The magnetic tape nmust be initialized, |abeled
external ly, and renain undamaged wi th 100 percent accuracy.

PERFORMANCE STEPS:

1. Update programi nput.
2. Label tape externally.
3. Subnmit tape and job for initialization.

4. Store tape.

REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

ADM NI STRATI VE | NSTRUCTI ONS:

1. Performance steps nust be perforned sequentially.

TASK: 4034.2.4 CLEAN MAGNETI C REEL TAPE

CONDITION(S): Guven the following items: nagnetic reel tape,
tape cl eaner, operator’s nanual, tape log, local SOP, and the
ref erence.

STANDARD: The magnetic tape will be cleaned with 100 percent
accuracy and rmust not be damaged during threading.

PERFORMANCE STEPS:

1. Mount tape on tape cleaner.
2. Start tape cleaner.
3. Disnount tape fromtape cleaner.
4. Store tape or return tape to tape drive.
5. Log in tape cleaning.
Appendix D to
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REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

ADM NI STRATI VE | NSTRUCTI ONS:

1. Performance steps nust be perforned sequentially.

TASK: 4034.2.5 CERTIFY MAGNETI C TAPE

CONDITION(S): Gven the following items: tape (which wll
require renoval of bad spot), tape certifier, local SOP, cutting
device, tape log, operator’s manual, and the reference.

STANDARD: The magnetic tape will be certified with 100 percent
accuracy and no danage to tape nust occur during threading. All
sections of tape indicated to be defective nust be renpved.

PERFORMANCE STEPS:

1. Mount tape on certifier.

2. Ensure error recorder in place.
3. Start certifier.

4. Dismount tape fromcertifier.
5. Check error recorder.

6. Cut bad tape as required.

7. Replace reflector.

8. Log in tape certification.

9. Return tape for initialization of discard tape.

REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

ADM NI STRATI VE | NSTRUCTI ONS:

1. Performance steps nust be perforned sequentially.
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TASK: 4034.2.6 PREPARE SCRATCH TAPES

CONDITION(S): Gven the following items: tape library, conputer
systemw th appropriate program |ocal SOP, and the reference.

STANDARD: Scratch tapes will be prepared with 100 percent
accuracy per the reference.

PERFORMANCE STEPS:

1. Submt job for execution.
2. Pull tapes according to the Scratch Tape Listing.

3. ldentify tapes to be cleaned or certified according to
the Scratch Tape Listing.

4. Place scratch tapes on scratch tape rack.

REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

ADM NI STRATI VE | NSTRUCTI ONS:

1. Performance steps nust be perforned sequentially.

TASK: 4034.2.7 NAINTAI N ALTERNATE LI BRARY

CONDITION(S): Gven the following itenms: tape library,
alternate library site, conputer systemw th appropriate program
| ocal SOP, and the reference.

STANDARD: The alternate library will be maintain with 100
percent accuracy per the reference.

PERFORMANCE STEPS:

1. Submt job for execution.
2. Pull tapes listed in Alternate Library Report.
3. Place tapes in alternate library.
Appendix D to

ENCLOSURE ( 6)
6-D- 11



MCO 1510. 37C
13 Dec 95

4. Return appropriate tapes to main |ibrary.

5. Catalog alternate library according to installation SOP.

REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

ADM NI STRATI VE | NSTRUCTI ONS:

1. Performance steps nust be perforned sequentially.

DUTY AREA 3 - CONTROLLI NG | NPUT/ QUTPUT

TASK: 4034.3.1 PRODUCE M CROFI CHE

CONDITION(S): Gven the following items: mcrofilm
comruni cati ons equi pnent, operator’s manual, |ocal SOP, and the
ref erence.

STANDARD: The mcrofiche will be produced with 100 percent
accuracy per the reference.

PERFORMANCE STEPS:

1. Properly setup nmicrofiche according to specifications.
2. Start mcrofilmmachine.

3. Performaquality control on output.

4. Separate jobs upon conpletion.

5. Distribute output as required.

REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

ADM NI STRATI VE | NSTRUCTI ONS:

1. Performance steps nust be perforned sequentially.
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TASK: 4034.3.2 OPERATE DECOLLATOR

CONDITION(S): Gven the following items: decollator, paper
forms, job request form installation requirenent, |ocal SOP, and
the reference.

STANDARD: The decollator will be operated, output properly
aligned, and all forns separated to neet the installation
requirenent. Al mal functions nust be corrected.

PERFORMANCE STEPS:

1. Load paper forrms.

2. Adjust decollator controls.
3. Start decollator.

4. Stop decoll ator.

5. Unl oad carbons and paper forns.

REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4034. 3.3 OPERATE BURSTER

CONDITION(S): Guven the following itenms: burster, fornms to be
separated, vendor’s nmnual, |ocal SOP, and the reference.

STANDARD: The burster will be operated, output properly aligned,
evenly spaced, properly sequenced, and conpletely separated. All
mal f uncti ons nust be corrected.

PERFORMANCE STEPS:

1. Set burster controls.
2. Load forns into burster.
3. Begin burster operation.
Appendix D to
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4. Mbnitor burster operation

5. Unload forns from burster.

REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

ADM NI STRATI VE | NSTRUCTI ONS:

1. Performance steps nust be perforned sequentially.

TASK: 4034.3.4 PROVI DE CUSTOMER SERVI CE

CONDITION(S): G ven an assignment to the operations section of
an ADP center, a requirenent to respond to customer requests for
out put .

STANDARD:  Provide custoner with requested output in a tinely
manner, or direct custoner to appropriate ADP section for
request ed out put.

PERFORMANCE STEPS:

1. Print output without error, through print distribution
software if avail abl e.

2. Distribute output.

3. Use available software applications to determ ne status
of custoner’s output.

4. |f unable to resolve request for output, forward or

direct custoner request to Production Control or
appropriate ADP section for resolution.

REFERENCE( S) :

1. None

ADM NI STRATI VE | NSTRUCTI ONS:

1. (NONE)
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DUTY AREA 4 - DEPLOYABLE FORCE AUTOVATED SERVI CE CENTER ( DFASC)

TASK: 4034.4.1 CONDUCT PREDEPLOYMENT COORDI NATI ON

CONDITION(S): G ven a scenario or Letter of
Instruction (LO) requiring deploynent, assignnent to a
DFASC, and | ocal SOP.

STANDARD: Wthin the tine-frane allotted, operationa
and | ogistical requirenents for deploynent of the DFASC
wi || be schedul ed and coordi nat ed.

PERFORMANCE STEPS

1. Coordinate neals, water supply, shower
facilities, and other consunables for
per sonnel

2. Schedule a training area, if the deploynment is
for training purposes.

3. Schedule notor transport assets required for
duration of exercise or deploynent.

4. Schedul e portable power supply for deploynent.

5. Schedule forklifts for |oading and unl oadi ng
DFASC supporting equi prent.

6. Determ ne fuel requirenents and refueling
schedul e.

7. Determ ne user processing requirenments and plan
accordi ngly.

8. Create deploynent/exercise folder

9. Docunent coordinated dates and tinmes in
exerci se fol der.

10. Schedul e a pre-enbarkation Linmted Technica
I nspection (LTI).

REFERENCE( S)

1. None
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ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4034.4.2 PERFORM EMERGENCY SHUTDOWN PROCEDURES

CONDITION(S): G ven assignnent to a DFASC, a

requi renent for energency shutdown and restart of
mai nframe, emergency shutdown and restart operating
procedures, and |ocal SOP.

STANDARD: Wthin the tine-frane allotted, the
mai nframe and supporting peripherals will be properly
shut down and restarted.

PERFORMANCE STEPS:

1. Determ ne scenarios in which energency
shut downs shoul d be perforned.

2. Determine location of emergency power switches
in the DFASC van.

3. Determne the Halon Fire Suppression System

4. Create docunentation specifying the correct
shut down procedures.

5. Train all personnel on correct shutdown
procedur es.

6. Schedule training drills to practice shutdown
and restart procedures.

REFERENCE( S) :

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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DUTY AREA 5 - ENVI RONVENTAL CONTROL OPERATI ONS

TASK: 4034.5.1 OPERATE FI RE EXTI NGUI SHER SYSTEM

CONDITION(S): Gven the following itens; fire extinguisher
system base fire regul ations, vendor supplied nanuals, |oca
SOP, and appropriate references.

STANDARD:  Properly operate fire extingui sher systemin an
enmer gency and/or test environnent.

PERFORMANCE STEPS:

1. Evaluate situation.
2. Engage Hal on bypass.

3. Contain fire, if feasible, utilizing fire extinguisher
systemuntil fire departnent arrives.

REFERENCE( S) :

1. Current base or facility fire regul ations

2.  Vendor supplied manual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4034.5.2 MANAGE UNI NTERRUPTI BLE POWER SUPPLY ( UPS)

CONDITION(S): Gven the following items: UPS system vendor
suppl i ed manual s, |ocal SOP and the reference.

STANDARD:  UPS gauges and displays will be anal yzed to determ ne
proper operation according to |ocal SOP

PERFORMANCE STEPS:

1. Ensure UPS equiprent is operating within nornmal standards
as determ ned by vendor at regularly schedul ed intervals.

2. Ensure vendor perforns periodic preventive maintenance.
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REFERENCE( S) :

1. Vendor supplied manual s

ADM NI STRATI VE | NSTRUCTI ONS:

TASK: 4034.5.3 MONI TOR TEMPERATURE AND HUM DI TY GAUGES

CONDITION(S): Gven the following items; tenperature and
hum dity gauges, vendor supplied nmanuals, |ocal SOP, and the
ref erence.

STANDARD: Ensure tenperature and hum dity gauges are operating
Wi thin normal paraneters.

PERFORMANCE STEPS:

1. Analyze gauges to determine if tenperature and humdity
systemis operating properly.

2. Notify appropriate personnel if tenperature and/or
hum dity systemis not within normal ranges.

REFERENCE( S) :

1. Vendor supplied manual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4034.5.4 MONI TOR ENVI RONVENTAL CONTROL UNI TS

CONDITION(S): Gven the following items; air conditioning
equi prent, vendor supplied manuals, | ocal SOP, and the reference.

STANDARD:  Ensure environmental control equi pnent are operating
Wi thin normal paraneters.

PERFORMANCE STEPS:

1. Analyze gauges to deternmine if tenperature and humdity
systemis operating properly.

2. Notify appropriate personnel if tenperature and/or
hum dity systemis not within normal ranges.
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REFERENCE( S)

1. Vendor supplied manual s

ADM NI STRATI VE | NSTRUCTI ONS

DUTY AREA 6 - HELP DESK OPERATI ONS

TASK: 4034.6.1 PROVI DE ASSI STANCE FROM A HELP DESK

CONDITION(S): Gven a requirenent to provide assistance froma
hel p desk and the following itens; 3270 access to nmi nfrane,
applicabl e software applications, manuals, |ocal SOP, and
appropri ate references.

STANDARD: Respond or direct custoner to appropriate personnel to
resol ve custoner problens.

PERFORMANCE STEPS

1. Evaluate custoner’s request.
2. Attenpt to resolve problem

3. If problemis unresolved, direct call to appropriate
section or applicable tracking system

4. Track unresol ved problens and forward to appropriate
secti ons.

REFERENCE( S)

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4034.6.2 MONI TOR OPERATI ONS OF A HELP DESK

CONDITION(S): Gven the followi ng itens; supervisory assignnent
to a Hel p Desk, applicable software applications, |ocal SOP, and
the reference.
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STANDARD: Monitor operations of a Hel p Desk using appropriate
software applications to ensure tracking and resolution of al
problenms in an acceptable tine-frane.

PERFORMANCE STEPS:

1. Monitor tracking software closely.

2. Ensure Hel p Desk personnel properly resolve trouble calls
within their area of responsibility.

3. Ensure Hel p Desk personnel forward unresol ved trouble
calls to appropriate sections of tracking systens.

REFERENCE( S) :

1. Vendor supplied manual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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MOS 4038, DATA CONTRCL SPECI ALI ST

DUTY AREA 1 - SERVI NG THE CUSTOVER

TASK: 4038.1.1 PROVI DE CUSTOMER SERVI CE

CONDITION(S): Gven the following items: Job Identification
Nunmber List, local SOP, Wrk Request Form Deallocation Listing,
and appropriate references.

STANDARD:  Custoner service will be provided to ensure assistance
provided is within the capabilities of the ADP installation and
custonmer needs are net.

PERFORMANCE STEPS

1. Define customer requirenents.

2. |If custonmer requirenment is an existing production job,
performthe foll ow ng:

a. Check deall ocation
b. Verify proper input/output.
a. |f custoner requirenent is not supported by an existing
production job, refer requirenment to the appropriate
secti on.
b. Provide feedback to customer on status of their

requi renent.

REFERENCE( S)

1. Computer Operations Manual (OM
2. | BM WS/ XA JCL Reference Manual (GC28-1352-3)
3. | BM WS/ XA Messages and Codes Manual (GC28-1157-5)

4. |IBMOS/VS2 WS Utilities Manual (CGC26-3902)

ADM NI STRATI VE | NSTRUCTI ONS

1. Performance steps nust be perforned sequentially.
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TASK: 4038.1.2 CONDUCT CUSTOVER LI Al SON

CONDITION(S): G ven an assignnent as a production contro
technician and appropriate references.

STANDARD:  Custoner liaison will be conducted per appropriate
ref erences.

PERFORMANCE STEPS

1. Determ ne the ADP hardware support requirenents for the ADP
site.

2. Review custoner support plans and SOP' s.

3. Analyze ADP hardware capabilities in view of support
requi renents.

4. Conduct on-site visits to custoner |ocations.

5. Provide advance notice to customers on changes to support
capabilities.

6. Coordinate changes to support requirenents resulting from
changes to operational schedul es.

7. Maintain custoner liaison during periods of unschedul ed
out ages.

8. Develop alternate support plans as required.

9. Maintain custoner recall and point of contact rosters.

10. Assist custonmers with contingency planning.

11. Conduct periodic reviews of customer support requirenents

with all custoners.

REFERENCE( S)

1. MCO P5233.1, Marine Corps ADP Managenent Standards

2. U S. Marine Corps Information Resources Managenent
Publ i cati ons

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4038. 1.3 SUPERVI SE TAPE LI BRARY OPERATI ONS

CONDITION(S): @G ven an assignnent as a production analysis chief
and appropriate references.
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STANDARD: The tape library operations will be supervised per
appropri ate references.

PERFORMANCE STEPS:

1. Review SOP's for accuracy and detail.
2. Establish daily tape librarian functions.
3. Ensure use of scratch tape inventory.

4. Establish procedures for scratch tape designation and
oper ati on.

5. Ensure tape cleaning and certification procedures are
fol | owed.

6. Analyze deficiencies originating with magnetic tape nedi a.
7. Supervise training of tape librarians.

8. Supervise purchase of tape nedia.

REFERENCE( S)

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manua

2. U S. Marine Corps Infornmation Resources Managenent
Publ i cati ons

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 2 - PRODUCTI ON ANALYSI S

TASK: 4038.2.1 PERFORM PROCEDURE OPTI M ZATI ON

CONDITION(S): Gven the following items: Job Identification
Nunmber List, Data Set Cross Reference Listing, Deallocation
Li sting, local SOP, and the reference.

STANDARD: The procedures will be optinized to produce efficient
time and resource utilization

PERFORMANCE STEPS

1. Receive and | og request.

2. Review procedure for inprovenent in all the follow ng
areas:
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a. Nam ng conventi ons.

b. Disposition processing.

c. Data control block information.
d. Unit.

e. Space.

f. Vol une.

g. Sort information.

h. Move steps.

i. Docunent/flow chart.

3. Anend procedure with error-free execution and verify
i npl enent ed procedure changes.

4. Miintain Proc-Libs, JCL-Libs, Load Libs, and Sysin-Libs.
5. Load new prograns received fromC ass | Sponsors.

6. Coordi nate anended procedures with responsible
programi ng section and the system sponsor.

7. Createl/revisel/distribute OMto reflect procedure update.

REFERENCE( S) :

1. Computer Operations Manual (OM

ADM NI STRATI VE | NSTRUCTI ONS:

TASK: TASK:  4038.2.2 | MPLEMENT NEW PROCEDURES

CONDITION(S): Gven a new procedure froma Class | sponsor.

STANDARD: New procedures will be inplenmented per | RAM and | ocal
site requirenents.

PERFORMANCE STEPS:

1. Review request.
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2. Review procedures for accurately coded JCL per site
st andar d.

3. Make necessary changes to bring procedures up to
st andar d.
a. Create VSAMfiles as required.
b. Create GDG s as required.

4. Test procedure for accuracy.

5. Export procedures, progranms, job library, and sysin
library nmenbers to appropriate libraries.

6. Docunent updates of the JCL in the docunentation |ibrary.

REFERENCE( S)

1. Computer Operations Manual (OM
2. | BM WS/ XA JCL Reference Manual (GC28-1352-3)
3. | BM WS/ XA Messages and Codes Manual (GC28-1157-5)

4, OS Utilities Manua

ADM NI STRATI VE | NSTRUCTI ONS

1. Performance steps nust be perforned sequentially.

TASK: 4038.2.3 MANI PULATE DATA SETS

CONDITION(S): G ven custoner request or optimzation
requi renent, |ocal SOP, and appropriate references.

STANDARD: Data sets will be manipulated to satisfy all requested
and required functions per |ocal SOP

PERFORMANCE STEPS

1. Review customer request for accuracy and validity.

2. Evaluate and select appropriate utilities or software
appl i cations.

3. Perform applicabl e nmai nt enance.
Appendi x E to
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REFERENCE( S) :

1. OS Uilities Mnual
2. Job Control Language Manual

3. Messages and Codes Manual

ADM NI STRATI VE | NSTRUCTI ONS:

1. (NONE)

TASK:  4038.2.4 CONDUCT ANNUAL REVI EW OF COMPUTER OPERATI ONS
MANUAL ( OM)

CONDITION(S): Gven the following items: Job Identification
Nunmber List, Data Set Cross Reference, Library Listing, Annual
Revi ew Form Checkl i st, custonmer and progranmmer anal yst present,
Deal | ocation Listing, |local SOP, and appropriate references.

STANDARD: Wthin the tine specified in the appointing letter
directive, an Annual Review of the Conputer QOperations Manual
wi |l be conducted per the Annual Revi ew Form Checkli st contai ned
in MCO P5233.1, Marine Corps ADP Managenent Standards Manual .

PERFORMANCE STEPS:

1. Formaudit team
a. Organi ze team nenbers.

b. Assign areas of responsibility.

2. Establish time frame for review of OM

3. Notify custoner and progranmer of tine of audit.

4. Provide audit team nenbers with special instructions,
based on changes in systemresources or changes in the
site SOP.

5. Conduct review in accordance with OM Annual Revi ew Form

6. Recomend job for optimzation if required.

7. File OM
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REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual
2. Computer Qperations Manual (O

3. | BM WS/ XA JCL Reference Manual (GC28-1352-3)

4. | BM WS/ XA Messages and Codes Manual (GC28-1157-5)

5. Os Uilities Manual

6. Conputer Associates Manual (CA Sort)

ADM NI STRATI VE | NSTRUCTI ONS:

1. Performance steps nust be perforned sequentially.

TASK: 4038.2.5 SUPERVI SE MAI NTENANCE OF PRODUCTI ON LI BRARI ES

CONDITION(S): @G ven an assignnent as a production analysis chief
and the reference.

STANDARD: The mmi ntenance of production libraries will be
supervi sed to ensure conpliance with the reference.

PERFORMANCE STEPS:

1. Supervise the maintenance of the production libraries.
a. conpress.
b. backup.

c. allocated/del ete space as required.

REFERENCE( S) :

1. U S Marine Corps Information Resources Management
Publ i cati ons

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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DUTY AREA 3 - CONTROLLI NG PRODUCTI ON

TASK: 4038.3.1 PRODUCE DAILY SCHEDULE

CONDITION(S): G ven autonmated scheduling software and identified
customer requirenents procedure forma Cass | sponsor.

STANDARD: A schedule will be produced that includes daily
production cycles and speci al customer job requests.

PERFORMANCE STEPS:

1. Prioritize and sequence daily schedul e based on:
a. Statement of priorities.
b. Available resource configuration.
c. Stand-al one tine.

2. Submit schedule for approval.

3. Publish schedul e.

REFERENCE( S) :

1. Computer Operations Manual (OM

ADM NI STRATI VE | NSTRUCTI ONS:

1. Performance steps nust be perforned sequentially.

TASK: 4038. 3.2 EXECUTE PRODUCTI ON JCBS

CONDI TION(S): G ven automated scheduling software and custoner
requests.

STANDARD: Execute production jobs cycles that customner
requi renents.

PERFORMANCE STEPS:

1. Review work requested in scheduling software.
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2. Execute job ensuring that system Job Control Language
requi renents are net.

3. Monitor job flow utilizing automated schedul i ng software.

4. Review job deallocation to ensure job runs error free.

REFERENCE( S) :

1. Computer Operations Manual (OM
2. | BM WS/ XA JCL Reference Manual (GC28-1352-3)

3. | BM WS/ XA Messages and Codes Manual (GC28-1157-5)

ADM NI STRATI VE | NSTRUCTI ONS

1. Performance steps nust be perforned sequentially.

TASK: 4038.3.3 RESPOND TO ABNORVAL JOB TERM NATI ON ( ABEND)

CONDITION(S): G ven an abnornmally term nated job, autonated
schedul i ng software, and appropriate references.

STANDARD: The job will be restarted mnimzing adverse effect on
production tinme and system resources.

PERFORMANCE STEPS

1. Obtain deallocation
2. Exam ne deal | ocati on ABEND code:
a. Check systens | og.
b. Check procedure listing.
c. Check procedure | og.
3. Research ABEND code using appropriate reference manual s.

4. Research deallocations to ensure necessary data sets are
re-created or deleted if not needed.

5. Restart job in accordance with the Operati ons Manual :
a. Utilizing scheduling software.
Appendix E to
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b. Using appropriate overrides per the OV

c. Uilizing "Fast Dunp Restores" software, if
necessary.

6. |If unable to conplete step 4, refer to appropriate
secti on.

REFERENCE( S) :

1. Computer Associates Manual (CA Sort)
2. | BM WS/ XA JCL Reference Manual (GC28-1352-3)
3. IBMOS/VS2 WS Utilities Manual (GC26-3902)

4. | BM WS/ XA Messages and Codes Manual (GC28-1157-5)

ADM NI STRATI VE | NSTRUCTI ONS

1. Performance steps nust be perforned sequentially.

TASK: 40838.3.4 ESTABLI SH PRODUCTI ON CONTROL SCP

CONDITION(S): G ven an assignment as the Production Contro
Chief, a requirenent to establish a production control SOP per
| ocal site requirenments, and appropriate references.

STANDARD: Establish a production SOP in witing per local site
requi renents.

PERFORMANCE STEPS

1. Determne site requirenents
2. Access availability resources.
3. Determne priority of work
4. Train personnel on the follow ng:
a. Scheduling software.
b. Problemresolution
c. Software applications used for problemresolution
Appendix E to
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d. IBMutilities.
e. Backup procedures.

f. Emergency procedures.

g. Data Control Technician school requirenents.

REFERENCE( S) :

1. Computer Associates Manual (CA Sort)
2. | BM WS/ XA JCL Reference Manual (GC28-1352-3)
3. IBMOS/VS2 WS Utilities Manual (GC26-3902)

4. | BM WS/ XA Messages and Codes Manual (GC28-1157-5)

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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MOS 4063, PROGRAMVER COBOL

DUTY AREA 1 - PROGRAMM NG DEVELOPMENT PRQJECTS

TASK: 4063.1.1 CODE COBOL SYNTAX TO DETAI LED DESI GN
SPECI FI CATI ONS ( DDS)

CONDITION(S): G ven Detail ed Design Specification (DDS),
programmi ng tools, required algorithn(s), internal data
structures, on-line access to appropriate conmputer(s), a well-1lit
and sem -secluded work area, qualified participants for a
Structured Wal k-t hrough, |ocal SOP, and appropriate references.

STANDARD: The COBOL syntax will be coded using file elenments
fromthe Data Dictionary inplenenting algorithn(s) and the data
structure with 100 percent accuracy and conformw th the DDS.

PERFORMANCE STEPS:

1. Acquire existing programtenpl ate.

2. Mdify tenplate to neet requirenments (code syntax).
3. Create appropriate comments (programinternal).

4. Syntax check program

5. Conplete Structured Wal k-t hrough.

6. Attach appropriate Job Control Language.

REFERENCE( S) :

1. MCO 5271.1, Information Resources Managenent (IRM
St andards and Cui del i nes Prograns

2. |1 RM5231-06, Detail ed Design Specification
3. | RM5231-11, Data Base Pl an
4. | RM5234-01, Programming Standard
5. |1 RM5234-04, Nami ng Conventions
6. | RwW5235-01, Data Dictionary
7. COBOL Reference Manual
Appendix F to
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8. Job Control Language Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4063.1.2 CREATE PROGRAM DOCUMENTATI ON

CONDITION(S): G ven Functional Requirenents Definition, Detailed
Desi gn Specification (DDS), a program on-line access to
appropriate conputer(s), a well-lit and sem -secl uded work area,

| ocal SOP, access to requestor, and appropriate references.

STANDARD:  Program docunentation will be created which describes
all functions, limtations, and uses of the program per the
Syst em Devel opnent Met hodol ogy (SDM .

PERFORMANCE STEPS:

1. Create Conputer Operations Manual (COV.
2. Help requestor create Users Manual (UM.

3. Submit docunentation for approval.

REFERENCE( S) :

1. MCO 5271.1, Information Resources Managenent (I RM
St andards and Cui del i nes Prograns

2. | RM5231-01, System Devel opnent Met hodol ogy Overvi ew

3. | RwM5231-02, System Devel oprment Met hodol ogy Devel oper
Per spective

4. | RM5231-04, Functional Requirenments Definition
5. I RM5231-06, Detail ed Design Specification
6. | RwW5231-07, Users Manual

7. |1 RwM5231-08, Conputer Operations Mnual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4063.1.3 CONDUCT UNI T-LEVEL TESTI NG OF THE PROGRAM

CONDITION(S): Gven a syntactically correct programw th
appropriate Job Control Language, a Unit-Level Pre-delivery Test
Plan (UTP), a well-lit and sem -secluded work area, and

appropri ate references.

STANDARD: Unit-Level Testing will be conducted to ensure the
program satisfies all established by programtest criteria, per
the UTP.

PERFORMANCE STEPS:

1. Review UTP.

2. Create test data as required by the UTP
3. Conduct Testing as outlined in UTP.

4. Revise Source Code and Documnentation

5. Docunent testing results.

6. Submit tested program and docunentation for approval.

REFERENCE( S)

1. MCO 5271.1, Information Resources Managenent (I RM
St andards and Cui del i nes Prograns

2. | RM5231-01, System Devel oprment Met hodol ogy Overvi ew

3. | RvM5231-02, System Devel oprment Met hodol ogy Devel oper
Per spective

4. | RM5231-14, Test Plan

ADM NI STRATI VE | NSTRUCTI ONS

1. Changes nmay be required to any precedi ng docunent, as a
consequence of testing.
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DUTY AREA 2 - PROGRAMM NG MAI NTENANCE PRQJECTS

TASK: 4063.2.1 MDD FY EX STI NG PROGRAM

CONDITION(S): G ven Detail ed Design Specification (DDS), access
to Data Dictionary, existing system docunentation, programmi ng
tools, on-line access to appropriate conputer(s), a well-lit and
sem secl uded work area, qualified participants for a Structured

Wal kt hrough, |ocal SOP, and appropriate references.

STANDARD: Existing prograns will be nodified to neet all DDS
requi renents per the System Devel opment Met hodol ogy (SDM on

systens originally devel oped using the SDM They wil |

al so neet

all DDS requirenments per the local SOP on systens not docunented

per the SDM

PERFORMANCE STEPS:

1. Acquire programrequiring nodification.

2. Modify programcode to nmeet requirenents.

3. Create appropriate comments (programinternal).

4. Syntax check program

5. Conplete Structured Wl kt hr ough.
6. Conduct Unit-Level testing.

7. Document test results.

8. Modify program docunent ati on.

REFERENCE( S) :

1. MCO 5271.1, Infornation Resources Managenent
(I RM St andards and Gui del i nes Program

2. | RM5231-01, System Devel opnent Met hodol ogy Overvi ew

3. | RwM5231-02, System Devel oprment Met hodol ogy Devel oper

Per specti ve
4. | RM5231-06, Detailed Design Specification
5. I RM5231-07, Users Manual
6. | RM5231-08, Conputer Operations Mnual
Appendix F to
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7. |1RW5231-11, Data Base Pl an

8. | RM5231-14, Test Plan

9. |1 RWM5234-01, Programm ng Standard
10. 1 RM 5234-04, Naning Conventions
11. I1RM5235-01, Data Dictionary

12. COBCOL Reference Manua

13. Job Control Language Manua

ADM NI STRATI VE | NSTRUCTI ONS

1. Creating SDM format docunentation for systenms not systens
not originally devel oped using the SDMis permtted, but
not required.

2. Using any existing SDM fornmat docunentation is required

DUTY AREA 3 - DATA BASE MANAGEMENT SYSTEM ( DBMS)

TASK: 4063.3.1 CREATE DBMS ACCESS FROM COBOL

CONDITION(S): G ven a programrequest, access to Data
Dictionary, on-line access to appropriate conputer(s), a well-lit
and sem secl uded work area, and appropriate references.

STANDARD: Access to the DBMS will be created from COBOL to neet
access requirenents inplied in the programrequest per the System
Devel opnent Met hodol ogy (SDM .

PERFORMANCE STEPS

1. ldentify type of access required.
2. ldentify search criteria.
3. ldentify fields to be returned.

4. Build "CALL" using information identified in steps 1 to
3.

5. Optimze "CALL".
Appendix F to
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REFERENCE( S) :

1. MCO 5271.1, Information Resources Managenent (IRM
St andards and Cui del i nes Program

2. |1 RM5231-06, Detail ed Design Specification
3. | RW5234-01, Programm ng Standard

4. | RM5234-04, Nami ng Conventions

5. I RM5235-01, Data Dictionary

6. COBOL Reference NManual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4063.3.2 CREATE A BATCH JOB I N ON-LI NE QUERY LANGUAGE

CONDITION(S): G ven a programrequest, access to Data
Dictionary, on-line access to appropriate conputer(s), a well-lit
and sem secl uded work area, and appropriate references.

STANDARD: A Batch Job will be created in On-Li ne Query Language
whi ch inplenments the programrequest per the System Devel oprment
Met hodol ogy (SDM .

PERFORMANCE STEPS:

1. Read request.

2. ldentify environnent required.

3. Select Job Control Language corresponding to environment.
4. Code program

5. Test program

REFERENCE( S) :

1. MCO 5271.1, Information Resources Managenent (IRM
St andards and Cui del i nes Program

2. | RM5231-01, System Devel opnent Met hodol ogy Overvi ew

3. | RM5231-02, System Devel oprment Met hodol ogy Devel oper
Per specti ve
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4. | RM5231-06, Detailed Design Specification
5. I RM5231-14, Test Pl an
6. | RM5234-01, Programm ng Standard
7. |1 RM5234-04, Nami ng Conventions

8. | RW5235-01, Data Dictionary

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4063. 3.3 USE DATA DI CTI ONARY

CONDITION(S): G ven a program access to Data Dictionary, on-
line access to appropriate conputer(s), local SOP, a well-lit and
sem secl uded work area, and appropriate references.

STANDARD: The Data Dictionary will be used per |ocal SOP and the
Syst em Devel opnent Met hodol ogy (SDM .

PERFORMANCE STEPS:

1. Find field(s) in Data Dictionary.

N

Check program use for consistency with Data Dictionary.
3. Submt request for addition of new fields.

4., Build user views on-line.

REFERENCE( S) :

1. MCO 5271.1, Information Resources Managenent (IRM
St andards and Cui del i nes Program

2. |1 RM5231-06, Detail ed Design Specification
3. | RM5234-01, Programm ng Standard
4. | RM5234-04, Nami ng Conventions

5. I RM5235-01, Data Dictionary

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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DUTY AREA 4 - SYSTEM UTILITIES

TASK: 4063.4.1 MANI PULATE DATA SETS TO SATI SFY ALL UTILITY
FUNCTI ONS

CONDITION(S): Guven utility function request, |ocal SOP,
appropriate conputer access, a well-lit and sem -secl uded work
area, and appropriate references.

STANDARD: Data-sets will be manipulated to satisfy all requested
utility functions per |ocal SOP.

PERFORMANCE STEPS:

1. Review available systemutilities.
2. Select appropriate systemutility.
3. Create data-set(s).
4. Delete data-set(s).

5. Conpress data-set(s).

REFERENCE( S) :

1. OS Uilities Mnual
2. Job Control Language Manual

3. Messages and Codes Manual

ADM NI STRATI VE | NSTRUCTI ONS:

1. Steps 3 to 5 are executed only as required.

TASK: 4063.4.2 MNMANI PULATE DATA TO SATI SFY ALL REQUESTED UTI LI TY
FUNCTI ONS

CONDITION(S): Guven a utility function request, |ocal SOP,
appropriate conputer access, a well-lit and sem -secl uded work
area, and appropriate references.

Appendix F to
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STANDARD: Data will be manipulated to satisfy all requested
utility functions per |ocal SOP.

PERFORMANCE STEPS:

1. Review available systemutilities.
2. Select appropriate systemutility.
3. Copy data.
4. Edit data.
5. Print data.

6. Sort data.

REFERENCE( S) :

1. OS Uilities Mnual
2. Job Control Language Manual
3. Messages and Codes Manual

4. Conputer Associates Manual (CA Sort)

ADM NI STRATI VE | NSTRUCTI ONS:

1. Steps 3 to 6 are executed only as required.

TASK: 4063.4.3 ANALYZE SYSTEM PROVI DED | NFORVATI ON TO DETERM NE
SOURCE ERROR

CONDITION(S): G ven system provided information (system dunp), a
well-lit and sem -secluded work area, and the reference.

STANDARD: System Provided Information will be analyzed to
determ ne the source error which caused the system nessage.

PERFORMANCE STEPS:

1. Review system provided information (DUVP/ ABEND) .

2. Research system nessage/ code through appropriate
ref erence manual .

Appendix F to
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3. Respond to system nessage.

REFERENCE( S) :

1. Messages and Codes Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 5 - MNAI NTAI NI NG LI BRARI ES

TASK: 4063.5.1 MNAN PULATE LI BRARY MEMBERS

CONDITION(S): Gven a library naintenance request, |ocal SOP,
appropriate conputer access, a well-lit and sem -secl uded work
area, and appropriate references.

STANDARD: The library nmenbers will be mani pul ated to inplenent
the |library maintenance request per the local SOP and the System
Devel opnent Met hodol ogy (SDM .

PERFORMANCE STEPS:

1. Add nmenbers to |ibrary.

2. Delete nenbers fromlibrary.

REFERENCE( S) :

1. MCO 5271.1, Information Resources Managenent (I RM
St andards and Cui del i nes Program

2. |1 RM5233-06, Library Managenent System

3. | RM5234-04, Nami ng Conventions

ADM NI STRATI VE | NSTRUCTI ONS:

1. Steps are executed only as required.
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TASK: 4063.5.2 MONI TOR USAGE OF LI BRARI ES

CONDITION(S): Gven local SOP, a well-lit and sem -secl uded work
area, and appropriate references.

STANDARD: Library usage will be nonitored per the |ocal SOP and
the System Devel opnent Met hodol ogy (SDM .

PERFORMANCE STEPS:

1. Provide System Access specifications to unit Term nal
Area Security Oficer (TASO).

2. Cenerate usage data on libraries.

3. Analyze usage data.

REFERENCE( S) :

1. MCO 5271.1, Information Resources Managenent (I RM
St andards and Cui del i nes Program

2. |1 RM5233-06, Library Managenent System

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 6 - TRAI NI NG

TASK: 4063.6.1 | DENTIFY TASKS FOR UNI T TRAI NI NG

CONDITION(S): G ven the reference.

STANDARD: Tasks for unit training will be identified and
adequate training received by all personnel per the reference.

PERFORMANCE STEPS:

1. ldentify Formal School training capabilities.
2. ldentify personnel skills deficits.
3. Aggregate training requirenents.

4. Create Training Plan.

Appendix F to
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REFERENCE( S) :

1. Local SCP

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4063.6.2 CONDUCT MANACGED ON THE JOB TRAI NI NG ( MOJT)

CONDITION(S): Gven a Training Plan, |ocal SOP, access to
appropri ate personnel, and appropriate references.

STANDARD: All personnel will receive training per the Training
Pl an, the |l ocal SOP, and the established ITS for the given task.

PERFORMANCE STEPS:

1. Acquire Training Plan.
2. Review Training Plan.

3. Conduct MJT.

REFERENCE( S) :

1. Unit Training Plan

2. Local SOP

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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DUTY AREA 7 - SUPERVI SI ON OF PROGRAMVERS

TASK: 4063.7.1 ASSI GN PROGRAMM NG TASKS

CONDITION(S): @G ven programm ng assignnments for conpletion,
access to personnel, a Program Specification, access to systens
information, and appropriate references.

STANDARD:  Progranm ng tasks wi Il be assigned per functional and
operational requirenments, ensuring tinely conpletion of the
m ssi on.

PERFORMANCE STEPS:

1. Review Detail ed Design Specifications (DDS).
2. ldentify systemconstraints and resources.
3. ldentify avail abl e programer resources.

4. Estimate size and tine requirenments of task.
5. Prioritize all current programi ng tasks.

6. Assign progranm ng tasks to progranmers.

REFERENCE( S) :

1. MCO 5271.1, Information Resources Managenent (I RM
St andards and Cui del i nes Program

2. | RM5231-01, System Devel opnent Met hodol ogy Overvi ew

3. | RwM5231-02, System Devel oprment Met hodol ogy Devel oper
Per spective

4. | RM5231-06, Detailed Design Specification

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4063.7.2 MNMONI TOR PROGRAMM NG TASKS

CONDITION(S): @G ven progranmm ng assignnents to include personnel
assigned to the projects, due dates of the projects, and
appropri ate references.

STANDARD: Al l programm ng assignments will be conpl eted
correctly and by the project due date. Skill deficits will be
identified in a tinely manner.

PERFORMANCE STEPS:

1. Serve as subject matter expert.
2. Assess progress of programming tasks.
3. ldentify skill deficits.

4. Provide corrective guidance.

REFERENCE( S) :

1. MCO 5271.1, Information Resources Managenent (IRM
St andards and Cui del i nes Program

2. |1 RM5231-01, System Devel opnent Met hodol ogy Overvi ew

3. | RM5231-02, System Devel oprment Met hodol ogy Devel oper
Per specti ve

4. | RM5231-06, Detailed Design Specification
5. |1 RM5234-01, Programm ng Standard

6. | RM5234-04, Nami ng Conventions

7. |1 RwW5234-01, Data Dictionary

8. COBOL Reference Manual

9. Job Control Language Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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DUTY AREA 8 - END USER COVPUTER EQUI PNENT

TASK: 4063.8.1 SETUP A M CROCOMPUTER SUI TE

CONDITION(S): G ven a microconputer suite, operation system and
the appropriate vendor supplied manual s.

STANDARD: The mmj or components of a mcroconputer suite
(hardware and software) will be assenbl ed/installed per
appropri ate references.

PERFORMANCE STEPS:

1. ldentify the conponents of the m croconputer.
2. Assenble/install the conmponents of the m croconputer.

3. Configure the conponents of the microconmputer for
oper ati on.

4. Power up and boot the m croconputer.
5. Load and configure DCS software to hard drive.

6. Load and configure Marine Corps standard EUCE/ PC software
to the hard drive.

7. Perform operator naintenance on a conmercial EUCE.

REFERENCE( S) :

1. MS DCS Ref erence Manual
2. M5 Wndows Reference Manual

3. Running Ms-DOS, Van Wl verton, Mcrosoft Press, 1984

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4063.8.2 USE MARI NE CORPS STANDARD SOFTWARE ( MAI NFRAME)

CONDITION(S): G ven a mcroconputer suite, operating system the
appropri ate vendor supplied hardware, software and nmanual s,
access, and connectivity.
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STANDARD:. The commands and features of the software will be used
to manage and control the hardware and software resources of a
mai nframe conputer to produce appropriate output.

PERFORMANCE STEPS:

1. Use a 3270 SNA term nal emnul ati on package to establish
connectivity.

2. Use TSO to devel op or nmintain software applications.
3. Wite JCL procedures to execute prograns.

4. Use JCL to code an applications procedure.

5. Use TSO to nani pul at e dat asets.

6. Use JCL and systemutilities to nanipul ate data.

7. Transfer files to and froma mainfrane conputer with a

personal conputer.

REFERENCE( S) :

1. CXI User's Cuide Third Edition, CXI, Inc. Palo Alto, CA
2. Banyan Vines 5.5 3270 SNA Option Cuide

3. Os Uilities Manual

4. Job Control Language Manual

5. Messages and Codes Manual

6. Conputer Associates Manual (CA Sort)

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4063.8.3 USE MARI NE CORPS STANDARDS SCOFTWARE ( PC)

CONDITION(S): G ven a mcroconputer suite, Marine Corps Standard
software and the appropriate vendor supplied nanual s.

STANDARD:. The commands and features of the software will be used
to manage and control the hardware and software resources of a
m croconputer suite to produce appropriate output.
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PERFORMANCE STEPS

1. Execute M5 DOS utilities to manage hardware and software
resources of the conputer

2. Use Anti-Virus software to detect and renbve a virus.

3. Use File Recovery utilities to retrieve lost or corrupted
files.

4. Use Banyan VI NES software to access and utilize shared
resources on a LAN

5. Use the Data Base software to create and or nmintain data
base files and associ ated out put.

6. Use the word processing software to create and or
mai ntain word processing files and associ ated out put.

7. Use the spreadsheet software to create and or maintain
spreadsheet files and associ ated output.

8. Use the Desk Top Manager software to perform scheduling.

9. Use Tape Backup systemto safeguard data.

10. Use the Wndows software to manage hardware and software
resources of the conmputer and access the other
applications.

REFERENCE( S)
1. Vendor supplied manual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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MOS 4066, SMALL COVPUTER SYSTEMS SPECI ALI ST ( SCSS)

DUTY AREA 1 - RESOURCE NANAGEMENT AND ADM NI STRATI ON

TASK: 4066.1.1 ORGANI ZE PERSONNEL FOR LAN EUCE SYSTEM
OPERATI ONS

CONDITION(S): G ven a platoon of Marines.

STANDARD: The platoon will be organized to facilitate snmooth and
efficient operations.

PERFORMANCE STEPS:

1. Exam ne personnel availability.
2. Exami ne individual marines know edge.

3. Exami ne training schedule.

REFERENCE( S) :

1. Unit Training Schedule
2. Individual Training Records

3. Local SOP

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4066.1.2 ORGANI ZE EQUI PMENT FOR LAN EUCE SYSTEM
OPERATI ONS

CONDITION(S): G ven the platoon CMR

STANDARD:  Equi pnent will be organized to facilitate snmooth and
efficient operations.

PERFORMANCE STEPS:

1. Exam ne the cnr for equipnment accountability.
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2. Exam ne equi pnent record (ERO log and tenp | oan records
for equiprent availability.

3. Examine orders or directives for equipnent requirenents.

REFERENCE( S) :

1. UM 4790

2. Local SOP

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066.1.3 ESTABLI SH ADP/ DATA COVMUNI CATI ONS SECURI TY
MEASURES

CONDITION(S): G ven applicable ADP security and conmuni cations
security references and equi pnent.

STANDARD: An ADP/ Data communi cations security directive/policy
wi Il be established.

PERFORMANCE STEPS:

1. Review applicable directives.
2. Examine local security concerns.
3. Ensure adherence to ADP/ Data Comruni cati ons security

procedur es.

REFERENCE( S) :

1. OPNAVI NST 5510.1
2. IRM
3. Local Security Regul ations

4. Local SOP

ADM NI STRATI VE | NSTRUCTI ONS:

1. This is an absol ute necessity when processing classified
mat eri al on EUCE.
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TASK: 4066. 1.4 SUPERVI SE OPERATI ON OF A NETWORK
OPERATI ONS/ | NFORMATI ON CENTER

CONDITION(S): G ven an installed network and personnel to
support the network.

STANDARD: The network operations/information center wll
operate, troubl eshoot, and maintain the network.

PERFORMANCE STEPS:

1. Oganize personnel into watches or teans.
2. Monitor network perfornance.
3. Dispatch troubl eshooting teans.

4. Mintain circuit outage/restoration | og.

REFERENCE( S) :

1. Local ADP/ NETWORK SOP

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 2 - M CROCOVPUTERS

TASK: 4066.2.1 OPERATE M CROCOVPUTER\ EUCE SUI TE

CONDITION(S): G ven a mcroconputer\EUCE suite, operation
system and the vendor supplied manual s.

STANDARD: The mmj or conmponents of a m croconputer\EUCE suite
wi |l be operated per references.

PERFORMANCE STEPS:

1. Use the appropriate commands to nanage files and
directories.

2. Use data backup and restorati on conmands.
3. Power up and boot the m croconputer/EUCE suite.
Appendix Gto
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REFERENCE( S) :

1. Vendor specific user/reference nmanual s

2. Local SOP and locally procured user/reference nmanual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066. 2.2 CONFI GURE M CROCOVPUTER/ EUCE SUI TE

CONDITION(S): G ven a mcroconputer/EUCE suite, operating
system and the vendor supplied manual s.

STANDARD: The m croconputer/EUCE suite will be configured for
use appropriate references.

PERFORMANCE STEPS:

1. Configure the m croconputer.
2. Configure the printer.
3. Configure a printer action table.

4. Test the printer to check the configuration

REFERENCE( S) :

1. Vendor specific user/reference nmanual s

2. Local SOP and locally procured user/reference nmanual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4066.2.3 | NSTALL M CROCOVPUTER/ EUCE SUI TE FOR OPERATI ONAL
USE

CONDITION(S): G ven a mcroconputer/EUCE suite in their
cases/ boxes, the site of installation, adequate power supply, and
the vendor supplied nmanual s.

STANDARD:  All m croconput er/ EUCE conponents nust be installed
and connected for operational use per appropriate references.
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PERFORMANCE STEPS:

1. Unpack m croconput er/EUCE equi pnent .

2. Connect the keyboard, nouse, and nonitor to the
m cr oconput er/ EUCE.

3. Connect the Magnetic Tape Drive.
4. Connect the Paper Tape Reader/ Punch.
5. Connect the Graphics Plotter.

6. Connect the Letter Quality Printer.

REFERENCE( S) :

1. Vendor specific user/reference nmanual s

2. Local SOP and locally procured user/reference nmanual s

ADM NI STRATI VE | NSTRUCTI ONS:

TASK:  4066. 2.4 PREPARE M CROCOVPUTER/ EUCE SUI TE FOR DEPLOYMENT

CONDITION(S): Gven a fully operational m croconputer/EUCE
suite, operating system and the vendor supplied nmanual s.

STANDARD: The mmj or conponents of an operational
m croconput er/ EUCE suite will be di sconnected and prepared for
depl oynent per appropriate references.

PERFORMANCE STEPS:

1. Disconnect keyboard, nouse, and nonitor fromthe
m croconput er/ EUCE suite.

2. Disconnect the Magnetic Tape Drive.

3. Disconnect the Paper Tape Reader/Punch.
4. Disconnect the Graphics Plotter.

5. Disconnect the printer.

6. Pack the microconputer/EUCE suite.
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REFERENCE( S) :

1. Vendor specific user/reference nmanual s

2. Local SOP and locally procured user/reference nmanual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066.2.5 TROUBLESHOOT M CROCOVPUTER/ EUCE PROBLEMS

CONDITION(S): G ven a m croconputer/EUCE suite, diagnostic
har dwar e/ sof t ware, and vendor supplied manual s.

STANDARD:  When presented with various comon mni croconput er/ EUCE
probl ems, the type and cause of the problemw || be identified
and resol ved.

PERFORMANCE STEPS:

1. ldentify hardware and/or software problens using
di agnosti ¢ hardwar e/ sof t war e.

2. Take appropriate actions to resolve the
m croconput er/ EUCE probl em

REFERENCE( S) :

1. Vendor specific user/reference nmanual s

2. Local SOP and locally procured user/reference nmanual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4066.2.6 MAI NTAIN M CROCOVPUTER/ EUCE EQUI PMENT

CONDITION(S): G ven an operational nicroconputer/EUCE suite and
vendor supplied manual s.

STANDARD: M croconput er/ EUCE equi prent will be maintained to
ensure m ssion readi ness.

PERFORMANCE STEPS:

1. Power down m croconputer/EUCE suite.
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2. Perform preventive mai ntenance on nicroconput er/ EUCE
sui te.
3. Power up nicroconputer/EUCE suite and return to
operational state.
REFERENCE( S)

1. Local SCP

2. Locally Procured User/ Reference Manual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066. 2.7 CONFI GURE MARI NE CORPS AUTHORI ZED SOFTWARE

CONDITION(S): G ven a mcroconputer/EUCE configured with an
operating system and vendor supplied nanual s.

STANDARD:  Marine Corps authorized software will be configured
for operational use.

PERFORMANCE STEPS

1. Install Marine Corps authorized application, database,
word processing, spreadsheet, graphics, comrunications,
and graphi cal user interface.

2. Configure Marine Corps authorized application, database,
word processing, spreadsheet, graphics, comrunications,
and graphi cal user interface software for current
envi ronnent .

REFERENCE( S)

1. Vendor specific user/reference nmanual s

2. Local SOP and locally procured user/reference nmanual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4066. 2.8 OPERATE MARI NE CORPS AUTHCRI ZED SOFTWARE

CONDITION(S): G ven a mcroconputer/EUCE configured with an
operating system Marine Corps authorized software and vendor
suppl i ed manual s.

STANDARD:  Marine Corps authorized software nmust be operated on
m croconput er/ EUCE suite utilizing manual s provided with the
sof t war e.

PERFORMANCE STEPS:

1. Create and nodify dat abases.

2. Create and nodi fy word-processing docunents.
3. Create and nodi fy spreadsheets.

4. Create and nodify graphic docunents.

5. Operate comruni cations software.

6. Operate graphical user interface software.

REFERENCE( S) :

1. Vendor specific user/reference nmanual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066. 2.9 TROUBLESHOOT MARI NE CORPS AUTHCRI ZED SOFTWARE
PROBLEMS

CONDITION(S): G ven a mcroconputer/EUCE configured with an
operating system Marine Corps authorized software, and vendor
suppl i ed manual s.

STANDARD:  Problens in Marine Corps authorized software operated
on a mcroconputer/EUCE will be identified and resol ved using
manual s provi ded with the software and vendor support.

PERFORMANCE STEPS:

1. ldentify the software probl em using appropriate operator
manual s.

2. Correct the software problem and/or rel oad the software.
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3. Call appropriate vendor for assistance when needed.

REFERENCE( S)

1. Vendor specific user/reference nmanual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066. 2. 10 MNAI NTAI N MARI NE CORPS AUTHORI ZED SOFTWARE

CONDITION(S): G ven a mcroconputer/EUCE configured with an
operating system Marine Corps authorized software and vendor
suppl i ed manual s.

STANDARD:  Marine Corps authorized software operated on a
m croconputer/EUCE will be naintained utilizing updates provided
by the vendor.

PERFORMANCE STEPS

1. ldentify updates provided by the vendor for all software.

2. Apply the software updates to current software and rel oad
the software

3. Call appropriate vendor for assistance when needed.

REFERENCE( S)

1. Vendor specific user/reference nmanual s

2. Local SOP and locally procured user/reference nmanual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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DUTY AREA 3 - DATA COVMUNI CATI ONS SUPPORT

TASK: 4066.3.1 WRITE DATA COVMJUNI CATI ONS DOCUMENT

CONDITION(S): @G ven appropriate operations orders and SOP' s.

STANDARD: A data commruni cati ons appendi x to annex k or letter of
instruction nmust be witten for operations and exerci ses.

PERFORMANCE STEPS:

1. Exam ne operation order or sop for requirenents.
2. Examine cnr for equipnment accountability.

3. Exanmine equi pnent record (ERO 1og for equipnent
avail ability.

4. Exam ne personnel resources for availability/training.

5. Wite the LO or appendix for the exercise or operation
i ncl udi ng:

a. Data communi cations connectivity.

b. LAN WAN connectivity.

c. Encryption devices to be used and | ocati on.
d. LAN accounts.

e. Personnel assignnents.

f. Special instructions.

REFERENCE( S) :

1. Local SOP
2. QOperations Order or Plan

3. FM3-30

ADM NI STRATI VE | NSTRUCTI ONS:

1. Cose coordination with CommD or G S 6 is required to
performthis task.
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TASK: 4066. 3.2 PERFORM DATA COVMUNI CATI ONS SYSTEMS PLANNI NG AND
ENG NEERI NG

CONDITION(S): G ven operations order or installation/upgrade
requi renents.

STANDARD:  An installation/upgrade plan nust designed and
engi neer ed.

PERFORMANCE STEPS:

1. Exam ne the operations order or installation/upgrade
requi renents.

2. Create layout diagram of connectivity.
3. Determine best connectivity avail abl e.
4. Design and engineer a plan for connectivity.

5. Ensure routers, hubs, bridges etc. are included in
engi neering di agrans.

6. Ensure network will support connectivity.

7. Submt tel ephone service requests (TSR) as required.

REFERENCE( S)

1. Local SCP

2. Operator/Technical Manuals of Equi prment to be Installed

ADM NI STRATI VE | NSTRUCTI ONS

1. Systens planni ng and engi neering must include the ability
to expand and mgrate to other systenms or networks.

TASK: 4066. 3.3 PLAN FOR DEPLOYED NMAI NTENANCE SUPPORT

CONDI TION(S): Provided deployment instructions and equi pment
list.
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STANDARD: Det erm ne nmi ntenance requirenents and coordi nate for
technician support/repair parts availability.

PERFORMANCE STEPS:

1. Exam ne depl oynment instructions.
2. Exam ne equipnent |ist.
3. Coordinate with maintenance personnel to ensure

technicians and repair parts will be avail able during
depl oynent .

REFERENCE( S) :

1. Local SCP

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066. 3.4 COORDI NATE POWER DI STRI BUTI ON AND GROUNDI NG
REQUI REMENTS

CONDITION(S): G ven equi prment |isting.

STANDARD:  Det erm ne power and groundi ng requirenents for EUCE

PERFORMANCE STEPS:

1. Exam ne equi pnent listing.

2. Examine TMs or operator manuals for power/grounding
requi renents.

3. Coordinate with power installation personnel to ensure
they know t he power/groundi ng requirenents.

4. Check power receptacle where EUCE will be installed
utilizing a nmeter or power checker.

5. Ensure EUCE is grounded correctly.

REFERENCE( S) :

1. Local SOP
2. TMs or Operator Manual s
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ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066. 3.5 COORDI NATE COVMUNI CATI ONS SECURI TY MATERI AL
SYSTEM (CMS) SUPPORT

CONDITION(S): G ven annex k or letter of instruction.

STANDARD:  Coordi nate CMS support with the CMS custodian to
ensure the correct equi pnent and keying material is available for
depl oynent .

PERFORMANCE STEPS:

1. Exam ne the annex k or letter of instruction.

2. Determne the cryptographic equi prent to be used and
quantity needed.

3. Coordinate with the CM5 custodi an to ensure equi prmrent and
material is available for deploynment and enbarked.

4. Ensure personnel are authorized to use equi pment and
keying materi al .

REFERENCE( S) :

1. Local SOCP

2. CVMs 1

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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DUTY AREA 4 - | NSTALLATI ON OF DATA COVMUNI CATI ON SYSTEMS

TASK: 4066.4.1 D RECT | NSTALLATI ON, OPERATI ON AND MAI NTENANCE
OF DATA COVMUNI CATI ON SYSTEMS

CONDITION(S): G ven operation order or instructions.

STANDARD: Direct the installation, operation and mai ntenance of
the data comruni cati ons system

PERFORMANCE STEPS:

1. Exam ne operation order or instructions.

2. Organi ze personnel and equi pnent for installation.
3. Monitor installation and operation of equi pnent.
4. Coordi nate troubl eshooting of equi pnent/data

comruni cati on systens.

REFERENCE( S) :

1. Local SOCP

2. QOperation Order or Instructions

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066.4.2 | NSTALL CRYPTOGRAPHI C EQUI PMENT

CONDITION(S): Guven circuit diagrans and cryptographic
equi prent .

STANDARD:  Requi red cryptographic equi prent will be installed
using the circuit diagrans.

PERFORMANCE STEPS:

1. Examne circuit diagranms and determ ne cables required to
install cryptographic equiprent.

2. Install cryptographic equi prment into data communi cations
net wor k.
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3. Operate cryptographi c equiprent.
4. Troubl eshoot cryptographi c equi prent.

5. Renove and repl ace defective cryptographic equi prment.

REFERENCE( S) :

1. Local SCP
2. Cwvs1

3. Appropriate KAO s and KAM s

ADM NI STRATI VE | NSTRUCTI ONS:

1. CVM5 1 contains security and storage requirenments for
cryptographi c material and equi pnent.

TASK: 4066.4.3 OPERATE CRYPTOGRAPHI C EQUI PMENT

CONDITION(S): Gven circuit diagranms and cryptographi c equi prent
installed in a data comruni cati ons networKk.

STANDARD:  The cryptographi c equi pnent will be operated per |ocal
SOP and the appropriate KAO or KAM

PERFORMANCE STEPS:

1. Operate cryptographic equipnent.
2. Troubl eshoot cryptographic equi pnent.

3. Renove and repl ace defective cryptographic equi prment.

REFERENCE( S) :

1. Local SCP
2. Cwvs1

3. Appropriate KAO s and KAM s
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ADM NI STRATI VE | NSTRUCTI ONS:

1. The KAO and KAM for specific equi pnent contains operating
instructions and the CM5 1 contains security and storage
requi renents for cryptographic material and equi pnent.

TASK: 4066.4.4 | NSTALL DATA TERM NAL EQUI PMENT ( DTE)

CONDITION(S): G ven data term nal equi pnent.

STANDARD: Data term nal equi pnent nust be installed into a data
comruni cati on system

PERFORMANCE STEPS:

1. Determ ne cables required for DTE and connectivity.
2. Connect DTE to peripherals.
3. Connect DTE to required data comuni cation system

4. Power up DTE.

REFERENCE( S) :

1. Local SOCP

2. DTE Operator Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066.4.5 OPERATE DATA TERM NAL EQUI PMENT ( DTE)

CONDITION(S): G ven data term nal equipnent installed in a data
comruni cati ons networKk.

STANDARD: Data term nal equi pnent nust be operated on a data
comruni cati on system

PERFORMANCE STEPS:

1. Operate DTE as required.
2. Troubl eshoot and repair DTE as required.
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REFERENCE( S) :

1. Local SCP

2. DTE Operator Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066.4.6 | NSTALL DATA COVMUNI CATI ONS EQUI PMENT ( DCE)

CONDITION(S): G ven data conmuni cations equi prment.

STANDARD: Data comruni cati ons equi pnent nmust be installed on a
data communi cati ons networ k.

PERFORMANCE STEPS:

1. Determ ne cables required for DCE and connectivity.
2. Connect DCE to required peripherals.
3. Connect DCE to required data comuni cation system

4. Power up DCE.

REFERENCE( S) :

1. Local SCP

2. DCE Operator Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4066.4.7 OPERATE DATA COVMUNI CATI ONS EQUI PMENT ( DCE)

CONDI TION(S): G ven data conmuni cations equi prment.

STANDARD: Data comruni cati ons equi pnent nust be operated and
mai nt ai ned on a data conmuni cati on system

PERFORMANCE STEPS:

1. Power up DCE.
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2. Operate DCE as required.

3. Troubl eshoot and repair DCE as required.

REFERENCE( S) :

1. Local SCP

2. DCE Operator Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066.4.8 ENG NEER DTE TO DCE CONNECTI VI TY

CONDITION(S): G ven connectivity requirenent.

STANDARD: A di agram nust be created to show DTE/ DCE connectivity
and cabl es designed for connectivity if required.

PERFORMANCE STEPS:

1. Exam ne connectivity requirenments.

2. Determ ne what equipnent will be acting as DTE and what
equi prent will be acting as DCE

3. Determ ne standards used on DTE and DCE (i.e. rs-232,
rs-449, etc)

4. Create diagram showi ng DTE and DCE connectivity.
5. Create diagramof cables required for DTE to DCE

connectivity.

REFERENCE( S) :

1. Local SCP

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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DUTY AREA 5 - UNI X OPERATI NG SYSTEMS

TASK: 4066.5.1 | NSTALL UNI X OPERATI NG SYSTEM

CONDITION(S): G ven system nanual s, a workstation, and operating
system software rel ease nedi a.

STANDARD: The UNI X operating systemw |l be installed and
configured per the references.

PERFORMANCE STEPS:

1. Determ ne users system configuration requirenents.
2. Boot the systemusing UNl X rel ease nedi a.

3. Initialize UNI X configuration files.

4. Configure the workstation for users.

5. Verify operating environnent log files.

REFERENCE( S) :

1. UN X Reference Manua
2. Hardware and Software Manual s

3. UNI X System and Network Adni nistration Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066.5.2 OPERATE A COVWPUTER USI NG UNI X OPERATI NG SYSTEM

CONDITION(S): Gven an UNI X workstation with software.

STANDARD: The conputer will be operated using the UN X operating
system per the references.

PERFORMANCE STEPS

1. Conduct system start-up/ shut down.
2. Log-in to the workstation
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3. Change password.

4. Invoke on-line manual pages.

5. Edit a file using an editor.

6. Print a file.

7. I nvoke input/output redirection.

8. Change file perm ssions.

9. Log-out of the workstation.

10. Use UNIX file utilities.

11. Use UNI X communi cation utilities.

12. Use diagnostic utilities.
REFERENCE( S) :

1. On-line Manual

2. UNI X Operating System Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK:

4066. 5.3 MANAGE USER ACCOUNTS

CONDITION(S): G ven a workstation, software, and appropriate

ref erence.

STANDARD:. User accounts wi ||

PERFORMANCE STEPS:

1.

Modi fy (add/ del ete users) the password file.
Verify sufficient disk space exists for user.

Create/renove a hone directory for user.

be managed per the reference.

Change file perm ssions to enabl e/ di sable user file.

Configure user environnent variables.
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REFERENCE( S) :

1. UN X Operating System Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066.5.4 MANACE FI LE SYSTEMS

CONDITION(S): Gven a network of UN X workstations.

STANDARD: File systens will be nmanaged per the operating system
manual .

PERFORMANCE STEPS:

1. Determne the type of UNI X operating system
2. Format data storage nedia.

3. Partition data storage nedi a.

4. Create file systens.

5. Modify file systens.

6. Munt/unnmount file systens.

7. Export file systens.

8. Delete file systens.

REFERENCE( S) :

1. On-line Manual
2. UNI X Operating System Manual

3. UNI X System and Network Adni nistration Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4066.5.5 | NSTALL HARDWARE

CONDITION(S): G ven UNI X workstation and peripheral devices and
devi ce specific software.

STANDARD:  Peri pheral devices and device specific software will
be installed per the references.

PERFORMANCE STEPS:

1. Install peripheral hardware.

2. Modify systemenvironnment files.

REFERENCE( S) :

1. Local SCP

2. UNI X Operating System Software

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066.5.6 | NSTALL SOFTWARE

CONDITION(S): Gven a UNI X workstation and software.

STANDARD: Software will be installed and configured per the
Operating System Manual .

PERFORMANCE STEPS:

1. Install application software.

2. Configure presentation software for new application
sof t war e.

3. Configure systemresources for new application software.

REFERENCE( S) :

1. On-line Manual

2. UNI X Operating System Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4066.5.7 WRITE SHELL SCRI PT FI LES

CONDITION(S): Gven an UNI X workstati on and software.

STANDARD: A shell script will be witten per the references.

PERFORMANCE STEPS:

1. Create a sinple shell script.
2. Save a shell script.

3. Execute a shell script.

REFERENCE( S) :

1. On-line Manual

2. UNI X Operating System Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066.5.8 CONDUCT SYSTEM BACKUP/ RECOVERY

CONDITION(S): Gven a network of UNI X workstations with
peri pheral devices.

STANDARD:  System backup/recovery will be conducted per the
ref erences.

PERFORMANCE STEPS:

1. Backup file(s), directories, and file systens.

2. Restore file(s), directories, and file systens.

REFERENCE( S) :

1. On-line Manual

2. UNI X Operating System Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4066.5.9 TUNE SYSTEM PERFORVANCE

CONDITION(S): Gven a network of UNI X workstations with
peri pheral devices.

STANDARD: System performance will be optim zed per the
ref erences.

PERFORMANCE STEPS:

1. Monitor system perfornance.

2. Reconfigure the kernel.

REFERENCE( S) :

1. On-line Manual

2. UNI X Operating System Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066. 5. 10 MANAGE MULTI PLE NETWORKS

CONDITION(S): Gven a network of multiple UNI X servers.

STANDARD: The network will be managed per the references.

PERFORMANCE STEPS:

1. Configure gateways and routers.
2. Configure routing tables on servers.
3. Munitor inter-network | oad.

4, Use network utilities.

REFERENCE( S) :

1. On-line Manual
2. UNI X Operating System Manual
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3. UNI X System and Network Adni nistration Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066.5.11 MANAGE SYSTEM PROCESS

CONDITION(S): Gven an UNI X workstati on and software.

STANDARD: The system process will be nanaged per the references.

PERFORMANCE STEPS:

1. Define a system process.
2. Define the different types of processes.

3. Manage system processes.

REFERENCE( S) :

1. On-line Manual
2. UNI X Operating System Manual

3. UNI X System and Network Adni nistration Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066.5.12 MANAGE NETWORK SERVI CES

CONDITION(S): Gven a network of multiple UNI X servers.

STANDARD: The network services will be nmanaged per the
ref erences.

PERFORMANCE STEPS:

1. Define Network File System (NFS) terninol ogy.
2. Export file hierarchies with NFS.
3. Mount file hierarchies with NFS.
4. Create NFS autonounter maps.
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5. Munt file hierarchies with the NFS aut onounter.
6. Define Network Information Service (NI'S) term nol ogy.
7. Configure a NI'S donain.
8. Configure the UNIX to UNI X Copy Program (UUCP) .

9. Use UUCP to copy files to/froma renote host.

REFERENCE( S) :

1. On-line Manual
2. UNI X Operating System Manual

3. UNI X System and Network Adni nistration Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066. 5. 13 MANAGE NETWORK SECURI TY

CONDITION(S): Gven a network of multiple UNI X workstations and
servers, security regulations, and classification of data.

STANDARD: The network will be secure against all known threats.

PERFORMANCE STEPS:

1. Analyze current network security procedures.
2. Recomend solutions to identified vulnerabilities.

3. Inplenent corrections to secure network.

REFERENCE( S) :

1. On-line Manual
2. UNI X Operating System Manual

3. UNI X System and Network Adni nistration Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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DUTY AREA 6 - SYSTEM RESTORATI ON

TASK: 4066.6.1 PERFORM LI M TED TECHNI CAL | NSPECTI ON (LTI)

CONDI TION(S): Provided suspect itens of equipnment and
ref erences.

STANDARD: A limted technical inspection will be performed to
determ ne the extent and |l evel of mmintenance required to restore
it to a specified condition.

PERFORMANCE STEPS:

1. Determne requirenents of the LTI.
2. Develop an LTI checkli st.

3. Inspect the equipnent.

4. Conpl ete the checklist.

5. Report the results.

REFERENCE( S) :

1. MCO P4790.2B, M MVS Field Procedures Manual
2.  MCO 4400. 82F, M MVS Control |l ed Item Managenent Manual
3. UNT T/E (CWR)

4. Appropriate Technical Publications

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4066.6.2 USE M MVS/ SASSY REPORTS, REPORTS, AND
REQUI REMENTS

CONDITION(S): G ven M MVS/ SASSY reports and forns.

STANDARD: M MW/ SASSY forns and requirenments will be used per
the references.
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PERFORMANCE STEPS:

1. Explain ERO and ERQO SL

2. Explain DPR and LM2 reports

REFERENCE( S) :

1. Local SCP
2. UM 4790. _

3. TM 4790. _

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4066. 6.3 PREPARE AN EQUI PMENT REPAI R CRDER ( ERO)

CONDITION(S): G ven the appropriate references, equipnent repair
order (ERO form and equi pnent record jacket.

STANDARD: The ERO must be filled out correctly.

PERFORMANCE STEPS:

1. Fill out the required sections on the equi pment repair
order (ERO.

2. Enter required information in the equi pment record | og.
3. Induct the equipnent into the naintenance cycle.
4. After maintenance is conplete close the ERO

5. File the EROin the equiprment record jacket.

REFERENCE( S) :

1. Local SCP
2. UM 4790. _

3. TM 4790. _

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4066. 6.4 PROVI DE TECHNI CAL ASSI STANCE DURI NG THE
| NSTALLATI ON OF COVVUNI CATI ON- ELECTRONI C EQUI PMENT

CONDITION(S): Provided an operational plan and appropriate
equi prent .

STANDARD:  Conmuni cati ons-el ectronic equipnent will be installed
and functioning as specified per the applicable equi prent T™M

PERFORMANCE STEPS:

1. Verify power source.

2. Verify antenna installation.

3. Verify renote capabilities.

4. Verify equi pnent operation.

5. Verify equi pment operating procedures when required.
6. Provide guidance to correct any di screpanci es noted

during the performance of above steps.

REFERENCE( S) :

1. Appropriate Technical Publications

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066.6.5 PROTECT ELECTROSTATI C DI SCHARGE (ESD) SENSI Tl VE
DEVI CES DURI NG HANDLI NG, STORAGE, AND TRANSPORTATI ON

CONDI TION(S): Provided ESD sensitive devices, ESD protection
materials, ESD | abel s, applicable technical nanuals, and
ref erences.

STANDARD: ESD sensitive devices will be protected per the
ref erences.

PERFORMANCE STEPS:

1. Review references.
2. ldentify materials requiring ESD protection.
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3. Performactions necessary to protect ESD sensitive
mat eri al s.
REFERENCE( S) :

1. TM9999-15/1, ESD Awareness El ectro-Static Di scharge
2. TM9999-15/2, Electro-Static Discharge (ESD) Managenent

3. MCO 2410.2A, Electromagnetic Environmental Effects (E3)
Control Program

4. TI-4400-15/1, Packaging, Handling, Storage and
Transportation of Electrostatic D scharge Sensitive Itens

5. TM 9406-15, G oundi ng Procedures

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4066.6.6 | MPLEMENT ELECTROMAGNETI C ENVI RONMVENTAL EFFECTS
E(3) PROGRAM

CONDI TION(S): Provided mission, personnel, test equipnment, and
appropri ate references.

STANDARD: E3 programwi |l be inplenmented per FMFM 3-36 Cuide to
El ectromagnetic Interference Control, Chapter 6.

PERFORMANCE STEPS:

1. Develop design and installation techniques that cover the
foll owi ng areas:

a. Indirect coupling
b. Shielding

c. Gounding

d. Bonding

e. Filtering

—

Corrosi on control

2. Devel op mai nt enance standards.
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3. ldentify and report E3 problens to the unit E3
coor di nat or.
REFERENCE( S) :

1. TM 9406-15, G ounding Procedures
2. FWMFM 3-36, GQuide to Electromagnetic Interference Control

3. Tl 5820-25/22

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066. 6.7 CONDUCT SKI LL PROGRESSI ON TRAI NI NG FOR
MAI NTENANCE PERSONNEL

CONDI TION(S): Provided commander’s gui dance, unit training SOP,
unit training schedul e, assigned training topic, personnel to
receive training, appropriate technical manuals, a training site
and references.

STANDARD: QOperator, technical, and supervisor training will be
conducted for all nmintenance and equi pnent related MOS's within
the unit per the unit training plan.

PERFORMANCE STEPS:

1. Review unit training plan.
2. Gather reference materials.
3. Study reference materials.
4. Develop training outline.
a. Determne tasks to be trained.
b. Deternine sequence of tasks.
c. Determne tine/space constraints.
d. Determine requirenents/availability of assistants.
e. Determ ne resources required.
5. Rehearse presentation.
6. Prepare training site.
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7. Evaluate Marines’ perfornmance to ensure | earning.

8. Record and report training conpleted.

REFERENCE( S) :

1. FMFM 0-1, Unit Training Managenent Cuide

2. FWMFM 0- 1A, How to Conduct Training

3. FMFM 3-30, Conmuni cati ons

4. FM 24-20, Tactical Wre and Cabl e Techni ques

5. Appropriate Technical Publications

6. TM 9999-15/2, Electro-static Discharge (ESD) Managenent
7. TM 9406-15, G ounding Procedures

8. FM-M 3-36, Guide to Electromagnetic Interference Control

9. Unit Training Plan

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 7 - EMBARK/ TRANSPORT DATA COVMUNI CATI ONS ASSETS

TASK:  4066.7.1 PLAN EVMBARKATI OV REDEPLOYMENT/ DI SPLACEMENT OF
DATA COVMUNI CATI ONS EQUI PMENT AND PERSONNEL

CONDI TION(S): G ven deploynent orders or instructions,
equi prent, and personnel .

STANDARD: The depl oynent/redepl oynent/ di spl acenent of equi prent
and personnel will be planned per the reference.

PERFORMANCE STEPS:

1. Exam ne depl oynment order/instructions.
2. Determ ne equi pnent and personnel requirenents.

3. Develop instructions for the depl oynent.
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4. Determne special lifting/handling requirenments for
mai nt enance/ mai nt enance support equi prent.
5. Determ ne special security requirenents for
mai nt enance/ mai nt enance support equi prent.
REFERENCE( S) :

1. Local SCP

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066. 7.2 DI RECT EMBARKATI ON OF DATA COVMUNI CATI ONS
EQUI PMENT AND PERSONNEL

CONDITION(S): G ven enbarkation instructions/orders.

STANDARD:  The enbarkation of equiprment will be directed

PERFORMANCE STEPS

1. Exami ne the enbarkation instructions.
2. Ensure personnel are prepared for enbarkation

3. Ensure equipnment has limted technical inspection (LTI)
conpl eted and i s operational

4. Ensure equi pnent is packed properly.

5. Ensure personal equipnent is serviceable and packed
properly.

6. Ensure an accurate enbark manifest is nmaintained for
accountability.

7. Inspect SL-3 conpl eteness of mmintenance/ mai nt enance
support equi prent.

8. Inspect technical marking of maintenance/ mai nt enance
support equi prent.

REFERENCE( S)

1. Local SCP
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ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 8 - DATA COVMUNI CATI ONS PERSONNEL TRAI NI NG

TASK: 4066.8.1 ESTABLI SH TRAI NI NG PLANS AND SCHEDULE

CONDITION(S): G ven a platoon of narines.

STANDARD: The required training plans and schedules will be
prepared per appropriate references.

PERFORMANCE STEPS:

1. Exam ne personnel to determ ne training requirenents.
2. Exanmine references to determne training requirenents.

3. Prepare annual/sem -annual /quarterly training plan as
required.

4. Prepare nonthly training schedul e.

5. Prepare other required training schedul es and reports.

REFERENCE( S) :

1. Local SCP

2. Higher HQ Training Plan/ O der

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066. 8.2 MANAGE DATA COMMUNI CATI ONS TRAI NI NG PROGRAM

CONDITION(S): G ven a platoon of marines and training
pl ans/ schedul es.

STANDARD: The training plans and schedul es nmust be inpl enented
to include required records.

PERFORMANCE STEPS:

1. Exam ne training plans and schedul es.
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2. Assign personnel to teach required cl asses.
3. Ensure lesson plans are created for classes.
4. Ensure training rosters and | esson plans are naintai ned
as required.
5. Ensure instructors have adequate know edge of subject
matter.
REFERENCE( S) :

1. Local SCP

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066. 8.3 CONDUCT DATA COVMUNI CATI ONS TRAI NI NG PROGRAM

CONDITION(S): Gven training plans and schedules with
assi gnnent s.

STANDARD: A |l esson plan nmust be created and subnitted, the class
must be taught, and | esson plan updated as required.

PERFORMANCE STEPS:

1. Exam ne cl ass assi gnnent.

2. Uilizing pertinent references create a | esson pl an.
3. Subnit the lesson plan for approval.

4. Rehearse the cl ass.

5. Instruct the class using the |Iesson plan.

6. Prepare class attendance roster.

7. Update the I esson plan as required.

REFERENCE( S) :

1. Local SCP

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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DUTY AREA 9 - LOCAL AND W DE AREA NETWORKS

TASK: 4066.9.1 PLAN LOCAL AREA NETWORKS

CONDITION(S): G ven connectivity requirements.

STANDARD: Pl an the LAN to include cable diagrans and runs.

PERFORMANCE STEPS:

1. Exam ne connectivity requirenments.

2. Conduct site survey of area to be install ed.

3. Diagramarea to be installed.

4. Ensure there are sufficient LAN cards for installation.
5. Ensure there are sufficient connectors and cable for

installation.

REFERENCE( S) :

1. Local SOCP

2. LAN Hardware and Software Manual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066.9.2 DI RECT | NSTALLATI ON OF LOCAL AREA NETWORKS

CONDITION(S): G ven connectivity and LAN requirements.

STANDARD:. Direct the installation of the LAN fromstart until
installation is conplete.

PERFORMANCE STEPS:

1. Exam ne LAN di agram and requirenents.

2. Ensure sufficient consumable itens are on hand for
installation (i.e. cable, connectors).
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3. Ensure sufficient personnel are on hand for installation.
4. Ensure sufficient tools are on hand for installation.
5. Coordinate with users as to installation tine.
6. Dispatch installation teans.
7. Check installation for quality and correctness.
REFERENCE( S) :

1. Local SCP

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066.9.3 | NSTALL A LOCAL AREA NETWORK

CONDITION(S): G ven requirenents and di agrans.

STANDARD: Install the local area network to include LAN cards,
cabl es, connectors and servers.

PERFORMANCE STEPS:

1. Install LAN cables according to diagrans.

2. Install connectors where drops belong on the LAN.

3. Install LAN cards as required.

4. Install the network server, configuring it for |ocal use.

5. Docunent network card settings.

REFERENCE( S) :

1. Local SCP

2. NOS (Qperations and Installation Manual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

Appendix Gto
ENCLOSURE ( 6)
6- G 37



MCO 1510. 37C
13 Dec 95
TASK: 4066.9.4 MAINTAIN A LOCAL AREA NETWORK

CONDITION(S): Gven an installed and operational |ocal area
network and connectivity di agrans.

STANDARD: Maintain the local area network to include nonitoring
performance, troubl eshooting equi pnent and software, replacing
defective LAN cards, cables, connectors and servers.

PERFORMANCE STEPS:

1. Monitor the network utilizing avail abl e network anal yzers
and sof tware.

2. Troubl eshoot circuit/equi pnent outages.
3. Repair/replace defective equipnent.

4. Update docunentati on.

REFERENCE( S) :

1. Local SOCP

2. NOS (Qperations and Installation Manual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066.9.5 MANACE A LOCAL AREA NETWORK

CONDITION(S): G ven a Local Area Network (LAN) and appropriate
techni cal references.

STANDARD: A Local Area Network will be nanaged to include users,
servi ces, and server operations per the references.

PERFORMANCE STEPS:

1. Adm nister user accounts.
2. Adm nister services.

3. Admi nister server operations.

REFERENCE( S) :

1. Local SCP
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2. NOS (Qperations and Installation Manual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066.9.6 CONNECT LOCAL AND W DE AREA NETWORKS

CONDITION(S): G ven wide area network requirenents.

STANDARD: Local area networks nust be connected to wi de area
network formng an internetwork utilizing routers, bridges, and
DCE as required.

PERFORMANCE STEPS:

1. Determ ne connectivity requirenents.
2. Determ ne WAN protocol to be used.
3. Install routers as required.

4. Install bridges as required.

5. Install DCE as required.

6. Ensure local servers are configured for WAN connectivity.

REFERENCE( S) :

1. Local SCP

2. NOS (Qperations and Installation Manual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4066.9.7 MANAGE | P NETWORK

CONDITION(S): Gven a class A, B, or CIP network.

STANDARD: The I P network nust be subnetted and managed to ensure
efficient operations.
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PERFORMANCE STEPS:

1. UWilizing the class of IP network assigned exam ne uses
and users requiring | P addresses.

2. Subnet the IP network to maxi m ze effectiveness.
3. Diagramthe I P network.

4. Register hosts with the defense data network (DDN)
network information center (N C).

5. Install/configure I P software on hosts and networKks.

REFERENCE( S) :

1. Local SCP

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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MOS 4067, PROGRAMMVER, ADA

DUTY AREA 1 - PROGRAMM NG

TASK: 4067.1.1 ANALYZE CUSTOVER REQUEST

CONDITION(S): G ven a custoner request, a point of contact, and
appropri ate references.

STANDARD: The request will be analyzed to determ ne the nost
viabl e solution that satisfies the custoner’s need.

PERFORMANCE STEPS:

1. Verify user requirenents.

2. Determ ne systemrequirenents.
3. Conduct Feasibility Study.

4. Perform system anal ysi s.

5. Devel op anal ysis specifications.

REFERENCE( S)

1. MCO P5231.1 , Life Cycle Managenent for Autonated
I nformati on Systens

2. |1 RW5231 Series
3. I RW5234 Series
4. Software Engineering, lan Sommerville

5. Software Engi neering, Ada Second Edition, G ady Booch

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK:  4067.1.2 DESIGN A COVPUTER PROGRAM AUTOVATED | NFORVATI ON
SYSTEM (Al S)

CONDITION(S): G ven analysis specifications, a point of contact,
and appropriate references.

STANDARD: The AIS will be designed to satisfy the analysis
specifications utilizing software engi neering principles.

PERFORMANCE STEPS:

1. Devel op design specifications.
2. Develop a test plan.

3. Develop an inplenentation plan.

REFERENCE( S) :

1. MCO P5231.1 , Life Cycle Managenent for Autonated
I nformati on Systens

2. |1 RW5231 Series
3. I RW5234 Series
4. Software Engineering, lan Sommerville

5. Software Engi neering, Ada Second Edition, G ady Booch

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4067.1.3 CONSTRUCT A COVPUTER PROCGRAM Al S

CONDI TION(S): G ven design specifications, appropriate
har dwar e/ sof t ware, and appropriate references.

STANDARD: A conputer progranfAlS will be constructed so that it
conforns 100%to the design specifications.

PERFORMANCE STEPS:

1. Devel op code.

2. Compil e code.

3. Performunit testing.
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4. Devel op docunentati on

REFERENCE( S) :

1. MCO P5231.1 , Life Cycle Managenent for Autonated
I nformati on Systens

2. | RM 5231 Series

3. ANSI/ML-STD 1815A- 1983, Ada Programr ng Language
Ref erence Manual

4. JCL Reference Manua
5. WS Uilities Manua
6. CICS Reference Mnual s
7. TSO E Reference Manual s

8. ADABAS Ref erence Manual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4067.1.4 TEST A COMPUTER PROGRAM Al S

CONDITION(S): Gven a test plan, source files, source listing,
conpi |l ed program system and appropriate references.

STANDARD: The programf AIS will be tested to determ ne the
ability to fulfill requirenents as identified by the test plan.

PERFORMANCE STEPS

1. Construct test environnent.
2. Execute test procedure.
3. Evaluate test results.

4. Docunment test results.

REFERENCE( S)

1. Software Testing Techni ques, Second Edition, Boris Beizer
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2. Software Testing and Eval uation, DeM Il o, MCracken
Martin, Passafiune

3. Introduction to Conputer and Data Processing, Shelly &
Cashman

4, | RM 5231 Series

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4067.1.5 | MPLEMENT A COVPUTER PROCGRAM Al S

CONDITION(S): G ven a tested system inplenentation plan,
execut abl e code, and access to the target production environnment.

STANDARD: A conputer progranfAlS will be inplenented to provide
the customer with an executabl e system per the inplenentation
pl an.

PERFORMANCE STEPS:

1. Install progran Al S.
2. Conduct wuser training.

3. Conduct user acceptance training.

REFERENCE( S) :

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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DUTY AREA 2 - NANAG NG PROGRAMVERS

TASK: 4067.2.1 PERFORM PROJECT MANAGEMENT

CONDITION(S): G ven projects to conplete, qualified personnel
access to systeminformation, and appropriate references.

STANDARD:  Project managenent will be perfornmed to ensure
conpl etion of projects within established resource constraints.

PERFORMANCE STEPS

1. Establish tasks (deliverables).
2. Prioritize tasks.

3. Determine avail abl e resources.
4. Determ ne devel opnent sequence.
5. Docunent plan.

6. Assign tasks.

7. Monitor progress.

8. Review nodify plan

REFERENCE( S)

1. MCO P5231.1 , Life Cycle Managenent for Autonated
I nformati on Systens

2. | RM 5231 Series
3. Local Established Procedures

4. Applicabl e Vendor Manual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4067.2.2 ASSI GN PROGRAMM NG TASKS

CONDITION(S): @G ven programm ng assignnments for conpletion,
access to personnel, a Program Specification, access to systens
information, and appropriate references.

STANDARD:  Progranmm ng tasks will be assigned per functional and
operational requirenments ensuring tinmely conpletion of the
m ssi on.

PERFORMANCE STEPS:

1. Review Detail ed Design Specifications (DDS).
2. ldentify systemconstraints and resources.
3. ldentify avail abl e programing resources.

4. Estimate size and tine requirenments of task.
5. Prioritize all current programmi ng tasks.

6. Assign progranm ng tasks to progranmers.

REFERENCE( S) :

1. MCO 5271.1, Information Resources Managenent (I RM
St andard Gui del i nes Program

2. | RM5231-01, System Devel opnent Met hodol ogy Overvi ew

3. | RvM5231-02, System Devel oprment Met hodol ogy Devel oper
Per spective

4. | RM5231-06, Detailed Design Specification

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4067.2.3 MONI TOR PROGRAMM NG TASKS

CONDITION(S): @G ven progranmm ng assignnents to include personnel
assigned to the projects, due dates of the projects, and
appropri ate references.

STANDARD: Al |l programm ng assignnments will be conpl eted
correctly and by the project due date. Skill deficits will be
identified in a tinely manner.
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PERFORMANCE STEPS:

1. Serve a subject matter expert.
2. Assess progress of programming tasks.
3. ldentify skill deficits.

4. Provide corrective guidance.

REFERENCE( S) :

1. MCO 5271.1, Information Resources Managenent (IRM
St andard Gui del i nes Program

2. | RM5231-01, System Devel opnent Met hodol ogy Overvi ew

3. | RwM5231-02, System Devel oprment Met hodol ogy Devel oper
Per specti ve

4. | RM5231-06, Detailed Design Specification
5. |1 RM5234-01, Progranmm ng Standards

6. | RM5234-04, Nami ng Conventions

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4067.2.4 CONDUCT MANACGED ON THE JOB TRAI NI NG ( MOJT)

CONDITION(S): Gven a local SOP, personnel requiring MXJT, |ITS,
and the reference.

STANDARD: Tasks for training will be identified and adequate
training received by all personnel per |ocal SOP.

PERFORMANCE STEPS:

1. ldentify formal school capabilities.
2. ldentify personnel skills deficiencies.
3. Aggregate training requirenents.
4. Create training plan.
5. Devel op training nethod.
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6. Conduct MXT to ITS.

REFERENCE( S) :

1. MCO 1510. 37C, Individual Training Standards (ITS) System
for the Data Systens Cccupational Field (OCCFLD) 40

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 3 - PROGRAM NMAI NTENANCE

TASK: 4067.3.1 MDD FY EXI STI NG PROGRAM

CONDITION(S): G ven Detail ed Design Specification
(DDS), access to Data Dictionary, existing system
docunent ati on, programm ng tools, access to appropriate
conputers(s), and appropriate references.

STANDARD: Existing Prograns will be nodified to neet
all DDS requirements per the System Devel opnent

Met hodol ogy (SDM on systens originally devel oped using
the SDM They will also neet all DDS requirenments per
the | ocal SOP on systens not docunented per the SDM

PERFORMANCE STEPS:

1. Acquire programrequiring nodification.

2. Mdify programto neet requirenents.

3. Create appropriate comments (programinternal).
4. Syntax check program

5. Conplete Structured Wal k-t hrough.

6. Conduct Unit-Level testing.

7. Document test results.

8. Modify program docunent ati on.
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REFERENCE( S) :

1.

10.

11.

12.

13.

14.

MCO 5271.1, Infornmation Resources Managenent
(IRM Standards and Cui del i nes Program

ANSI / M L- STD- 1815A- 1983, ADA Progr anmi ng
Language Reference Manual

| RV 5231- 01, System Devel opnent Met hodol ogy
Overvi ew

| RM 5231- 02, System Devel opnent Met hodol ogy
Devel oper Perspective

| RM 5231- 06, Detail ed Design Specification
| RM 5231- 07, Users Manual

| RM 5231- 08, Conputer Qperations Manual

| RM5231-11, Data Base Pl an

| RVt 5231- 14, Test Plan

| RM 5234- 01, Programr ng Standard

| RM 5234- 04, Nam ng Conventi ons

| RM 5235-01, Data Dictionary

COBOL Reference Manual

Job Control Language Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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DUTY AREA 4 - DATABASE NANAGEMENT SYSTEM ( DBMS)

TASK: 4067.4.1 CREATE DBMS ACCESS

CONDITION(S): G ven a programrequest, access to Data
Dictionary, access to appropriate conputer(s) tools, and
ref erences.

STANDARD: Access to the DBMS will be created to neet access
requi renents identified in the program request.

PERFORMANCE STEPS:

1. ldentify type of access required.
2. ldentify search criteria.
3. ldentify fields to be returned

4, Create access.

REFERENCE( S) :

1. MCO 5271.1, Information Resources Managenent (I RM
St andards and Cui del i nes Program

2. ANSI/M L-STD 1815A- 1983, ADA Programr ng Language
Ref er ence Manual

3. | RM5231-06, Detail ed Design Specification
4. | RM5234-01, Programming Standard

5. |1 RM5234-04, Nami ng Conventions

6. | RW5235-01, Data Dictionary

7. COBOL Reference Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4067.4.2 CREATE A BATCH JOB I N ON-LI NE QUERY LANGUAGE

CONDITION(S): G ven a programrequest, access to the data
dictionary, on-line access to appropriate conputer(s), tools, and
ref erences.

STANDARD: A batch job will be created in an on-1ine query
| anguage which inplenments a programrequest.

PERFORMANCE STEPS:

1. Read request.

2. ldentify environnent required.

3. Select Job Control Language corresponding to environment.
4. Code program

5. Test program

REFERENCE( S) :

1. MCO 5271.1, Information Resources Managenent (IRM
St andards and Cui del i nes Program

2. ANSI/M L-STD 1815A- 1983, ADA Programr ng Language
Ref er ence Manual

3. | RM5231-01, System Devel opnent Met hodol ogy Overvi ew

4. | RM5231-02, System Devel opnent Met hodol ogy Devel oper
Per specti ve

5. I RM5231-06, Detail ed Design Specification
6. | RwW5231-14, Test Plan

7. |1 RM5234-01, Programm ng Standard

8. | RM5234-04, Nami ng Conventions

9. | RwW5235-01, Data Dictionary

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4067.4.3 USE DATA DI CTI ONARY

CONDITION(S): G ven a programrequest, access to a data
dictionary, on-line access to appropriate conputer(s), tools, and
appropri ate references.

STANDARD: The Data Dictionary will be used per |ocal SOP and the
Syst em Devel opnent Met hodol ogy (SDM .

PERFORMANCE STEPS:

1. Find field(s) in the data dictionary.

2. Check programuse for consistency with the data
di ctionary.

3. Submit request for addition of new fields as needed.

4. Build user views.

REFERENCE( S) :

1. MCO 5271.1, Information Resources Managenent (IRM
St andards and Cui del i nes Program

2. ANSI/M L-STD 1815A- 1983, ADA Programr ng Language
Ref er ence Manual

3. | RM5231-06, Detail ed Design Specification
4. | RM5234-01, Programming Standard
5. |1 RM5234-04, Nami ng Conventions

6. | RW5235-01, Data Dictionary

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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DUTY AREA 5 - SYSTEM UTI LI TI ES

TASK: 4067.5.1 MANI PULATE DATA SETS TO SATI SFY ALL UTILITY
FUNCTI ONS

CONDITION(S): Guven utility function request, appropriate
conput er access, custoner request, and appropriate references.

STANDARD: Data sets will be manipulated to satisfy all requested
utility functions.

PERFORMANCE STEPS:

1. Review available systemutilities.
2. Select appropriate systemutility.
3. Create data set(s).

4. Delete data set(s).

5. Conpress data set(s).

6. Copy data.

7. Edit data.

8. Print data.

9. Sort data.

REFERENCE( S) :

1. OsD Utilities Manual

2. Job Control Language Manual

3. Messages and Codes Manual

4. Vendor specific utilities manual s

5. Locally procured utilities manual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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DUTY AREA 6 - END USER COVPUTER EQUI PNENT

TASK: 4067.6.1 OPERATE M CROCOVPUTER SUl TE/ EUCE

CONDITION(S): G ven a mcroconputer/EUCE suite installed,
adequat e power supply, and the vendor supplied nanual s.

STANDARD: M croconput er/ EUCE suite nust be operated per
appropri ate references.

PERFORMANCE STEPS:

1. ldentify the conponents of the m croconputer.
2. Power up and boot the m croconputer.
3. Operate Marine Corps standard operating system software.

4. (Operate Marine Corps standard EUCE/ PC software.

REFERENCE( S) :

1. Vendor supplied user and reference nmanual s

2. Locally procured user and reference nmanual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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MOS 4068, DATA NETWORK TECHNI CI AN

DUTY AREA 1 - NETWORK SECURI TY

TASK: 4068.1.1 DEVELOP DATA COVMUNI CATI ONS SECURI TY MEASURES

CONDITION(S): G ven applicable data comunications security
references and equi pnent.

STANDARD: Data comruni cations security neasures will be devel oped
per the references to neet mninmum security requirenents.

PERFORMANCE STEPS:

1. Review applicable directives.
2. Examine local security concerns.
3. Plan security neasures.

4. Wite security directive.

REFERENCE( S) :

1. OPNAVI NST 5510.1
2. Local Security Regul ations

3. Local SOP

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4068. 1.2 DESI GN CRYPTOGRAPH C TOPOLOGY

CONDITION(S): G ven data conmuni cation architecture, cryptographic
equi prent and security requirenents.

STANDARD:  Crypt ographic topology will be designed per the
references to nmeet mninmumsecurity |levels for the security
classification required.

PERFORMANCE STEPS:

1. Examne circuit diagram

Appendix | to
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2. Exami ne bandwi dth requirenents.
3. Determ ne avail abl e cryptographi c equi pnent.

4. Devel op cryptographic topol ogy.

REFERENCE( S)

1. OPNAVI NST 5510.1
2. Annex K
3. Local Security Regul ations

4. Local SOP

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4068.1.3 DEVELOP A NETWORK SECURI TY PLAN

CONDITION(S): Gven a network diagram security requirenments, and
avai |l abl e access controls.

STANDARD: A network security plan will be devel oped per the
references to

meet mni mum security levels for the security classification
required.

PERFORMANCE STEPS

1. Exam ne security requirenents.

2. Exami ne existing network.

3. Determine network vulnerabilities.

4. Exam ne avail abl e hardwar e/ software access control s.

5. Wite the network security plan

REFERENCE( S)

1. OPNAVI NST 5510.1
2. Local Security Regul ations

3. Local SOP

Appendix | to
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ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 2 - NETWORK PLANNI NG

TASK: 4068.2.1 DESIGN A LOCAL AREA NETWORK

CONDITION(S): G ven local area network requirenents.

STANDARD: A local area network will be designed per the
references resulting in a detailed |level four diagram

PERFORMANCE STEPS:

1. Exam ne communi cations architecture and paths.

2. Examine data security requirenents.

3. Exami ne physical security requirenents.

4. Exam ne avail abl e bandw dt h.

5. Examine client/server workstations to be connected.
6. Determne |P addressing requirenents.

7. Devel op contingency plan.

8. Wite local area network topol ogy plan.

REFERENCE( S) :

1. OPNAVI NST 5510.1

2.  MCO 5510. 14

3. SECNAVI NST 5239. 1A

4. Local Security Regul ations
5. Local SOP

6. Annex K

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

Appendix | to
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TASK: 4068.2.2 DESIGN A WDE AREA NETWORK

CONDITION(S): G ven wide area network requirenents.

STANDARD: A wide area network will be designed per the
references resulting in a detailed |level four diagram

PERFORMANCE STEPS:

1. Exam ne communi cations architecture and paths.

2. Examine data security requirenents.

3. Exami ne physical security requirenents.

4. Exam ne avail abl e bandw dt h.

5. Examine client/server workstations to be connected.
6. Determne |P addressing requirenents.

7. Devel op contingency plan.

8. Wite wide area network topol ogy pl an.

REFERENCE( S) :

1. OPNAVI NST 5510.1

2.  MCO 5510. 14

3. SECNAVI NST 5239. 1A

4. Local Security Regul ations
5. Local SOP

6. Annex K

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4068. 2.3 DETERM NE PERSONNEL REQUI REMENTS

CONDITION(S): G ven data communi cati on architecture, m ssion
requi renents, and the existing effective T/QO

Appendix | to
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STANDARD:  Personnel requirenents will be determ ned so that an
appropriate |l evel of staffing is determ ned to acconplish m ssion
obj ecti ves.

PERFORMANCE STEPS:

1. ldentify m ssion requirenents.
2. Examine current unit T/ O
3. ldentify deficiencies.

4. Staff proposed T/ O

REFERENCE( S) :

1. Current T/0O
2. Local SOP
3. Local Security Regul ations

4. Annex K

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4068.2.4 WRI TE DATA COVMUNI CATI ONS DOCUMENT

CONDITION(S): G ven appropriate operations orders and SOP' s.

STANDARD: A data commruni cati ons appendi x to Annex K or letter of
instruction (LAO) nust be witten for operations and exerci ses.

PERFORMANCE STEPS:

1. Exam ne operation order or SOP for requirenents.
2. Examine CWVWR for equi pnment accountability.

3. Exanmine equipnent record (ERO 1og for equipnent
avai l ability.

4. Exam ne personnel resources for availability/training.

5. Wite the LO or appendix for the exercise or operation
i ncl udi ng:

a. Data communi cations connectivity
Appendix | to
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b. LAN WAN connectivity

c. Encryption devices to be used and | ocation

d. LAN accounts
e. Personnel assignnents

f. Special instructions

REFERENCE( S) :

1. Local SOP
2. QOperations Order or Plan

3. FM3-30

ADM NI STRATI VE | NSTRUCTI ONS:

1. Cose coordination with the Comm Qps Section of
G S-6 isrequired to performthis task.

MCO 1510. 37C
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| ocal

TASK: 4068. 2.5 ESTABLI SH EMBARKATI ON PROCEDURES

CONDI TION(S): Provi ded ADPE resources,

requi renents, and reference.

STANDARD:  Enbar kati on procedures will

ref erence.

PERFORMANCE STEPS:

1. Establish Equi pnent Density List (EDL).

2. Determ ne equipnent priorities.

3. Wite enbarkation SOP.

REFERENCE( S) :

1. Local SCP

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

Appendix | to
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TASK: TASK:  4068. 2.6 DEVELOP AN | P NETWORK ARCHI TECTURE

CONDITION(S): Gven a mssion, established data communi cati on
architecture, identified IP clients, and avail able | P networks.

STANDARD: An | P network architecture will be devel oped resulting
in a detailed | evel four diagram

PERFORMANCE STEPS:

1. Review data conmuni cation architecture.
2. ldentify IP clients.

3. ldentify nunber of |IP networks required.
4. Establish subnetting schene.

5. Assign | P addresses.

6. Create a level four diagram

REFERENCE( S) :

1. Local SOCP

2. DDN Users Guide

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4068.2.7 DEVELOP A MJLTI - PROTOCOL NETWORK PLAN

CONDITION(S): G ven data communi cation architecture, set of
identified protocols, and references.

STANDARD: A multi-protocol network plan will be devel oped to
achi eve sustai nable performance in a heterogeneous network
envi ronment .

PERFORMANCE STEPS:

1. ldentify protocols on current network.
2. Research protocol characteristics.
Appendix | to
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3. ldentify interoperability difficulties.

4. Establish network plan.

REFERENCE( S) :

1. Local SCP

2. Oiginal Equi prent Manufacturer (CEM Manual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4068.2.8 PLAN FOR CLASSI Fl EDY SENSI TI VE JO NT SERVI CE
NETWORK CONNECTI VI TY

CONDITION(S): G ven mission requirenents, data comunication
architecture, and appropriate references.

STANDARD: Cl assified/sensitive joint service network
connectivity will be planned per the references.

PERFORMANCE STEPS

1. ldentify mssion requirenents.

2. ldentify IP clients.

3. ldentify available entry point.

4. Submt request for gateway access.

5. Devel op connectivity plan

REFERENCE( S)

1. DI SA Defense Information System Network | ntegrated
Tactical - Strategic Data Networking (1 TSDN) Internet
Prot ocol addressing Plan 24 Jun 94

2. DI SA Defense Information System Network Secret |nternet
Protocol Router Network (SIPRNET) Internet protoco
addressing plan 24 Nov 94

3. DI SA Defense Secure Network 1 Phase Qut and Secr et
Internet Protocol Router Network inplenmentation plan 21
Cct 94

Appendix | to
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DI SA Def ense Conti ngency Exercise Plan 10-95

OPNAVI NST 5510.1
Local SOP

Local Security SOP

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 3 - UNI X NETWORKI NG

TASK:

CONDI TI ON(S) :

hardwar e and software,

4068.3.1 CONNECT A UNI X PLATFORM TO A NETWORK

\Gven a UNLX platformwith all appropriate
and exi sting network, and an | P address.

STANDARD: The UNI X platformw ||l be connected to a network which

wi | |

PERFORMANCE STEPS:

transmt and receive data throughout the network.

1. Determ ne type of connection.
2. Install appropriate software.
3. Physically connect UNI X platform
4. Configure conmunications interface.
5. Verify connectivity.
6. Modify routing tables.
7. Verify routes.
REFERENCE( S) :
1. Local SOP
2. UNI X Operating System Manual
3.  Communi cations Interface Manual
4. Oiginal Equi pnent Manuf acturer

6-1-9

(CEM Manual s
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ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4068.3.2 | NSTALL TERM NAL EMJLATI ON SOFTWARE

CONDITION(S): G ven a conpatible workstation with all
appropriate hardware, software, and an exi sting network.

STANDARD:. The term nal enul ation software will be installed in
order to connect it to a renpte host.

PERFORMANCE STEPS:

1. Determne if an I P address is required.
2. Load term nal enulation software.
3. Configure enul ation software.

4. Verify connection to renote host.

REFERENCE( S) :

1. Local SOCP

2. Oiginal Equi prent Manufacturer (CEM Manual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 4 - NETWORK MANAGEMENT

TASK: 4068.4.1 MANAGE A NETWORK

CONDITION(S): G ven network managenent software. a workstation,
and an exi sting network.

STANDARD: The network will be managed to enhance network
performance per the references.

PERFORMANCE STEPS:

1. Install network managenent software.
2. Configure network managenent software.
Appendix | to
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3. Mnitor network

4. ldentify problem areas.

5. Optimze network
REFERENCE( S) :

1. Local SOP
2. Oiginal Equi prent Manufacturer (CEM Manual s

3. Network Operating System Manual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 5 - ADVANCED NETWORKI NG

TASK: 4068.5.1 PERFORM ADVANCED TROUBLESHOOTI NG TECHNI QUES

CONDITION(S): @G ven troubl eshooting equi prent and appropriate
techni cal references

STANDARD:  Advanced troubl eshooting techniques will be perforned
to resol ve network problens.

PERFORMANCE STEPS

1. ldentify possible problens.

2. Analyze problens.

3. Hypothesize possible solutions.
4. Validate possible solutions.

5. Inplenent solutions.

6. Verify resolution

7. Docunent procedures.

REFERENCE( S)

1. Current Revision Network Operating System Docunentati on

Appendix | to
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2. Oiginal Equi prent Manufacturer (CEM Manual s

3. Local SOP

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4068.5.2 MANAGE BANYAN VI NES NETWORK

CONDITION(S): Guven nulti-protocol Wde Area Network (WAN)
topol ogy and appropriate technical references.

STANDARD: A Banyan VINES wi de area network will be managed per
Advanced VI NES Admi ni stration course docunentation.

PERFORMANCE STEPS:

1. Perform advanced VI NES admi ni strati on.

2. Maintain advanced VI NES net wor k.

REFERENCE( S) :

1. Advanced Banyan VI NES Adm ni stration manual s

2. Current Rel ease Banyan VI NES Network Operating System
Docunent ati on

3. Local SOP

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4068. 5.3 CONFI GURE ROUTER HARDWARE

CONDITION(S): Gven a router, data conmuni cati on architecture,
and appropriate references.

STANDARD: The router hardware will be configured to ensure
operational capability.

PERFORMANCE STEPS:

1. ldentify required internal conponents.
2. ldentify required external peripheral conponents.
Appendix | to
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3. ldentify avail abl e hardware options.

4. Install internal conponents.

5. Install external conponents.
REFERENCE( S) :

1. Local SCP

2. Oiginal Equi prent Manufacturer (CEM Manual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4068.5.4 CONFI GURE ROUTER SOFTWARE

CONDITION(S): Gven a router, data conmuni cation architecture
and appropriate technical references.

STANDARD: The router software will be configured to pass
mul tiple protocols between nultiple network devices.

PERFORMANCE STEPS:

1. ldentify network protocols.
2. ldentify installed hardware.

3. Configure software.

REFERENCE( S) :

1. Oiiginal Equi prent Manufacturer (OCEM Mnual s
2. Local Security SOP

3. Local SOP

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4068.5.5 MANACE MULTI PLE ELECTRONI C NMAI L SYSTEMS

CONDITION(S): Gven nultiple electronic mail packages, nultiple
Net wor k Operating Systens (NOS), and appropriate technical
ref erences.

STANDARD: Multiple electronic mail packages will be managed to
allow for nessage interoperability between different NOS s per
the references.

PERFORMANCE STEPS:

1. ldentify different NOS s.
2. ldentify electronic nail systens.
3. Configure Mail Handling Agent (MHA).

4. Configure autonated directory services.

REFERENCE( S) :

1. MCO 5271.4A
2. Oiginal Equi prent Manufacturer (CEM Manual s

3. Local SOP

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4068.5.6 CONFI GURE DOVAI N NAME SERVI CE ( DNS)

CONDITION(S): G ven DNS software, host platform and appropriate
techni cal references.

STANDARD: DNS will be configured to allow nanme resolution for IP
clients per the references.

PERFORMANCE STEPS:

1. ldentify IP clients.
2. Register domain with proper authority.
3. Install DNS software.
4. Manage DNS.
Appendix | to
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REFERENCE( S) :

1. Oiiginal Equi prent Manufacturer (OCEM Mnual s
2. Local Security SOP

3. Local SOP

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 6 - RESOURCE NMANAGEMENT

TASK: 4068.6.1 MANAGE THE PLANNI NG PROGRAMM NG AND BUDGETI NG
SYSTEM ( PPBS) FOR DATA COVMUNI CATI ON EQUI PMENT

CONDITION(S): G ven the appropriate references, |oca
conptrol | er guidance, contracts, delivery orders, planning
docunents, and appropriate budget forns.

STANDARD: The PPBS wi |l be nanaged for data conrmunications
equi prent that will enable a unit to neet its financial
obl i gation.

PERFORMANCE STEPS

1. Determ ne the sources of budget information
2. Establish installation goals and objectives.
3. Determine adm nistrative systens required

4. Prepare the budget.

5. Conplete the budget.

6. Subnmit the budget.

7. Procure data comuni cation equi pnent.

REFERENCE( S)

1. Local SOP
2. MCO 7100. 8
3. MCBul 7100 Series
Appendix | to
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4. MO P5233.1
5. Armed Forces Staff College PUB 1
6. | RM 5231 Series

7. | RC 5236 Series

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4068.6.2 MANAGE CONTRACTS

CONDITION(S): G ven contacting docunents, |ocal contracting
of fi cer docunents, requirenents for new contracts, lists of ADP
resources, specific deadlines, and appropriate references.

STANDARD: The contracts will be managed for hardware, software,
and services per appropriate references.

PERFORMANCE STEPS:

1. Performresponsibilities of contracting officer’s
technical representative and project nanager.

2. Supervise identification and preparation of requirenents
for forwarding to purchasing and contracti ng.

3. Review special clauses.
4. Review principles of fund managenent on contracts.

5. Evaluate contract perfornance.

REFERENCE( S) :

1. Local SCP

2. |1 RM 5236-01

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4068.6.3 MANACE M MVB/ SASSY REPORTS AND REQUI REMENTS

CONDITION(S): G ven M MVS/ SASSY reports and forns.

STANDARD: M MM/ SASSY reports and requirenments will be managed
per the references.

PERFORMANCE STEPS:

1. ldentify ERO and ERQ SL procedures.

2. ldentify DPR and LM2 report procedures.

REFERENCE( S) :

1. Local SCP
2. UM 4790. _

3. TM 4790. _

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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MOS 4069, SYSTEMS PROGRAMVER

DUTY AREA 1 - GENERATI ON AND | NSTALLATI ON OF SYSTEMS SOFTWARE

TASK: 4069.1.1 BU LD | NPUT/ OUTPUT CONFI GURATI ON DATA SET
(1 OCDS)

CONDITION(S): G ven the use of the systemreference library,
i nput/output configuration description, installation
requi renents, and appropriate utility prograns.

STANDARD:  The input/output configuration data set will be built
so that it will describe the input/output configuration per the
installation requirenents.

PERFORMANCE STEPS

1. ldentify the hardware input/output configuration

2. Code the input/output configuration program (I OCP) nacros
to define the hardware I/ O configuration

3. Execute the I OCP using the coded macros to produce a test
i nput/output configuration data set (1 QCDS).

4. Verify the results of the I OCP execution

5. Performan initial mcrocode load (I M) using the test
| OCDS.

6. Verify the results of the I M.

7. Performan initial programload (IPL) of an MVS operating
system

8. Verify the results of the IPL.

9. Test the operation of the hardware input/output
configuration.

10. Verify the results of the test.

11. Inplenent the test IOCDS into the production environnent.

REFERENCE( S)

1. System Reference Library
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ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4069.1.2 BU LD WS OPERATI NG SYSTEM CODE

CONDITION(S): G ven the use of the systemreference library,
i nput/output configuration description, installation

requi renents, appropriate utility prograns, and distribution
libraries.

STANDARD: The M/S operating systemcode will be built so that
the resultant libraries are per the installation requirenents.

PERFORMANCE STEPS

1. ldentify the WS operating system code specifications.

2. Code the MVS system generation macros to define the
parameters of the MS operating system

3. Execute the Stage | system generation process using the
coded macros to produce a Stage Il jobstream

4. Verify the results of the Stage | execution

5. Execute the Stage Il system generation process to produce
test MVS operating system code.

6. Verify the results of the Stage Il execution

7. Performan initial programload (IPL) of the WS
operating systemusing the test MWS operating system
code.

8. Verify the results of the IPL.

9. Test the operation of the MVS operating system code.

10. Verify the results of the test.

11. Inplenent the tested MVS operating system code into the

production environnent.

REFERENCE( S)

1. System Reference Library

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4069.1.3 BU LD WS OPERATI NG SYSTEM | NPUT/ QUTPUT
CONFI GURATI ON COMPONENT

CONDITION(S): G ven the use of the systemreference library,
i nput/output configuration description, input/output
configuration program nacros, installation requirenents,
appropriate utility prograns, and distribution libraries.

STANDARD: The M/S operating systeminput/output configuration
conmponent will be built so that it will describe the input/output
configuration per the input/output configuration data set and the
installation requirenents.

PERFORMANCE STEPS:

1. Ootain the input/output configuration program (I QOCP)
macr os.

2. ldentify the MWS software input/output configuration

3. Code the WS configuration program (MSCP) macros to
define the MVS software 1/0O configuration

4. Execute the MVSCP using the 10OCP and MVSCP nacros to
create a test MVS operating system |/ O configuration
conponent .

5. Verify the results of the MVSCP execution

6. Performan initial programload (IPL) of the WS
operating systemusing the test WS operating systemI|/O
configuration conponent.

7. Verify the results of the IPL.

8. Test the operation of the MVS operating systemI/O
configuration conponent.

9. Verify the results of the test.
10. Inplenent the tested WS operating systemI/O

configuration conponent into the production environnent.

REFERENCE( S)

1. System Reference Library

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4069.1.4 CREATE JOB ENTRY SUBSYSTEM (JES2) PARANMETERS

CONDITION(S): G ven the use of the systemreference library,
i nput/output configuration description, installation

requi renents, appropriate utility prograns, and MVS operati ng
system parameter libraries.

STANDARD: The job entry subsystem (JES2) paraneters nust be
created so that JES2 will performper the installation
requi renents.

PERFORMANCE STEPS

1. ldentify the operating requirenents of the job entry
subsystem (JES2).

2. Code the JES2 paraneters

3. Test the job entry subsystem (JES2) utilizing the coded
par ameters

4. Verify the results of the test.
5. Inplenent the tested paraneters into the production

envi ronment .

REFERENCE( S)

1. System Reference Library

2. MS operating system paraneter libraries

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4069.1.5 |INSTALL PROGRAM PRODUCTS

CONDITION(S): G ven the use of the systemreference library,
vendor supplied manual (s), vendor supplied instructions, vendor
suppl i ed data, input/output configuration description
installation requirenents, and appropriate utility prograns.

STANDARD: The program product will be installed to perform per
the vendor supplied instructions and the installation
requi renents.
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PERFORMANCE STEPS
1. Select the program product.
2. Read the vendor supplied instructions.
3. Install the program product into a test environment using
the vendor supplied data.
4. Test the program product.
5. Verify the results of the test.
6. Inplenent the tested program product into the production

envi ronment .

REFERENCE( S)

1. System Reference Library

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4069.1.6 | NSTALL PROPRI ETARY SOFTWARE PRODUCTS

CONDITION(S): G ven the use of the systemreference library,
vendor supplied manual (s), vendor supplied instructions, vendor
suppl i ed data, input/output configuration description, and
appropriate utility prograns.

STANDARD: The proprietary software product will be installed to
perform per the vendor supplied instructions and the installation
requi renents.

PERFORMANCE STEPS

1. Select the proprietary software product.
2. Read the vendor supplied instructions.

3. Install the proprietary software product into a test
envi ronment using the vendor supplied data.

4. Test the proprietary software product.
5. Verify the results of the test.

6. Inplenent the tested proprietary software product into
the production environnent.
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REFERENCE( S)

1. System Reference Library

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4069.1.7 |INSTALL JOB ENTRY SUBSYSTEM (JES2) EXIT ROUTI NES

CONDITION(S): G ven the use of the systemreference library,
current MVS operating system docunentation, installation

requi renents, current job entry subsystem (JES2) paraneters,
appropriate utility prograns, and MVS operating systemlibraries.

STANDARD: The job entry subsystem (JES2) exit routines must be
installed and execute per the installation requirenents.

PERFORMANCE STEPS

1. ldentify the job entry subsystem (JES2) exit routine
necessary to inplenment the requested function

2. Code the JES2 exit routine.

3. Assenble and link-edit the JES2 exit routine.

4. Verify the results of the assenbly and |ink-edit.
5. Inplenent the exit into a test JES2 environnent.
6. Test the JES2 exit routine.

7. Verify the results of the test.

8. Inplenent the exit into the production JES2 environnent.

REFERENCE( S)

1. System Reference Library

2. MWS Qperating System Libraries

ADM NI STRATI VE | NSTRUCTI ONS

1. Marines performng this task nmust have an under st andi ng
of the assenbl er programm ng | anguage.
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TASK: 4069.1.8 | NSTALL MS OPERATI NG SYSTEM EXI' T ROUTI NES

CONDITION(S): G ven the use of the systemreference library,
current MVS operating system docunentation, installation

requi renents, MS operating system paranmeter |ibraries,
appropriate utility prograns, and MVS operating systemlibraries.

STANDARD: The M/S operating systemexit routines nmust be
installed and executed per the installation requirenents.

PERFORMANCE STEPS

1. ldentify the WS operating systemexit routine necessary
to inplenent the requested function

2. Code the WS operating systemexit routine.

3. Assenble and link-edit the M/S operating systemexit
routine.

4. Verify the results of the assenbly and |ink-edit.

5. Inplenent the exit into a test MVS operating system
envi ronnent .

6. Test the WS operating systemexit routine.
7. Verify the results of the test.
8. Inplenent the exit into the production WS operating

syst em envi ronnent.

REFERENCE( S)

1. System Reference Library

2. MS Qperating System Libraries

ADM NI STRATI VE | NSTRUCTI ONS

1. Marines performng this task shoul d have an under st andi ng
of the assenbl er programm ng | anguage.
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DUTY AREA 2 - SYSTEMS SOFTWARE

TASK: 4069.2.1 MODI FY MWS OPERATI NG SYSTEM DATA SETS

CONDITION(S): G ven the use of the systemreference library,
vendor supplied manual (s), vendor supplied instructions, vendor
supplied data, current distribution libraries, current WS
operating system docunentation, installation requirenents, and
appropriate utility prograns.

STANDARD:. The data sets nust be nodified so that the WS
operating systemw || performper the vendor supplied
instructions and installation requirenents.

PERFORMANCE STEPS

1. ldentify the requested changes to the operating
requi renents of the MVS operating system

2. Read the vendor supplied instructions.

3. ldentify the MVS operating systemdata sets that require
changes.

4. Create a test version of the WS operating system

5. Modify the test version of the selected MS operating
system data sets using the vendor supplied data.

6. Test the test version of the MVS operating system
7. Verify the results of the test.
8. Mgrate the tested version of the MS operating system

data sets into the production environnent.

REFERENCE( S)

1. System Reference Library

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4069.2.2 MODIFY JOB ENTRY SUBSYSTEM (JES2) PARANMETERS

CONDITION(S): G ven the use of the systemreference library,
current MVS operating system docunentation, current job entry
subsystem (JES2) paraneters, installation requirenents, and
appropriate utility prograns.

STANDARD: The job entry subsystem (JES2) paraneters nust be
nodi fied so that the job entry subsystem (JES2) will perform per
the installation requirenents.

PERFORMANCE STEPS:

1. ldentify the requested changes to the operating
requi renents of the job entry subsystem (JES2).

2. Create a test version of the JES2 paraneters.
3. Mdify the test JES2 paraneters.

4. Test JES2 utilizing the test version of the JES2
par amet ers

5. Verify the results of the test.
6. Mgrate the tested version of the paraneters into the

production environnent.

REFERENCE( S)

1. System Reference Library

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4069.2.3 NMAINTAIN DI RECT ACCESS STORACE DEVI CES ( DASD)

CONDITION(S): G ven the use of the systemreference library,
current MVS operating system docunentation, installation
requi renents, appropriate utility prograns, and direct access
st orage devi ces (DASD).

STANDARD: The direct access storage devices (DASD) must be
mai nt ai ned per the installation requirenents.

PERFORMANCE STEPS

1. Select the direct access storage device (DASD).
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2. Initialize the DASD using the appropriate M/S operating
systemutility or vendor supplied utility.
3. Backup the DASD using the appropriate MS operating
systemutility or vendor supplied utility.
4. Restore the DASD using the appropriate MS operating
systemutility or vendor supplied utility.
REFERENCE( S)

1. System Reference Library

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4069.2.4 MODI FY PROGRAM PRCDUCTS

CONDITION(S): G ven the use of the systemreference library,
vendor supplied manual (s), vendor supplied instructions, vendor
suppl i ed data, current MWS operating system docunentation
installation requirenents, and appropriate utility prograns.

STANDARD:  The program product rnust be nodified so that the
program product and MVS operating systemw |l perform per the
vendor supplied instructions and installation requirenents.

PERFORMANCE STEPS

1. Select the program product.
2. Read the vendor supplied instructions.
3. Create a test version of the program product.

4. Mdify the test version of the program product using the
vendor supplied data.

5. Test the test version of the program product.
6. Verify the results of the test.
7. Mgrate the tested version of the program product into

the production environnent.

REFERENCE( S)

1. System Reference Library
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ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4069.2.5 MDD FY PROPRI ETARY SOFTWARE PRODUCTS

CONDITION(S): G ven the use of the systemreference library,
vendor supplied manual (s), vendor supplied instructions, vendor
suppl i ed data, current MWS operating system docunentation
installation requirenents, and appropriate utility prograns.

STANDARD: The proprietary software product nust be nodified so
that the proprietary software product and the MS operating
systemw || perform per the vendor supplied instructions and
installation requirenents.

PERFORMANCE STEPS

1. Select the proprietary software product.
2. Read the vendor supplied instructions.

3. Create a test version of the proprietary software
product .

4. Mdify the test version of the proprietary software
product using the vendor supplied data.

5. Test the test version of the proprietary software
product .

6. Verify the results of the test.
7. Mgrate the tested version of the proprietary software

product into the production environment.

REFERENCE( S)

1. System Reference Library

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4069.2.6 MODI FY JOB ENTRY SUBSYSTEM (JES2) EXI T ROUTI NES

CONDITION(S): G ven the use of the systemreference library,
current job entry subsystem (JES2) exit routines, current job
entry subsystem (JES2) paraneters, current MS operating system
docunentation, installation requirenents, appropriate utility
programnms, and appropriate references.

STANDARD: The job entry subsystem (JES2) exit routines must be
nodi fied so that they will performper the installation
requi renents.

PERFORMANCE STEPS

1. ldentify the requested changes to the job entry subsystem
(JES2) exit routine.

2. Mdify the JES2 exit routine.

3. Assenble and link-edit the JES2 exit routine.

4. Verify the results of the assenbly and |ink-edit.
5. Inplenent the exit into a test JES2 environnent.
6. Test the JES2 exit routine.

7. Verify the results of the test.

8. Inplenent the exit into the production JES2 environnent.

REFERENCE( S)

1. System Reference Library

2. MS Qperating System Libraries

ADM NI STRATI VE | NSTRUCTI ONS

1. Marines performng this task shoul d have an under st andi ng
of the assenbl er programm ng | anguage.
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TASK: 4069.2.7 MDD FY MWS OPERATI NG SYSTEM EXI T ROUTI NES

CONDITION(S): G ven the use of the systemreference library,
current MVS operating systemexit routines, current MS operating
system docunent ation, installation requirenments, appropriate
utility progranms, and appropriate references.

STANDARD: The M/S operating systemexit routines nmust be
nodi fied so that they will performper the installation
requi renents.

PERFORMANCE STEPS

1. ldentify the requested changes to the WS operating
system exit routine.

2. Mdify the WS operating systemexit routine.

3. Assenble and link-edit the M/S operating systemexit
routine.

4. Verify the results of the assenbly and |ink-edit.

5. Inplenent the exit into a test MVS operating system
envi ronnent .

6. Test the WS operating systemexit routine.
7. Verify the results of the test.
8. Inplenent the exit into the production MWS operating

syst em envi ronnent.

REFERENCE( S)

1. MWS Qperating System Libraries
2. MWS Qperating System Paraneter Libraries

3. System Reference Library

ADM NI STRATI VE | NSTRUCTI ONS

1. Marines performng this task shoul d have an under st andi ng
of the assenbl er programm ng | anguage.
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TASK: 4069. 2.8 SUPERVI SE PROGRAMM NG EFFCRTS

CONDITION(S): G ven a programm ng work section which has ongoing
wor k requests and projects, and applicable technical manuals.

STANDARD:  Monitor the progress and techni ques used to perform
and conpl ete the task.

PERFORMANCE STEPS:

1. Assign unit of work
2. Establish deadlines.
3. Monitor progress.

4. Cet feed back from personnel assigned.

REFERENCE( S)

1. Applicable Technical Mnuals

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4069.2.9 MONI TOR | MPLEMENTATI ON OF NEW SYSTEMS

CONDITION(S): G ven a software or application package,
applicabl e technical manuals, installation guides, and | ocal SOP

STANDARD:  Moni tor assignnment of work, inplenentation plan, and
execution of plan.

PERFORMANCE STEPS

1. Revi ew package.
2. Assign to proper section
3. Monitor progress.

4. Make adjustnents.

REFERENCE( S)

1. Applicable Technical Mnuals
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ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4069.2.10 REVI EW OPERATI ON OF EXI STI NG SYSTEMS

CONDITION(S): G ven assignnment to a programm ng work section,
establ i shed procedures, local SOP's, system software data,
applicabl e technical manuals, and applicable software run books
and procedures.

STANDARD:  Review the system configuration to ensure all steps in
their proper operation are followed.

PERFORMANCE STEPS:

1. Review procedures for correctness.
2. Review site SOP s.
3. Review system software run procedures.

4. Review data and reports.

REFERENCE( S) :

1. Applicable Technical Mnuals

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4069.2.11 MAINTAI N VI RTUAL STORACGE SYSTEM

CONDITION(S): G ven ADP resource tasks, nonitoring reports, job
pl anni ng docunents, and the reference.

STANDARD: The virtual storage systemw || be maintai ned per the
ref erence.

PERFORMANCE STEPS:

1. Inplenent the RSMto keep track of the contents of real
st or age.

2. Inplenent the ASMto keep track of the contents of the
page data sets, the swap data sets and the VIO data sets.
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3. Inplenent the VSMto obtain and free virtual storage and
manage storage allocation for prograns requiring rea
st or age.
REFERENCE( S) :

1. OS/VS2 Overview (GC28-0984)

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4069.2.12 EVALUATE PERFORMANCE OF ADPE

CONDITION(S): @G ven an assignnment as a systens programer and
appropri ate references.

STANDARD:  ADPE performance will be eval uated per appropriate
ref erences.

PERFORMANCE STEPS

1. Review diaghostic reports and utilization statistics.
2. Evaluate performance statistics

3. Monitor inplenentation and results of changes.

4. Recomrend nai ntenance actions and procedural changes.

5. Schedul e Preventi ve Mi ntenance.

REFERENCE( S)

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manua

2. U S Marine Corps Information Resources Managenent
Publ i cati ons

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4069. 2. 13 DEVELOP OPERATI NG SYSTEM SOFTWARE MAI NTENANCE
| MPLEMENTATI ON PROCEDURES

CONDITION(S): @G ven an assignment as a systens programer and
appropri ate references.

STANDARD:  Procedures will be devel oped for operating system
sof tware mai ntenance inplenentati on per appropriate references.

PERFORMANCE STEPS:

1. Review software nodification proposals.
2. Approve proposals.
3. Develop inplenentation plans.

4. Analyze requirenments for Initial Program Loads, Initial
Machi ne Loads and ot her ADPE software.

5. Provide non-disruptive scheduling of nodifications and
ADPE sof t ware work.

REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

2. U S Marine Corps Information Resources Managenent
Publ i cati ons

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4069. 2. 14 SUPERVI SE CONFI GURATI ON MANAGEMENT PROCEDURES

CONDITION(S): G ven an assignnent as a data systens operations
of ficer and appropriate references.

STANDARD:  Configuration managenment procedures will be supervised
to ensure operation with appropriate references.

PERFORMANCE STEPS:

1. Evaluate current configuration nmanagenent policies.
2. Validate configuration nmanagenment overvi ews/ sunmari es.
3. Establish configuration nanagenent SOP' s.
Appendix J to
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4. Audit conpliance with published procedures.

REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

2. U S Marine Corps Information Resources Managenent
Publ i cati ons

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4069.2.15 APPLY ROSCOE COMVANDS

CONDITION(S): Gven a termnal, a list of commands, user sign-
on, software, and the reference.

STANDARD: A ROSCCE programwi |l be run by operating the term nal
and appropriate software comrands per the reference.

PERFORMANCE STEPS:

1. ldentify command areas.
2.  Perform | NPUT conmrand.
3. Perform DELETE conmand.
4. Perform ATTACH conmmand.
5. Perform FETCH conmmand.
6. Perform SUBM T conmand.
7. Perform UPDATE conmand.
8. Perform SEARCH conmand.
9. Perform DI SPLAY conmmand.
10. Perform SAVE command.
11. Perform COPY conmmand.
12. Perform EDI T command.

13. Perform MOVE conmand.
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REFERENCE( S) :

1. ADR/ ROSCCE Term nal User Guide (SR20-20-20)

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4069.2.16 MAI NTAIN LI BRARI ES

CONDITION(S): G ven a conputer, input/output devices, other
peri pheral devices, work space, and appropriate references.

STANDARD: Library nmenbers will be maintained by issuing the
correct commands through an 1/0O device to mani pul ate nenbers
wi t hout error on a second-run basis.

PERFORMANCE STEPS:

1. Add nenbers.
2. Del ete nenbers.
3. Modify nenbers.
4. Move nenbers.

5. Renane nmenbers.

REFERENCE( S) :

1. |1 RM5234-04, Information Resources Managenment Nam ng
Conventi ons

2. |1 Rw\5233-06, Information Resources Managenent Library
Managenment System

3. | MB WS/ XA JCL Reference Manual (GC28-1352-3)

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4069.2.17 WRI TE ALC PROGRAMS

CONDITION(S): G ven a conputer, input/output devices, other

peri pheral devices, program specifications, applicable operating
envi ronment standards, coding sheets, pencils, note pad,
flowmhart materials (tenplate and flowchart paper) or Decision
Tabl e worksheets, and appropriate references.

STANDARD: Systens prograns will be witten to neet the

requi renents of the system s design specifications per the IRM
Programm ng Standard. Proper use of tables, sort, report
editing, subroutines (passed data and |inkage), file update
(sequential and random), and use of information fromthe PARM
parameter nmust be denonstrated

PERFORMANCE STEPS

1. Draw a programflowhart (or Decision Table) that
satisfies all program specifications.

2. Wite (code) the program The programlogic flow wl|
correspond to the flowchart (Decision Table).

3. Key in the program using available 1/0O devi ces.

4. Wite applicable execution JCL for the conpiler
procedure.

5. Key in execution JCL.

6. Compile the program (The JCL and program data must be
submtted in proper sequence for conpilation wthout
errors.)

7. Wite programtest JCL.

8. Key in programtest JCL.

9. Test program (The test JCL nust be submitted for

execution with JCL and program data i n proper sequence
for execution w thout error.)

REFERENCE( S) :
1. |1RM5234-01, Information Resources Managenent Progranmm ng
St andard

2. |1 RM5234-04, Information Resources Managenent Nam ng
Conventi ons

3. | BM WS/ XA JCL Reference Manual (GC28-1352-3)
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4. |IBMOS/VS2 WS Utilities Manual (GC26-3902)
5. | BM WS/ XA Messages and Codes Manual (GC28-1157-5)

6. |IBM S/370 XA Principles of Operations (SA22-7085)

ADM NI STRATI VE | NSTRUCTI ONS

1. Performance steps nust be perforned sequentially.

TASK:  4069. 2. 18 MODI FY/ TROUBLESHOOT ALC PROCGRAMS

CONDITION(S): G ven a conputer, input/output devices, other

peri pheral devices, program specifications, applicable operating
envi ronment standards, coding sheets, pencils, note pad, program
listings, desk or work space, and a problemor error in an

exi sting program and appropriate references.

STANDARD: An existing ALC programthat contains enbedded errors
will be troubleshot in a specified tine limt comensurate with
the conplexity of the errors to neet the requirenents of the
program speci fications per the | RM Programr ng Standard.

PERFORMANCE STEPS

1. ldentify the problemw th the ALC program usi ng debuggi ng
tool s and techni ques.

2. Wite (code) a nodification to the existing application
to correct the problem

3. Wite and key in the execution JCL of the assenbler
procedure.

4. Assenbl e (execute) the program
5. Wite and key in programtest JCL.
6. Test programfor identified errors.

7. Submit the programlisting and output to supervi sor when
it is error-free and neets the program specifications.

REFERENCE( S)
1. |1RM5234-01, Information Resources Managenent Progranmm ng
St andard
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2. | BM WS/ XA JCL Reference Manual (GC28-1352-3)
3. | BM WS/ XA Messages and Codes Manual (GC28-1157-5)

4. |IBM S/ 370 XA Principles of Operations (SA22-7085)

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4069. 2.19 CREATE CENERATI ONAL DATA GROUP ( GDG)

CONDITION(S): G ven the use os systens reference library,
installation requirenents, and appropriate utility prograns.

STANDARD: GDG will be created to specifications.

PERFORMANCE STEPS:

1. ldentify the GG requirenents.

2. Wite (code) a utility to specifications.
3. Execute the utility.

4. Verify successful conpletion of utility.
5. Test software using new GDG

6. Inplenent new GDG into production.

7. Update procedure nmanual .

REFERENCE( S) :

1. OS Uilities Mnual
2. | BM WS/ XA JCL Reference Manual (GC28-1352-3)
3. | BM WS/ XA Messages and Codes Manual (GC28-1157-5)

4. Appropriate software manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK:  4069. 2. 20 CREATE VI RTUAL STORAGE ACCESS METHOD (VSAM
DATASET

CONDITION(S): G ven the use os systens reference library,
installation requirenents, and appropriate utility prograns.

STANDARD: VSAM wi || be created to specifications.

PERFORMANCE STEPS:

1. ldentify the VSAM requirenents.

2. Wite (code) a utility to specifications.
3. Execute the utility.

4. Verify successful conpletion of utility.
5. Test software using new VSAM

6. I nplenent new VSAM i nto production.

7. Update procedure nanual .

REFERENCE( S) :

1. OS uilities Mnual
2. | BM WS/ XA JCL Reference Manual (GC28-1352-3)
3. | BM WS/ XA Messages and Codes Manual (GC28-1157-5)

4. Appropriate software manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4069.2.21 UTILIZE TSO TO DEVELOP OR NAI NTAI N SYSTEM
SOFTWARE

CONDITION(S): Gven a termnal, proper accessor id and access,
software, and the reference.

STANDARD:. TSO will be utilized to | ocate, access, and execute
jcl and/or clists.

PERFORMANCE STEPS:

1. Sign-on to system
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2. Perform ALLOCATE.
3. PerformEDT

4. Perform SAVE

5. Perform SUBM T.
6. Perform COPY.

7. Perform | NPUT.

8. Perform UPDATE
9. Perform MOVE.

10. Perform DELETE

REFERENCE( S) :

1. CA-TSO Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

DUTY AREA 3 - TUNI NG OF SYSTEMS SOFTWARE

TASK: 4069.3.1 MONI TOR SYSTEM PERFORVMANCE

CONDITION(S): G ven the use of the systemreference library,
current MVS operating system docunentation, installation

requi renents, installation performance objectives, appropriate
MS operating systemnonitoring utilities, M/S operating system
parameter libraries, program product paraneter libraries, and
proprietary software product paraneter libraries.

STANDARD: The MV/S operating system perfornance, program product
performance, and proprietary software product performance is to
be nonitored per the installation requirenents.

PERFORMANCE STEPS

1. Set the Resource Measurenent Facility (RVF) paraneters
for data collection.

2. Set the System Managenent Facility (SMF) paraneters for
data col |l ection.
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3. Collect RVF data related to the processor, real storage,
and the input/output resources of the MVS operating
system

4. Collect SMF data related to MVS operating system
processi ng.

5. Create RMF reports.

6. Create SMF reports.

7. Viewthe RW reports to ensure the MWVS operating system
is performing within the installation perfornance
obj ecti ves.

8. Viewthe SMF reports to ensure the MVS operating system

is processing within the installation perfornance
obj ecti ves.

REFERENCE( S) :

1. System Reference Library
2. MS Qperating System Paraneter Libraries
3. Program Product Paraneter Libraries

4. Proprietary Software Product Paraneter Libraries

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4069. 3.2 ANALYZE SYSTEM PERFORMANCE

CONDITION(S): G ven the use of the systemreference library,
Resource Measurenent Facility (RMF) reports, System Managenent
Facility (SMF) reports, current MS operating system
docunentation, installation requirenents, installation
performance objectives, appropriate MWS operating system
monitoring utilities, M/S operating system paraneter libraries,
program product paraneter l|ibraries, and proprietary software
parameter product libraries.

STANDARD: The M/S operating system performance is to be anal yzed
per the installation requirenents.
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PERFORMANCE STEPS:

1. Describe the perfornance problemin terns of the
obj ectives that are not being net.

a. User-oriented objectives.
b. Systenmtoriented objectives.
2. Review basic performance factors.
a. Hardware configuration
b. 1/0 resource usage.
c. Control of users that nonopolize resources.
d. Resource contention
e. Pagi ng performance.

3. ldentify potential bottlenecks in the system and assess
the inpact of the bottl eneck

a. Systemoriented problens - resource nmanagenent.
(1) Processor.
(2) 1/0O resources.
(3) Pagi ng subsystem
b. User-oriented problens - workload nanagenent.
4. Wite a system performance anal ysis describing the

results of the study.

REFERENCE( S)

1. System Reference Library
2. MS Qperating System Paraneter Libraries
3. Program Product Paraneter Libraries

4. Proprietary Software Product Paraneter Libraries

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4069. 3.3 DEVELOP TUNI NG RECOMVENDATI ONS

CONDITION(S): G ven the use of the systemreference library,
Resource Measurenent Facility (RMF) reports, System Managenent
Facility (SMF) reports, current MVS operating system
docunentation, installation requirenents, installation
performance objectives, system performance anal ysis, WS
operating system paraneter libraries, program product paraneter
libraries, and proprietary software product paraneter libraries.

STANDARD:  Tuni ng reconmendations are to be devel oped, that once
i npl enented, will cause the MVS operating system program
products, and proprietary software products to perform per the
installation performance objectives and installation

requi renents.

PERFORMANCE STEPS

1. Read the system performance anal ysis.

2. Determne if the performance problens are related to
bottl enecks in the system

3. Determne if the performance problenms can be corrected
by:

a. Mddifying the performance objectives.

b. Reconfiguring hardware.

c. Obtaining nore hardware.

d. Redesigning the pagi ng subsystem

e. Mdifying system control program paraneters.

f. Mdifying the system control program

g. Modifying program product paraneters.

h. Modifying the program product control program

i. Modifying the program product data sets.

j. Modifying proprietary software product paraneters.

k. Modifying the proprietary software product contro
program

I. Mdifying the proprietary software product data sets.
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4. ldentify the methods by which the MVS operating system
program products, and proprietary software products can
be nodified to achi eve opti mum performance.

5. Wite the tuning recomendati ons.

REFERENCE( S)

1. System Reference Library
2. MS Qperating System Paraneter Libraries
3. Program Product Paraneter Libraries

4. Proprietary Software Product Paraneter Libraries

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4069. 3.4 ADJUST MWS OPERATI NG SYSTEM PARAMETERS

CONDITION(S): G ven the use of the systemreference library, WS
operating system paraneter libraries, current MVS operating

syst em docunent ati on, tuning reconmendations, installation

requi renents, and appropriate utility prograns.

STANDARD: The MV/S operating system paraneters are adjusted per
the tuning recomendati ons and installation requirenents.

PERFORMANCE STEPS

1. Read the tuning recomendati ons.

2. Determine which MS operating system paraneters are to be
nodi fi ed.

3. Create a test version of the MVS operating system
parameter libraries.

4. Mdify the test version of the WS operating system
parameter libraries.

5. Test the WS operating systemusing the test version of
the MVS operating system paraneter |ibraries.

6. Verify the results of the test.

7. Mgrate the tested version of the MS operating system
parameter libraries into the production environnment.

Appendix J to
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REFERENCE( S)

1. System Reference Library

2. MWS Qperating System Paraneter Libraries

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4069.3.5 ADJUST PROGRAM PRCDUCT PARAMETERS

CONDITION(S): G ven the use of the systemreference library,
vendor supplied manual (s), vendor supplied instructions, vendor
suppl i ed data, current MS operating system docunmentation, tuning
recomendations, installation requirenents, program product
parameter libraries, and appropriate utility prograns.

STANDARD:  The program product paraneters are adjusted per the
tuni ng recomendati ons and installation requirenents.

PERFORMANCE STEPS

1. Read the tuning recomendati ons.

2. Determ ne which program product paraneters are to be
nodi fi ed.

3. Create a test version of the program product paraneter
|'ibraries.

4. Mdify the test version of the program product paraneter
l'ibraries.

5. Test the program product using the test version of the
program product paraneter |ibraries.

6. Verify the results of the test.
7. Mgrate the tested version of the program product

parameter libraries into the production environnment.

REFERENCE( S)

1. System Reference Library

2. Program Product Paraneter Libraries

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4069. 3.6 ADJUST PROPRI ETARY SOFTWARE PRCDUCT PARAMETERS

CONDITION(S): G ven the use of the systemreference library,
vendor supplied manual (s), vendor supplied instructions, vendor
suppl i ed data, current MS operating system docunmentation, tuning
recomendations, installation requirenments, proprietary software
product paraneter libraries, and appropriate utility prograns.

STANDARD: The proprietary software product paraneters are
adj usted per the tuning reconmmendations and installation
requi renents.

PERFORMANCE STEPS

1. Read the tuning recomendati ons.

2. Determne which proprietary software product paraneters
are to be nodified.

3. Create a test version of the proprietary software product
parameter libraries.

4. Mdify the test version of the proprietary software
product paraneter libraries.

5. Test the proprietary software product using the test
version of the proprietary software product paraneter
|'ibraries.

6. Verify the results of the test.

7. Mgrate the tested version of the proprietary software

product paraneter libraries into the production
envi ronnent .

REFERENCE( S)

1. System Reference Library

2. Program Product Paraneter Libraries

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4069.3.7 WRI TE CAPACI TY PLAN

CONDITION(S): G ven the use of the systemreference library,
installation requirenents, installation perfornmance objectives,
and Resource Measurenent Facility (RMF) reports.

STANDARD: The capacity plan will be witten per the installation
requi renents.

PERFORMANCE STEPS

1. Collect a series of Resource Measurenent Facility (RM)
reports covering the last 12 nonths according to the
following criteria:

a. There nust be one set of RMF reports per nonth.

b. Each nonth’s reports nmust cover a period of 5 days
during the peak hours.

2. ldentify each MVS operating system resource.

3. ldentify the utilization of each MVS operating system
resource for each nonth of RVMF' s reports

4. ldentify the utilization |level at which each of the WS
operating system resources are exhaust ed.

5. Determne the growmh potential of each of the M/S
operating systemresources.

6. Determine the anticipated utilization growth for each
resource in the given MVS operating system

7. Determne the estimated life in nonths for each WS
operating systemresource.

8. ldentify the nmethods by which the estinmated |ife of each
resource nay be extended.

9. ldentify the required purchase of any additiona
resources

10. Consolidate the data fromthe study into a capacity plan

REFERENCE( S)

1. System Reference Library

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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DUTY AREA 4 - DI AGNGSI NG SYSTEMS SOFTWARE

TASK: 4069.4.1 ANALYZE APPLI CATI ON DUWP

CONDITION(S): G ven the use of the systemreference library,
vendor supplied manual (s), vendor supplied instructions, current
application program docunentation, current application program
allocation listing, application program dunp, and appropriate
utility prograns.

STANDARD: An application dunp will be analyzed so that the exact
error is identified per the vendor supplied instructions and
installation requirenents

PERFORMANCE STEPS:

1. Select an application program dunp.

2. Determne the absolute address of the instruction causing
the abnormal end (ABEND).

3. Determine in which nodul e the ABEND- causi ng instruction
i s contained.

4. Determine in which programthe ABEND- causing instruction
occurs.

5. Determne the displacenent into the program of the
ABEND- causi ng instruction

6. Find the instruction in the source listing of the program
that caused the ABEND.

7. ldentify the error causing the ABEND.

REFERENCE( S)

1. System Reference Library

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4069.4.2 ANALYZE SUPERVI SOR CALL DUMP

CONDITION(S): G ven the use of the systemreference library,
vendor supplied manual (s), vendor supplied instructions, current
MS operating system docunentation, installation requirenents,
LOGREC |isting, systemlog, supervisor call (SVC dunp, and
appropriate utility prograns.

STANDARD: A supervisor call (SVC) dunmp will be analyzed so that
the exact error and failing conponent are identified per the
vendor supplied instructions and installation requirenents.

PERFORMANCE STEPS

1. Select a supervisor call (SVC dunp.

2. Determine if the SVC dunp is the initial SVC dunp and not
one caused by percol ation

3. ldentify the SVC dunp title.

4. Gather the infornmation about the problemindicated by the
SVC dunp title.

5. ldentify any problens indicated by the system| og.
6. Gather any SVC dunp associated i nformation from LOGREC.

7. ldentify the error causing the MVS operating system
probl em

8. ldentify the failing conponent of the MS operating
system

REFERENCE( S)

1. System Reference Library

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4069.4.3 ANALYZE STAND- ALONE DUWMP

CONDITION(S): G ven the use of the systemreference library,
vendor supplied manual (s), vendor supplied instructions, current
MS operating system docunentation, installation requirenents,
operator |og, stand-alone dunp, and appropriate utility prograns.
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STANDARD: A stand-al one dunp sort will be analyzed so that the
exact error and failing conponent are identified per the vendor
supplied instructions and installation requirenents.

PERFORMANCE STEPS:

1. Select a stand-al one dunp.

2. Determi ne why the stand-al one dunp was taken.

3. Determne the current state of the MS operating system

4. Determne the global status of the WS operating system

5. Determine if any previous errors in the MS operating
system have affected the current problem

6. Determne the recent MVS operating system activity.

7. Determne the work status within the MS operating
system

8. Analyze the synptons identified by the problem
determ nati on steps.

9. ldentify the error causing the MVS operating system
probl em

10. ldentify the failing conponent of the MS operating
system

REFERENCE( S) :
1. System Reference Library

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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MOS 4071, DATABASE MANAGEMENT SYSTEM (DBMS) SPECI ALI ST

DUTY AREA 1 - CREATI ON OF RELATI ONAL DATABASES

TASK: 4071.1.1 ANALYZE CUSTOVER REQUEST

CONDITION(S): G ven a customer request, point of contact, and
appropri ate references.

STANDARD: The nost viable solution will be determ ned that
satisfies the custoner’s needs.

PERFORMANCE STEPS:

1. Verify user requirenents.

2. Determ ne systemrequirenents.
3. Conduct Feasibility Study.

4. Perform system anal ysi s.

5. Devel op anal ysis specifications.

REFERENCE( S) :

1. MCO P5231.1, Life Cycle Managenent for Automated
I nformati on Systens

2. |1 RW5231 Series
3. I RW5234 Series
4. Software Engi neering, Fourth Edition, lan Somerville

5. Software Engi neering, Ada Second Edition, G ady Booch

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

Appendi x K to
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TASK:  4071.1.2 DESIGN A RELATI ONAL DATABASE MANAGEMENT SYSTEM
( RDBVS)

CONDITION(S): G ven an anal yzed custoner request, point of
contact, appropriated references, and an RDBMS t ool .

STANDARD: A relational database will be designed to fully
satisfy the needs of the custoner.

PERFORMANCE STEPS:

1. Determ ne appropriate design nethod to use.

2. ldentify entities (objects).

3. Model the system using the appropriate design mnethod.
4. Create Data Dictionaries.

5. ldentify all keys.

6. Performkey normalization.

7. Access the database using a high-level |anguage (i.e.,

sQL).

REFERENCE( S) :

1. Principles of Data-base Managenent, Janes Martin
2. Database Design Fundanental s, Naphtali Rishe

3. The Practitioners Blueprint for Logical and Physi cal
Dat abase Design, Eric Vesely

4. An Introduction to Data Base Design, John K.  Lyon

5. Software Engineering, Fourth Edition, lan Sommerville

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

Appendi x K to
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DUTY AREA 2 - NAI NTENANCE OF RELATI ONAL DATABASES

TASK: 4071.2.1 MODI FY RELATI ONAL DATABASE

CONDITION(S): G ven a customer request, point of contact, and
appropri ate references.

STANDARD:  Existing databases will be nodified to fully satisfy
request changes.

PERFORMANCE STEPS:

1. Verify user requirenents.

2. Determ ne systemrequirenents.
3. Conduct Feasibility Study.

4. Perform system anal ysi s.

5. Devel op anal ysis specifications.

6. | nplenent changes.

REFERENCE( S) :

1. MCO P5231.1, Life Cycle Managenent for Automated
I nformati on System

2. |1 RW5231 Series
3. I RW5234 Series
4. Software Engineering, Fourth Edition, lan Somerville

5. Software Engi neering, Ada Second Edition, G ady Booch

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

Appendi x K to
ENCLOSURE ( 6)
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DUTY AREA 3 - USE OF DATABASE MANAGEMENT SYSTEMS (DBMS)

TASK: 4071.3.1 CREATE DBMS ACCESS

CONDITION(S): G ven a programrequest, access to Data
Dictionary, access to appropriate conputer)s), tools, and
ref erences.

STANDARD: Access to DBMS will be created to neet access
requi renents identified in the program request.

PERFORMANCE STEPS:

1. ldentify type of access required.
2. ldentify search criteria.
3. ldentify fields to be returned.

4, Create access.

REFERENCE( S) :

1. MCO 5271.1, Information Resources Managenent (I RM
St andards and Cui del i nes Program

2. ANSI/M L-STD 1815A- 1983, Ada Programr ng Language
Ref erence Manual

3. | RM5231-06, Detail ed Design Specification
4. | RM5234-01, Programming Standard

5. |1 RM5234-04, Nami ng Conventions

6. | RW5235-01, Data Dictionary

7. COBOL Reference Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

Appendi x K to
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MCS 4075, COVPUTER SECURI TY SPECI ALI ST

DUTY AREA 1 - SOFTWARE SECURITY

TASK:  4075.1.1 SUPERVI SE SOFTWARE | NSTALLATI ON/ MAI NTENANCE

CONDITION(S): G ven the appropriate nmanual s, instructions, data,
necessary utilities for the installation/ naintenance of the
software product, and appropriate references.

STANDARD: The application proprietary security of system
software product will conply with the security requirenments as
stated in the security docunentation for the product and the
applicabl e security regul ations.

PERFORMANCE STEPS:

1. Review product docunentation.

2. Verify proposed install ation/ mai ntenance procedures to
insure conpliance with security regul ations.

3. Monitor installation/maintenance to insure that security
procedures are foll owed.

4. Test and eval uate security requirenments of the
install ed/up graded product.

REFERENCE( S) :

1. |1RM5510-01, Information Resources Managenent Data Access
Security Manual

2.  OPNAVI NST 5239. 1A, DON ADP Security Procedures
3. MCO P5510. 14, WMarine Corps ADP Security Manual

4. | RM5234-04, Infornmation Resources Managenent Nam ng
Conventi ons

5. Applicable Vendor Manual s

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4075.1.2 MONITOR SECURI TY SYSTEM

CONDITION(S): Gven the site requirenments, security regul ations,
the appropriate utility programs, the SMF files, the appropriate
audit security files, and appropriate references.

STANDARD: The security systemw ||l be nonitored and audited as
defined by site regul ations.

PERFORMANCE STEPS:

1. Ontain/review site requirenents.

2. Performrequired audits as specified in site
requi renents.

3. Distribute reports to appropriate personnel.

REFERENCE( S) :

1. I RM5510-01, Information Resources Managenent Data Access
Security Manual

2.  OPNAVI NST 5239. 1A, DON ADP Security Procedures

3. MCO P5510. 14, WMarine Corps ADP Security Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4075.1.3 TRAIN SECURI TY ADM NI STRATORS

CONDITION(S): G ven the Term nal Area Security Oficers (TASO
Manual , appropriate training aids, and appropriate references.

STANDARD:  Upon conpl etion of the training, the Marine will be
required to performthe m ninumrequirenments of Termi nal Area
Security Oficers as defined by the TASO Users Mnual .

PERFORMANCE STEPS:

1. Obtain/review TASO Manual .

2. Prepare/review |l esson plan.

3. Conduct training.

4. Conduct an evaluation on instructed individuals.
Appendix L to

ENCLOSURE ( 6)
6-L-2



MCO 1510. 37C
13 Dec 95
REFERENCE( S) :

1. |1RM5510-01, Information Resources Managenent Data Access
Security Manual

2.  OPNAVI NST 5239. 1A, DON ADP Security Procedures

3. MCO P5510. 14, WMarine Corps ADP Security Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4075.1.4 EVALUATE PROPCSED SOFTWARE PURCHASES

CONDITION(S): G ven the security regul ati ons, proposed software
docunent ati on, and appropriate references.

STANDARD:  Proposed software purchases will be evaluated as to
its conpatibility with site security regulations and a security
st at ement prepared.

PERFORMANCE STEPS:

1. Ontain/review site security regul ations.

2. Obtain and review proposed software
i nformation/ docunentation as defined by site
requi renents.

3. Prepare Security Posture Statenent.

4. Distribute conposed docunent to appropriate authorities.

REFERENCE( S) :

1. IRM5510-01, Information Resources Managenent Data Access
Security Manual

2.  OPNAVI NST 5239. 1A, DON ADP Security Procedures

3. MCO P5510. 14, WMarine Corps ADP Security Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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DUTY AREA 2 - PHYSI CAL SECURI TY

TASK: 4075.2.1 | MPLEMENT SENSI Tl VE | NFORVATI ON HANDLI NG
PROCEDURE

CONDITION(S): Gven the security regulations, site requirenments
as pertaining to types of sensitive data, and appropriate
ref erences.

STANDARD:  Procedures will be installed to bring site into
conpliance with established security regulations. Periodic

i nspections will be conducted to insure established procedures
for handling of sensitive information is conplied with and a
report as to level of conpliance will be provided.

PERFORMANCE STEPS:

1. Ontain/review security regul ations.
2. Obtain and review site requirenents.
3. Establish procedures for sensitive informati on handling.

4. Conduct periodic inspections on conpliance with
procedur es.

5. Prepare inspection report.

6. Distribute report to appropriate authority.

REFERENCE( S) :

1. |1RM5510-01, Information Resources Managenent Data Access
Security Manual

2.  OPNAVI NST 5239. 1A, DON ADP Security Procedures

3. MCO P5510. 14, WMarine Corps ADP Security Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4075.2.2 CONTROL ACCESS TO SENSI TI VE AREAS

CONDITION(S): G ven the security regulations, data center
| ayout/fl oor plan, any other documents appropriate to
establishing tenpest zones, and appropriate references.

STANDARD:  Physical sensitive areas as directed by security

regul ations will be defined. Physical access control systemwl|
be install ed/ maintai ned. Periodic inspection to insure physica
access control procedures are being conplied with will be
conducted and a report as to level of conpliance will be

provi ded.

PERFORMANCE STEPS:

1. Ontain/review security regul ations.

2. Develop/review sensitive areas as per security
regul ati ons.

3. Install/mintain physical access control systenf nmethod.

4. Conduct periodic inspection on conpliance with contro
syst em net hod.

5. Prepare inspection report.

6. Distribute inspection report to appropriate authority.

REFERENCE( S)

1. |1 RM5510-01, Information Resources Managenent Data Access
Security Manual

2.  OPNAVI NST 5239. 1A, DON ADP Security Procedures

3. MCO P5510. 14, WMarine Corps ADP Security Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4075.2.3 MONI TOR PHYSI CAL SECURI TY ENVI RONVENT

CONDITION(S): G ven the security regulations, data center
bl ueprints, any other docunents appropriate to establishing
tenpest zones, and appropriate references.
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STANDARD:  Periodic inspections will be conducted to insure
physi cal security environment is in conpliance with security
regulations. A report as to the level of conpliance will be
provi ded.

PERFORMANCE STEPS:

1. Ontain/review security regul ations.

2. Conduct periodic inspection on conpliance in physical
security environnent.

3. Prepare inspection report.

4. Distribute report to appropriate authority.

REFERENCE( S) :

1. I RM5510-01, Information Resources Managenent Data Access
Security Manual

2.  OPNAVI NST 5239. 1A, DON ADP Security Procedures
3. MCO P5510. 14, WMarine Corps ADP Security Manual

4. Rai nbow Series, DOD Manual s CSC- STD-001 to CSC- STD- 004

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4075.2.4 | NSTRUCT PERSONNEL | N PHYSI CAL SECURI TY
REQUI REMENTS

CONDITION(S): G ven the security regul ati ons, appropriate
training aids, and appropriate references.

STANDARD:  Upon conpl etion of the training, the trained
individual will be required to state several of the basic

physi cal security requirenments, based upon a know edge extractor
systemutilizing conparison nethodol ogy.

PERFORMANCE STEPS:

1. Ontain/review security regul ations.
2. Prepare/review |l esson plan.
3. Conduct training.
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4. Conduct an evaluation on instructed individuals.
REFERENCE( S) :
1. |1RM5510-01, Information Resources Managenent Data Access

Security Manual
2.  OPNAVI NST 5239. 1A, DON ADP Security Procedures
3. MCO P5510. 14, WMarine Corps ADP Security Manual

4. Rai nbow Series, DOD Manual s CSC- STD-001 to CSC- STD- 004

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4075.2.5 | MPLEMENT SECURITY FOR THE NETWORK

CONDITION(S): G ven the appropriate security regul ati ons, vendor
product manual s, network configuration, and classification |evel
of data.

STANDARD: The network security will be inplenented so that it
wi |l be secure against all known threats.

PERFORMANCE STEPS:

1. Analyze current network security procedures.
2. Recomend solutions to identified vulnerabilities.

3. Inplenent correction to secure network.

REFERENCE( S) :

1. OPNAVI NST 5239.1, DON ADP Security Procedures

2. OPNAVI NST 5510.1, Information and Personnel Security
Program Regul ati ons

3. MCO P5510. 14, WMarine Corps ADP Security Manual

4, | RM 5239 Seri es

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

Appendix L to
ENCLOSURE ( 6)
6-L-7



MCO 1510. 37C
13 Dec 95

DUTY AREA 3 - ACCREDI TATI ON AND CONTI NGENCY PLANNI NG

TASK: 4075.3.1 PERFORM RI SK ANALYSI S

CONDITION(S): G ven the equi pment inventories, data center
blueprints, interviewtine with personnel responsible for
production, historical data on environnent, SMF data, security
regul ati ons, equi pnent replacenent costs, and appropriate

ref erences.

STANDARD:  Valid loss figures will be produced based on

hi storical data and in conpliance with security regul ations.
Data in risk analysis with current equi pnent inventories and
current environmental data will be naintained.

PERFORMANCE STEPS:

1. Gather historical data.

2. Interview responsi bl e personnel.
3. Calculate risk and | oss.

4. Produce report.

5. Distribute report to appropriate authority.

REFERENCE( S) :

1. |1 RM5510-01, Information Resources Managenent Data Access
Security Manual

2.  MCO P5510. 14, WMarine Corps ADP Security Manual

3. OPNAVI NST 5239. 1A, DON ADP Security Procedures

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4075.3.2 CREATE FACILITY SECURI TY PROFI LE (FSP)

CONDITION(S): G ven the data center |layout/floor plan, equipment
inventories, SMF data, and appropriate references.
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STANDARD: A Facility Security Profile (FSP) will be created from
basic data that neets accreditation requirenents and will be
mai nt ai ned current.

PERFORMANCE STEPS:

1. Wite mission statement for unit.
2. Compilel/list software on systens.
3. Compilel/list equipnent at data center.
4. Draft Facility Security Profile (FSP).

5. Distribute FSP to appropriate authority.

REFERENCE( S) :

1. I RM5510-01, Information Resources Managenent Data Access
Security Manual

2.  MCO P5510. 14, WMarine Corps ADP Security Manual

3. OPNAVI NST 5239. 1A, DON ADP Security Procedures

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4075. 3.3 CREATE CONTI NGENCY PLAN

CONDITION(S): Gven the use of a valid risk analysis, a roster
of key personnel in the site, site regulations, appropriate
manual s, and the reference.

STANDARD: A contingency plan will be created and nmi ntai ned
which will provide instruction to personnel to react
appropriately to a contingency situation and continue to process
with mniml effect of normal processing.

PERFORMANCE STEPS:

1. Gather appropriate and necessary data.
2. Create/maintain contingency plan.
3. Review changes to contingency plan.
4. Test contingency plan.
Appendix L to
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5. Review test of contingency plan
6. Make appropriate changes.
7. Create report of results and distribute to proper
aut horities.
REFERENCE( S) :

1. |IRM5510-04, Automated Data Processing (ADP) Conti ngency
Pl anni ng

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4075.3.4 | NSTRUCT PERSONNEL ON CONTI NGENCY PLANS

CONDITION(S): G ven a current contingency plan, site
regul ations, and the correct environnent for instruction

STANDARD: The Marine will instruct the personnel regarding the
conti ngency pl an.

PERFORMANCE STEPS

1. Prepare/review | esson

2.  Conduct instruction.

3. Test individuals.

4. Review results of test.

5. Critique individuals.

6. Prepare paper on results of test and distribute to proper

authorities.

REFERENCE( S)

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4075.3.5 PERFORM ANNUAL ACCREDI TATI ON REVI EW

CONDITION(S): G ven the last accreditation docunent, current
Facility Security Profile, current risk analysis, current near-
termand long-termgoals, current systemsecurity test and

eval uation, and appropriate references.

STANDARD:  Updat ed accreditati on docunents that neet security
regul ations will be produced and distributed to appropriate
authorities.

PERFORMANCE STEPS:

1. ntain/review risk analysis.

2. Obtain/review Facility Security Profile.

3. Obtain/review near-termand | ong-term goal s.
4. (Obtain/review accreditati on docunents.

5. Distribute updated docunents to appropriate authority.

REFERENCE( S) :

1. |1RM5510-01, Information Resources Managenent Data Access
Security Manual

2.  MCO P5510. 14, WMarine Corps ADP Security Manual

3. OPNAVI NST 5239. 1A, DON ADP Security Procedures

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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MOS 4099, DATA PROCESSI NG CHI EF

DUTY AREA 1 - DATA PROCESSI NG UNI T

TASK: 4099.1.1 MONITOR ALL PERSONNEL MATTERS

CONDITION(S): Gven a listing of required appointments, annua
training requirenments and schedul es, personnel records duty
rosters, and LES s.

STANDARD: Personnel matters will be resolved. Appointnents and
trai ning schedul ed as appropriate and plans for corrective action
wi |l be devel oped in a manner that has mninmal inpact on the day
to day operations.

PERFORMANCE STEPS:

1. Assess situation.

2. Determ ne appointnment availability.

3. Check schedul es.

4. Schedul e appoi ntnents/training accordingly.
5. Plan corrective action

6. Take corrective action

REFERENCE( S)

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4099.1.2 ANALYZE PROBLEMS AND REFER ACTI ON

CONDITION(S): G ven all pertinent information on a problem as
soon as possible after occurrence, either by tel ephone
conversation, nessage, or personal conversation, |ocal SOP, and
applicabl e orders/directives.
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STANDARD:  Specific problens will be analyzed to determ ne
appropriate action required to take action, valid
conpl eti on/ response date assigned, and actions required to
resolve the problemtaken in a tinmely nanner.

PERFORMANCE STEPS:

1. Determne type of problemand assign to appropriate
secti on.

2. | f personnel problem
a. Assess situation.

b. Perform appropriate counseling and determn ne need for
hi gher-1evel professional counseling.

C. | nform secti on.
3. Set course of action.

4., Take course of action.

REFERENCE( S) :

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK:  4099.1.3 MONI TOR PERSONNEL GAI NS/ LOSSES

CONDITION(S): G ven a copy of the activity T/ O personnel
roster, a list of personnel inbound/outbound, and |ocal SOP.

STANDARD: The T/Owll be reviewed for staffing of personnel to
ensure personnel are properly joined, dropped, or transferred.

PERFORMANCE STEPS:

1. Contact the CMC (MMEA) regarding incom ng personnel.

2. Ensure proficiency/conduct marks and Fitness Reports are
properly submitted for transfer personnel.

3. Check in all newy assigned personnel with orientation
brief.
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REFERENCE( S) :

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4099.1.4 SUPERVI SE MAI NTENANCE OF NAVY AND MARI NE CORPS
DI RECTI VE SYSTEMS

CONDITION(S): G ven a current copy of MCBul 5215.

STANDARD:. All files and directives will be checked to ensure
currency.

PERFORMANCE STEPS:

1. Update directives as required.
2. Reviewdirectives and ensure filed in proper order.

3. Obtain mssing required directives.

REFERENCE( S) :

1. MCO P5215.1G The USMC Directives System

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4099.1.5 MAINTAI N | NTERNAL CONTROL OF CORRESPONDENCE

CONDITION(S): G ven receipt of naval nmessages fromthe
comruni cation center and nessages/ correspondence through the
guard mail, local SOP, and the reference.

STANDARD: Messages and correspondence will be processed and
assigned/routed to the appropriate section/work center for
action/information.

PERFORMANCE STEPS:

1. Receive nessages from comruni cation center or through the
guard mail.

2. Assign action to appropriate section and conpl eti on date.
Appendix Mto
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3. Date and route to appropriate section.
4. Mintain file copy of route data.

5. Monitor progress, action nust be conpleted by due date.

6. Miintain file copy of conpleted action.

REFERENCE( S) :

1. NTP 3, Naval Message

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4099.1.6 ORGANI ZE PERSONNEL FCR ADP OPERATI ONS

CONDITION(S): G ven a mssion, table of organization, and
manni ng to support efficient ADP operations per the reference.

STANDARD:  ADP personnel will be organized in a manner to support
efficient ADP operations per the reference.

PERFORMANCE STEPS:

1. Determ ne the nunber of personnel available in the
organi zati onal structure.

2. ldentify the mgjor functional areas within the
organi zati on (MCCDPA, RASC, or RIE).

3. Assign tasks to the proper functional areas within the
organi zati onal structure.

REFERENCE( S) :

1. MCO P5233.1, Marine Corps ADP Managenent Standards Manual

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4099.1.7 ANALYZE OPERATI ONAL RECORDS AND REPORTS

CONDITION(S): Gven official activity T/ O personnel rosters (to
i ncl ude PMOS and work section), shift assignnments, working T/ O
site SOP, and annual training plan.

STANDARD: Det erm ne necessary personnel changes, overages and
shortages, shift assignnment requirenents and ensure that proper
staffing i s maintained.

PERFORMANCE STEPS:

1. Conpare official T/Oto working T/ QO

2. Conpare personnel roster to T/ O s.

3. Determ ne overages and shortages.

4. Conpare shift assignnents to TAD/LV/training assignnents.

5. Take action to nmaintain proper staffing.

REFERENCE( S)

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4099.1.8 PROVI DE GUI DANCE | N SCHEDULI NG PERSONNEL

CONDITION(S): Guven official activity T/O personnel roster (to
i ncl ude PMOS and work section), shift assignnments, working T/ O
and annual training plan.

STANDARD:  Provi de gui dance to subordinates as to efficient
utilization and scheduling of personnel to ensure that staffing
is properly maintained.

PERFORMANCE STEPS

1. Review staffing.
2. Determne staffing discrepancies.

3. Conpare actual assignnments to T/O TAD, LV, and training
assi gnnent s.

Appendi x Mto
ENCLOSURE ( 6)
6- M5



MCO 1510. 37C
13 Dec 95

4. Provide guidance to section chiefs to ensure proper
staffing i s maintained.

REFERENCE( S)

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4099.1.9 PERFORM ADM NI STRATI VE DUTI ES

CONDITION(S): G ven a schedul e of Fitness Report subm ssions,
section norning reports, annual training plan, personnel roster
monthly cutting score, formal school annual class schedul e,

LES s, applicable fornmal school catal og, and appropriate

ref erences.

STANDARD: Administrative duties will be perforned to ensure that
all Fitness Reports and PRO CON marks are subnitted on tine,
request nom nees for formal school seats, and all daily reports
are submtted on tine.

PERFORMANCE STEPS

1. Proof FITREPS for correctness/conpl eteness and subnmit to
Activity Director

2. Compile PROCON marks and submit to Activity Director

3. Ensure FITREPS and PRO CON marks are subnmitted to higher
headquarters.

4. Verify correctness of section norning reports, conbine
into one, and subnit to the appropriate authority.

5. Request formal school quotas and ensure all approved are
filled.

6. Scan LES s for |eave bal ances and ot her problens.
7. Counsel personnel as appropriate.

8. Submit all required reports in a tinmely manner

REFERENCE( S)

1. Applicable formal school catal og
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2. NAVMC 2795, User’s CQuide to Counseling

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4099.1.10 PERFORM PERI ODI C | NSPECTI ON OF THE DATA
PROCESSI NG FACI LI TY

CONDI TION(S): G ven map/di agram of the building and grounds of
the data processing facility and points of contact in each
section, desk top procedures, and |ocal SOP

STANDARD:  Check nmi ntenance and up keep of building and grounds,
areas for inprovenment will be identified and corrective action
t aken.

PERFORMANCE STEPS:

1. Becone famliar with the area.

2. Tour area periodically and check on progress of past
probl ems and for existence of new ones.

3. Ensure nmintenance requests/corrective action is
initiated.

4. Monitor progress of such.

REFERENCE( S)

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4099.1.11 PROVI DE ASSI STANCE | N PREPARATI ON OF
FEASI Bl LI TY STUDI ES AND APPLI CATI ON PLANS

CONDITION(S): G ven a description of the study, required output,
and a list of required materi al

STANDARD: Assistance will be provided in feasibility studies by
ensuring all required equi pnent and materials are furnished to
the head of the study group in a tinely manner
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PERFORMANCE STEPS:

1. Ootain list of required equi pnment and naterial .
2. Determ ne where equi prment/naterial my be obtai ned.

3. Obtain equipnment/material and give to the head of study
group.

4. Mbonitor progress of study group and need for additional
requi renents.

5. Ensure new requirenents are net.

REFERENCE( S) :

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 4099.1.12 EXPLAIN POLI Cl ES OF ORGANI ZATI ON TO
SUBCRDI NATES

CONDITION(S): Gven installation policies, purposes and goal s of
the ADP facility/organization, and | ocal SOP.

STANDARD: Devel op procedures to ensure information is passed on
to all personnel.

PERFORMANCE STEPS:

1. Pass all pertinent information by:
a. Unit formation.
b. Meeting with branch/section chiefs.
c. News grams or nenorandum

d. Mintaining a unit read/bulletin board.

REFERENCE( S) :

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 4099.1.13 ENSURE ADHERENCE TO DATA PROCESSI NG PROCEDURES
AND SOP' S

CONDITION(S): G ven assignnment to a programmi ng work section
|l ocal SOP's, technical manuals and directives, data processing
st andards, applicable application run books and procedures.

STANDARD: Data Processing procedures and SOP’s will be adhered
to so as to ensure personnel follow rules, regulations, and
gui delines established for the work pl ace.

PERFORMANCE STEPS

1. ldentify existing directives.

2. Supervise the procedures established.

REFERENCE( S)

1. None

ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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